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ICT TrendsICT Trends

Since 1995:Since 1995:
•• Corporate computing has become more complex and Corporate computing has become more complex and 

embedded into organisations:embedded into organisations:
Provides more information about the business, customers, etcProvides more information about the business, customers, etc
Uses Web and Internet for a very wide variety of Uses Web and Internet for a very wide variety of 
customer/client interactions customer/client interactions –– many of these are heavily many of these are heavily 
automatedautomated
Makes much greater use of JustMakes much greater use of Just--InIn--Time operationsTime operations
Gives staff much more computing power on the desk and Gives staff much more computing power on the desk and 
while mobile while mobile 

•• Range of informal digital records as opposed to formal Range of informal digital records as opposed to formal 
records has multipliedrecords has multiplied
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ICT TrendsICT Trends

•• 70% of UK homes have at least one PC;  many have several, 70% of UK homes have at least one PC;  many have several, 
including older PCs; 93% are connected via broadbandincluding older PCs; 93% are connected via broadband

•• 38.8 m people (May 2010)38.8 m people (May 2010)
•• 97% of all businesses have broadband Internet 97% of all businesses have broadband Internet 

connections; 70% have a websiteconnections; 70% have a website
•• Cost of data media halves every 18 monthsCost of data media halves every 18 months
•• 120 120 cellphones cellphones per 100 of populationper 100 of population

•• Digital evidence is now normal and ubiquitous, not Digital evidence is now normal and ubiquitous, not 
confined to a “hiconfined to a “hi--tech” ghettotech” ghetto

May be supportive,  corroborative,  indicative rather than May be supportive,  corroborative,  indicative rather than 
centralcentral
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Digital EvidenceDigital Evidence

•• Almost all organisations are heavily Almost all organisations are heavily 
dependent on computers and ICTdependent on computers and ICT

•• Many activities within and around an Many activities within and around an 
organisation will create organisation will create formalformal
records in digital formrecords in digital form

•• Nearly all activities within and Nearly all activities within and 
around an organisation will create around an organisation will create 
informalinformal records in digital formrecords in digital form
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Computer ForensicsComputer Forensics

•• Finding unintended evidence from Finding unintended evidence from 
digital recordsdigital records

as opposed toas opposed to
•• Intended formal records:Intended formal records:

Transaction logsTransaction logs
Audit tails Audit tails 
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Computer ForensicsComputer Forensics

based on Forensic Science:based on Forensic Science:
•• Every contact leaves a traceEvery contact leaves a trace
•• Scientific methodology to “prove” Scientific methodology to “prove” 

reliability of procedure / artefactreliability of procedure / artefact
•• Relies heavily on reverse Relies heavily on reverse 

engineeringengineering
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Digital Forensics MethodologyDigital Forensics Methodology

•• Create “clean” or “virgin” test environmentCreate “clean” or “virgin” test environment
•• Make forensic disk imageMake forensic disk image
•• Introduce changes to be observedIntroduce changes to be observed
•• Make further forensic disk imageMake further forensic disk image
•• Look for all the changesLook for all the changes
•• Repeat until you can formulate a rule to describe what is Repeat until you can formulate a rule to describe what is 

happeninghappening
•• Test ruleTest rule
•• PublishPublish
•• Develop toolDevelop tool
•• Test toolTest tool
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IncidentsIncidents

•• Data Loss / Data Loss / DataTheftDataTheft
•• Frauds by employees and 3Frauds by employees and 3rdrd partiesparties
•• Contractual disputesContractual disputes
•• Allegations of failure of duty of careAllegations of failure of duty of care
•• EE--mail and Internet abusemail and Internet abuse
•• Breach of confidentialityBreach of confidentiality
•• Online defamationOnline defamation
•• Employee / HR disputesEmployee / HR disputes
•• Sexual harassmentSexual harassment
•• Acquisition and storage of child abuse imagesAcquisition and storage of child abuse images
•• Datatheft Datatheft / Industrial Espionage/ Industrial Espionage
•• Software piracySoftware piracy
•• Theft of source codeTheft of source code
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IncidentsIncidents

•• Unauthorised access by employeesUnauthorised access by employees
•• Unauthorised access by 3Unauthorised access by 3rdrd parties parties –– “hacking”“hacking”
•• Unauthorised data modification Unauthorised data modification –– incl incl viruses and viruses and trojanstrojans
•• Abuse of corporate IT resources for private gainAbuse of corporate IT resources for private gain
•• Use of corporate IT resources as one stage in a complex Use of corporate IT resources as one stage in a complex 

criminal act and where a 3criminal act and where a 3rdrd party is victimisedparty is victimised
•• Use of corporate IT resources for illegal fileUse of corporate IT resources for illegal file--sharingsharing
•• DoS DoS and and DDoSDDoS attacksattacks
•• ““PhishingPhishing” and “” and “PharmingPharming” attempts” attempts
•• etc etcetc etc
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IncidentsIncidents

•• Rare, Spectacular EventsRare, Spectacular Events
•• Events that occur everywhere to Events that occur everywhere to 

everyone…  but still cause panic, distress, everyone…  but still cause panic, distress, 
lossloss

•• High Impact / Low FrequencyHigh Impact / Low Frequency
•• High Frequency /  Individually, MediumHigh Frequency /  Individually, Medium--toto--

Low  ImpactLow  Impact
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Requirements for EvidenceRequirements for Evidence

•• Employment IssuesEmployment Issues
•• Insurance ClaimsInsurance Claims
•• Regulatory Issues / Proof of ComplianceRegulatory Issues / Proof of Compliance
•• Civil LitigationCivil Litigation

You want to sue someYou want to sue some--oneone
SomeSome--one wants to sue you one wants to sue you –– and you must defend and and you must defend and 
disclosedisclose

•• Criminal LitigationCriminal Litigation
You are the scene of crimeYou are the scene of crime
You may have to defend yourself / your employeesYou may have to defend yourself / your employees

•• Freedom of Information Act RequirementsFreedom of Information Act Requirements
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The Investigator’s PerspectiveThe Investigator’s Perspective

•• What are the suspicions?What are the suspicions?
•• How likely is it that the client has How likely is it that the client has 

mismis--interpreted the situation?interpreted the situation?
•• What powers do I have?What powers do I have?

I start out with no powers,  I need to I start out with no powers,  I need to 
acquire them from the clientacquire them from the client

•• Now to try and locate evidence  …Now to try and locate evidence  …
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The Investigator’s PerspectiveThe Investigator’s Perspective

•• Now to try and locate evidence  …Now to try and locate evidence  …
•• How does the client’s organisation work?How does the client’s organisation work?

What functions does it perform?What functions does it perform?
How do I relate business functions to  bits of How do I relate business functions to  bits of 
hardware, software,  computer records?hardware, software,  computer records?

•• Given the suspicions, what should I go Given the suspicions, what should I go 
for?for?

Transaction recordsTransaction records
EmailsEmails
Web usageWeb usage
Contents of PC,  laptop,  mobile phone,  PDA,  Contents of PC,  laptop,  mobile phone,  PDA,  
memory sticks, etcmemory sticks, etc
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The Investigator’s PerspectiveThe Investigator’s Perspective

•• Are there any restrictions on my access?Are there any restrictions on my access?
Client authorisation as employerClient authorisation as employer
Limits on employer’s powersLimits on employer’s powers

•• Human Rights Act 1998Human Rights Act 1998
•• Data Protection Act, Data Protection Act, 
•• Protection from Harassment Act, 1997Protection from Harassment Act, 1997
•• Regulation of Investigatory Powers Act 2000Regulation of Investigatory Powers Act 2000

Telecommunications (Lawful Business Practice) Telecommunications (Lawful Business Practice) 
(Interception of Communications) Regulations 2000(Interception of Communications) Regulations 2000

Computer Misuse Act 1990Computer Misuse Act 1990
•• as amendedas amended
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The Investigator’s PerspectiveThe Investigator’s Perspective

•• Are there any restrictions on my access?Are there any restrictions on my access?
•• Penalties for breach of powers:Penalties for breach of powers:

CriminalCriminal
Abuse of ProcessAbuse of Process
AdmissibilityAdmissibility
HarassmentHarassment
Etc etcEtc etc
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The Investigator’s Perspective:The Investigator’s Perspective:
TechnologiesTechnologies

•• PCsPCs
Make reliable complete copy (“forensic Make reliable complete copy (“forensic 
image”) and analyseimage”) and analyse

•• Obvious,  visible records,  emails,  Internet activityObvious,  visible records,  emails,  Internet activity
•• Recovery of deleted dataRecovery of deleted data
•• Chronologies of activitiesChronologies of activities

Now standard procedures,  products,  trainingNow standard procedures,  products,  training
Imaging can be done covertly over nightImaging can be done covertly over night
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The Investigator’s PerspectiveThe Investigator’s Perspective

•• Main systemsMain systems
Full imaging likely to be technically difficultFull imaging likely to be technically difficult
Imaging is easier on a system taken offImaging is easier on a system taken off--line line 

•• But then the business is no longer functioningBut then the business is no longer functioning
Partial copying runs risk that it shows an Partial copying runs risk that it shows an 
incomplete picture of eventsincomplete picture of events
How far do existing backHow far do existing back--up/archiving systems up/archiving systems 
assist?assist?
How do I limit my examination so as not How do I limit my examination so as not 
compromise the rights of third parties?  compromise the rights of third parties?  

•• Employees,  customers, clientsEmployees,  customers, clients
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The Investigator’s PerspectiveThe Investigator’s Perspective

•• Subsidiary systemsSubsidiary systems
Eg Eg small specialist subsmall specialist sub--systemssystems
PDAsPDAs, laptops, , laptops, cellphonescellphones,  memory ,  memory 
sticks, media players etcsticks, media players etc
Can we identify?Can we identify?
May be disputes over ownership, May be disputes over ownership, 
expectations of privacyexpectations of privacy
Some devices may be technically Some devices may be technically 
difficult to examinedifficult to examine
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The Investigator’s PerspectiveThe Investigator’s Perspective

•• OnOn--going suspicions: “live” going suspicions: “live” 
investigations: investigations: 

KeyloggersKeyloggers
ServletsServlets
Network monitoringNetwork monitoring
CCTVCCTV
Human surveillanceHuman surveillance
Background investigationsBackground investigations
Physical searchesPhysical searches
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Technical SupportTechnical Support

•• KeyloggersKeyloggers
hardwarehardware
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Technical SupportTechnical Support

•• ServletsServlets
Eg EnCase Eg EnCase EnterpriseEnterprise
Applied on all, or selected PCs: remote Applied on all, or selected PCs: remote 
forensic examinationforensic examination
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Network SurveillanceNetwork Surveillance
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External LogsExternal Logs

•• System LogsSystem Logs
•• Web LogsWeb Logs
•• Intrusion Detection System LogsIntrusion Detection System Logs
•• AntiAnti--Virus LogsVirus Logs
•• ISP LogsISP Logs

RADIUSRADIUS
WebWeb--LogsLogs

Subject to 
DPA/ RIPA 

authorisation 
and/or 

consent!
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Squid LogsSquid Logs
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Forensic Readiness PlanForensic Readiness Plan

Why have plan?Why have plan?
•• To reduce costsTo reduce costs and panicand panic
•• External consultants will have to “learn” the External consultants will have to “learn” the 

businessbusiness
•• Lawyers will have to identify admissibility and Lawyers will have to identify admissibility and 

privilege issues on the spotprivilege issues on the spot
•• Can also be used for other legal situations, Can also be used for other legal situations, eg eg 

internal disciplinary disputes, routine transaction internal disciplinary disputes, routine transaction 
disputes,  to aid law enforcementdisputes,  to aid law enforcement
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ProPro--active strategiesactive strategies

Two apparent alternative routes:Two apparent alternative routes:
•• Certification of compliance with Certification of compliance with 

appropriate standardsappropriate standards
•• Forensic Readiness ProgramForensic Readiness Program

(in fact they can complement each (in fact they can complement each 
other)other)
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Standards ComplianceStandards Compliance
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Standards ComplianceStandards Compliance

Standards ComplianceStandards Compliance
•• IS027001: IS027001: 

Ch 4: processing information & documents (retention)Ch 4: processing information & documents (retention)
Ch 7:  Ch 7:  Combatting Combatting Cyber Crime (evidence)Cyber Crime (evidence)
Ch 13:  Compliance Ch 13:  Compliance –– legal and policylegal and policy
Ch 14:  Detecting and Responding to IncidentsCh 14:  Detecting and Responding to Incidents

•• IS027037: Guidelines for identification, collection IS027037: Guidelines for identification, collection 
and/or acquisition and preservation of digital and/or acquisition and preservation of digital 
evidence (DRAFT)  evidence (DRAFT)  
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Standards ComplianceStandards Compliance

•• BIP 0008BIP 0008--1:1: Code of practice for legal admissibility and Code of practice for legal admissibility and 
evidential weight of information stored electronicallyevidential weight of information stored electronically

•• BIP 0008BIP 0008--2:2: Code of Practice for Legal Admissibility and Code of Practice for Legal Admissibility and 
Evidential Weight of Information Communicated Evidential Weight of Information Communicated 
ElectronicallyElectronically

Emails, SMS,  Emails, SMS,  IMsIMs, web, web--services, EDIservices, EDI
•• BIP 0008BIP 0008--3:3: Code of Practice for Legal Admissibility and Code of Practice for Legal Admissibility and 

Evidential Weight of Linking Electronic Identity to Evidential Weight of Linking Electronic Identity to 
Documents Documents 

•• BIP 0067:2006:BIP 0067:2006: A guide to developing a retention and A guide to developing a retention and 
disposal schedule for business information disposal schedule for business information 

•• and associated workand associated work--booksbooks
•• ISO 15489:ISO 15489: Records ManagementRecords Management
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Reliable record keeping Reliable record keeping 
regulatory complianceregulatory compliance

•• SarbanesSarbanes--OxleyOxley
•• Basel IIBasel II
•• UK Combined Code of Corporate GovernanceUK Combined Code of Corporate Governance
•• Freedom of Information legislationFreedom of Information legislation

Particularly important for the public sector!Particularly important for the public sector!
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Standards ComplianceStandards Compliance

Reasons for aiming for Standards Reasons for aiming for Standards 
Compliance:Compliance:

•• Process is likely to identify a wide range Process is likely to identify a wide range 
of deficiencies which can then be of deficiencies which can then be 
correctedcorrected

•• May be useful (or essential) contractually May be useful (or essential) contractually 
as defining expected service standardsas defining expected service standards
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Standards ComplianceStandards Compliance

Typical discovered deficiencies:Typical discovered deficiencies:
•• No information policy documentNo information policy document
•• No retention scheduleNo retention schedule
•• Inappropriate / inadequate security controlsInappropriate / inadequate security controls
•• Lack of procedural documentationLack of procedural documentation
•• Insufficient control of document input proceduresInsufficient control of document input procedures
•• Insufficient information about the technology Insufficient information about the technology 

from the system supplierfrom the system supplier
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Standards ComplianceStandards Compliance

Typical discovered deficiencies:Typical discovered deficiencies:
•• lack of documentation on audit trail content and lack of documentation on audit trail content and 

access proceduresaccess procedures
•• use of inappropriate facilities, such as image use of inappropriate facilities, such as image 

cleanclean--up or up or ““deletiondeletion”” facilitiesfacilities
•• no thought of future migration requirementsno thought of future migration requirements
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Standards ComplianceStandards Compliance

Limitations of Standards ComplianceLimitations of Standards Compliance
•• Standards do not absolutely guarantee Standards do not absolutely guarantee 

admissibility or acceptability for weightadmissibility or acceptability for weight
•• Standards are inevitably generic Standards are inevitably generic –– may not cover may not cover 

everything you really need and may also ask you everything you really need and may also ask you 
to spend much time explaining and justifying why to spend much time explaining and justifying why 
some aspects are irrelevantsome aspects are irrelevant

•• Can be disproportionately costly and disruptiveCan be disproportionately costly and disruptive
•• Introduces a boxIntroduces a box--ticking approach over more ticking approach over more 

fundamental analysis (if done badly)fundamental analysis (if done badly)
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Standards ComplianceStandards Compliance

Limitations of Standards ComplianceLimitations of Standards Compliance
•• Rather useless if nearly all detailed activity is left Rather useless if nearly all detailed activity is left 

to outside consultantsto outside consultants
•• Can produce a false sense of securityCan produce a false sense of security
•• May omit important informal recordsMay omit important informal records

PCs, laptops, PCs, laptops, cellphonescellphones, PDA etc, PDA etc
•• May not be especially persuasive in certain May not be especially persuasive in certain 

overseas jurisdictionsoverseas jurisdictions
•• May not deal effectively with the practical May not deal effectively with the practical 

mechanics of disclosure,  explanations to court,  mechanics of disclosure,  explanations to court,  
issues of inextricably linked material issues of inextricably linked material 
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Forensic Readiness ProgramsForensic Readiness Programs

Essentially:Essentially:
Based on threat analysis / scenario Based on threat analysis / scenario 
developmentdevelopment
Requires identification of potential Requires identification of potential 
evidence / disclosure requirements evidence / disclosure requirements –– and and 
plan for their formal productionplan for their formal production
Results in a proper Contingency Plan Results in a proper Contingency Plan ––
which is tested and kept upwhich is tested and kept up--toto--datedate
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77--step Forensic Readiness Planstep Forensic Readiness Plan

Identify:Identify:
the main the main likely threats/ legal challengeslikely threats/ legal challenges faced by faced by 
your organisationyour organisation
what what sorts of evidence / disclosuresorts of evidence / disclosure you are likely to you are likely to 
need if you have to proceed to civil or criminal need if you have to proceed to civil or criminal 
litigationlitigation
what you will need to do to meet various what you will need to do to meet various regulatory regulatory 
and compliance requirements (and compliance requirements (incl FoIAincl FoIA))
how far you may have that material how far you may have that material alreadyalready
what you will need to do to secure what you will need to do to secure additional additional 
essential materialessential material
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77--step Forensic Readiness Planstep Forensic Readiness Plan

the the managementmanagement, skills and resources implications , skills and resources implications 
for your organisationfor your organisation
turn the resultsturn the results into an action plan into an action plan –– which will which will 
need regular revision as the organisation and its need regular revision as the organisation and its 
ICT infrastructure develops. ICT infrastructure develops. 
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77--step Forensic Readiness Planstep Forensic Readiness Plan

The Good News:   The Good News:   
quite a bit of the work may already have been quite a bit of the work may already have been 

carried out elsewhere in the organisation….carried out elsewhere in the organisation….

…….Disaster Recovery / Business …….Disaster Recovery / Business 
Contingency PlansContingency Plans
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Business Contingency PlansBusiness Contingency Plans
•• Preparation against disaster: Preparation against disaster: 

FireFire
FloodFlood
TerrorismTerrorism
Denial of accessDenial of access
Computer failureComputer failure
Etc etcEtc etc
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Business Contingency PlansBusiness Contingency Plans
•• Tells organisation what to do:Tells organisation what to do:

Emergency PrioritiesEmergency Priorities
Team that will act / Reporting Team that will act / Reporting 
ResponsibilitiesResponsibilities
Migrated offices, locationsMigrated offices, locations
Migrated peopleMigrated people
Migrated ICTMigrated ICT
PR for customers, clients, investors, PR for customers, clients, investors, 
bankers, publicbankers, public--atat--large etclarge etc
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Business Contingency PlansBusiness Contingency Plans

Research, DesignResearch, Design
•• Business AnalysisBusiness Analysis

to determine priorities (it’s too expensive to restore to determine priorities (it’s too expensive to restore 
everything instantly)everything instantly)

•• Relation of business processes to specific ICT Relation of business processes to specific ICT 
resources, hardware, software, communications resources, hardware, software, communications 
links;  availability of backlinks;  availability of back--upup

•• Detailed plan for who does what whenDetailed plan for who does what when
•• Emergency Response TeamEmergency Response Team
•• Internally published PlanInternally published Plan
•• Frequent Testing and RevisionFrequent Testing and Revision
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Forensic Readiness Plan: Forensic Readiness Plan: 
Additional RequirementsAdditional Requirements

•• Legal / Regulatory requirementsLegal / Regulatory requirements
•• Analysis of backAnalysis of back--up plansup plans

Incremental / completeIncremental / complete
•• Specific Data Retention / Destruction Specific Data Retention / Destruction 

requirementsrequirements
•• Decisions about mode of disclosureDecisions about mode of disclosure

Electronic, printElectronic, print--out, extents,  etcout, extents,  etc
•• Witness to explain systems,  material Witness to explain systems,  material 

produced,  testify to reliability and produced,  testify to reliability and 
completenesscompleteness
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InIn--House Capabilities?House Capabilities?

•• How far should you try to do some of this How far should you try to do some of this 
internally?internally?

•• The First Aid analogy:The First Aid analogy:
Everyone has a first aid box, most have a trained firstEveryone has a first aid box, most have a trained first--aideraider, , 
some have insome have in--house nurses, a few have inhouse nurses, a few have in--house doctors, nohouse doctors, no--
one has a full complement of specialised surgeonsone has a full complement of specialised surgeons

•• Forensic ComputingForensic Computing
First ResponderFirst Responder
Incident AnalystIncident Analyst
Evidence Preservation skillsEvidence Preservation skills
Management AdvisorManagement Advisor
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Guide to Digital Investigations and Guide to Digital Investigations and 
EvidenceEvidence

First published First published 
2005;  now 2005;  now 

updatedupdated
www.www.iaaciaac.org.org
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CPNI GuidanceCPNI Guidance

1010--stepstep

GuidanceGuidance
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OU M889OU M889

•• Open University Module in Digital Open University Module in Digital 
InvestigationsInvestigations

•• DistanceDistance--Learning Learning –– 26 week course26 week course
•• Designed to bring “computer Designed to bring “computer 

security” people and others up to security” people and others up to 
speed with forensic readinessspeed with forensic readiness

•• Within an academic frameworkWithin an academic framework
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Remedial ActivityRemedial Activity

•• The final “prize” from having a FRP:The final “prize” from having a FRP:
•• Closing the Loop / Learning the LessonsClosing the Loop / Learning the Lessons

•• Although the FRP is aimed at legal Although the FRP is aimed at legal 
outcomes,  after any event you will outcomes,  after any event you will 
have a detailed explanation of what have a detailed explanation of what 
went wrongwent wrong

•• Should lead to precise remedial Should lead to precise remedial 
actionsactions
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