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     Chapter 18: The Legal Response: The Law and the Police
In this penultimate chapter I want to move the subject-matter beyond the boundaries of the immediate concerns of managers seeking to limit the exposure of their organisations to datacrimes. It is time to consider what sort of laws, what sort of mechanism of justice and what sort of police force are necessary to cope with these new forms of crimes.

In the Mercy College survey of 1985, 56 per cent of the participating companies said that they had experienced losses directly attributable to computer crime in the previous twelve months. In the Ernst & Whinney 1985 report Attitudes of Companies in Britain to Fraud, 56 per cent (by coincidence) said that they believed they had experienced fraud in the past or might do so in the future while 16 per cent thought they might be victims at the time they were being asked.  Official US Federal publications have been prepared to lend credence to claims that computer crime is growing at the rate of 35 per cent per annum and that detected computer crime is as low as 1 per cent.  The detailed examination of the surveys and claims that was undertaken in chapter 3 should provide ample ammunition for doubting any of them, but at the very least there is evidence of the existence of considerable areas of wrong-doing and law-breaking that appear to by-pass the machinery of justice. As we have seen, there are solid reasons why in the present circumstances it is often not worth the while of victims to report their troubles to the authorities; indeed taking the role of the upright citizen may actually compound the damage already suffered.   It seems reasonable, therefore,  to ask what should be "done" about the situation.

The question, and the answers, are rather more complicated than may at first be thought, for they go to the heart of issues about what you think the purpose of the law is, how the balance should be tilted between accused and alleged victim and what the public can reasonably expect of the police.  Public attitudes to fraud in particular are highly ambiguous: condemnatory of its manifestation in general but capricious in deciding which of the many forms of fraud are the most serious. Can one blame the law - and the machinery for enforcing it - if it accurately reflects public equivocation?   

One of the reasons why the earlier part of this book sought to place datacrime in a social and historic context is that, up to a point, datafraud, dataspying and datatheft are symptoms of profound changes that are taking place in the worlds of work and commerce. In the fifteen years between 1970 and 1985, the percentage of white collar workers rose from just over half of the working population to 65 per cent in both the USA and the UK, roughly a 1 per cent change each year. These figures conceal that in both blue-collar and white-collar occupations there have been considerable changes in the pattern of work. With them, as this book has tried to show, have come new opportunities for crime.  On the face of it, in periods of such rapid social mutation, one would expect the law and the machinery of justice would need to respond rather rapidly.

Whilst the other chapters in this book have attempted to be as international in their appeal as possible, this chapter concentrates on the situation in England.  One reason is that my own academic training, more than twenty years ago, was in English law, but there is a less self-centred justification.  Although this book is not intended for lawyers  1 I want to show the sort of policy arguments that must go on in most Western countries that try to tackle the problems; it seems to me they are more interesting if one can refer to specific legislation and institutions. 

------------------------------------------------------------

fn  1 The explanations of the law given here are for general guidance only; readers with specific problems must rely on professional advice.

------------------------------------------------------------

The arguments revolve around two areas: the extent to which existing law is adequate to cope with the changed circumstances of commercial life, and in particular the adequacy of the laws of evidence in relation to computer-based and computer-originated materials; and what sort of police force (using that term to embrace rather more than just those people who are actually policemen and women but to include inland revenue and other tax collectors as well as auditors ) is required. 

Three elements - the substantive law, the rules of evidence and the quality of the system of justice -  have to support each other. There is little point in a fine-sounding set of "computer crime" laws which are either so vague that no one is ever likely to be caught running foul of them or which require such difficult standards of proof that few prosecutions and court actions are likely to succeed. There is also little point in legislation which the police and the courts, through insufficiency of manpower, poor training and inadequate support, having difficulty in coping with. Or where victims think that results are so uncertain that they decide not to report what has happened to them.

There are really three attitudes which you can take towards producing laws which cope with the reality of datacrime:  2
---------------------------------------------------------------

fn  2 In this next section I have drawn extensively from the Scottish Law Commission's Consultative Memorandum of 1986 and follow-up Report of 1987, the Fraud Trials Committee Report, 1986 chaired by Lord Roskill, Some Legal Aspects of Computer Abuse by Andrew Tettenborn in The Company Lawyer Vol 2 No 4, the paper, Legal Aspects of Computer Security, produced by Colin Tapper, Reader in Law at Oxford University and a survey of legislation compiled by NCCCD, Los Angeles. 

-------------------------------------------------------------

     *    you can introduce a set of new laws specifically           labelled "computer crime" legislation which assume that           the situation with which we are presently faced is so           radically different that few of the existing laws are           adequate to deal with them. On the whole, this is the           approach that has been widely favoured within the           United States, both at a state and federal level. There           is something of a tradition in the US for producing new           laws for what are perceived to be new circumstances;           two such examples are the concept of "wire fraud",           using a telecommunications device in pursuit of a           fraud; and racketeering, which deals specifically with           organised crime

     *    you can suggest that existing laws are quite adequate.           This is the line that appears to have been taken in the           Netherlands and Belgium

     *    you can say that the present law needs extending and           strengthening but that this means looking at a wide           range of existing legislation and introducing a series           of detailed reforms.  There may or may not be a case           for substantive new provisions. It is this view that           has prevailed in Australia, Canada, Finland, France,           West Germany, Sweden and to an extent in England 

A broad distinction is made in most legal systems between the criminal law and civil remedies. In the first, activities are considered so appalling as to be an affront against society in general and it is the community at large that metes out punishment. Civil remedies are those available to one citizen who believes he has been wronged by another and where the courts adjudicate and adjust between them. 

An examination of the present state of English law shows some of the problems would-be law reformers in most countries have to face.

How English Criminal Law Copes
Many of the crimes described earlier in this book are straightforward examples of corporate fraud; the role of computer systems was to act as an aid in the deception. Often the computers themselves behaved faultlessly. The problem was to discover and then prove what happened. Where computers and peripherals suffer physical attack, the regular laws covering damage to property apply with no difficulty. All this leaves a number of outstanding areas where the application of the law is rather less clear:

Erasure or falsification of data or programs so as to obtain a pecuniary or other advantage   This, if you like, is one of the standard categories of computer crime. False data is fed into a computer which then passes it through so as to give a benefit to the perpetrator, or data is altered while in a computer, or programs are modified so that valid data is massaged to give the desired effect. English law has a number of existing weapons to bring to these situations. Many of them are only partially effective. 

The first is Deception - under s 15(4) of the Theft Act 1968: "any deception (whether deliberate or reckless) by words or conduct as to a fact or as to law, including a deception as to the present intentions of the person using the deception or any other person". The weakness of this provision is that it probably requires that a human mind be deceived. If the perpetrator gives an innocent person an instruction to enter something on to a computer which leads to a fraud, the section applies; if the perpetrator uses the computer direct, then no human may be deceived, and the section may not apply.

The next is False Accounting - under s 17 of the same Act, it is an offence to "alter, conceal, destroy or falsify" any "account or record or document made or required for any accounting purpose" with a view to gain for oneself or another, or loss to another. This could easily cover many of the typical frauds described in chapter 7; unfortunately, the section only covers those records that are specifically for accounting; it would not include records kept for stock control, which is the prime target for warehouse and inventory-based frauds.

Forgery and uttering  under the  Forgery & Counterfeiting Act, 1981, can apply to material which is recorded or stored on a disc, tape or sound-track, but this recording must be more than a momentary process during the operation of a computer - something of permanence must come into existence. It is probably the case that someone who uses a computer to make a "false instrument", with the intention that he or another shall use it to induce another to accept it as genuine, and by reason of so accepting it to do or not to do some act to his own or another person's prejudice is guilty of forgery just as if the document were produced by other means. This would cover instances where the output of a computer has been manipulated, perhaps to print-out an authority to pay or to release goods. It could also cover word-processed letters which persuaded the reader that they ought to be completing the making of some commercial transaction. However, altering data within a computer which then processes it and subsequently issues a document which in turn causes a deception may not amount to forgery.

Then there is the offence of embezzlement, the felonious appropriation of property which is in the possession of the offender as trustee, agent, factor or other administrator. It is one of the main weapons against fraud by employees.  Here the crime looks to the effect of the actions, rather than the actions themselves and the principal problem, if a computer has been used, is to prove what has happened.

Obtaining unauthorised access to a computer This can be either by an employee or by an outsider like an industrial espionage agent or hacker. There is no existing English legislation which aimsdirectly at this problem. It had been thought that some-one who uses a password to which they are not entitled is committing a forgery under the Forgery and Counterfeiting Act, but the result of the appeal in the Prince Phillip Prestel case seems to show that since no forged  "instrument" or  "document" ever exists, no forgery takes place. However, it is possible that if a computer system required a magnetic or other identity card, and that was forged, securing a conviction might be easier. Even in this situation, however, it may be argued that since a computer is not a person, deception has not taken place.

Eavesdropping can take a number of forms: peeking over the shoulder of an authorised user of a computer and obtaining information, or a password, is not in itself an offence.  Neither is listening at keyholes. Telephone tapping, in the sense of placing a direct tap onto a phone line is an offence under the Interception of Communications Act, 1985, whether it is a voice or a computer that is being intercepted. For a conviction, there has to be a strong evidential link between the tapping equipment and its installer. The offence concentrates on the fact of the interception, not on the information thereby obtained. Bugging, which implies the use of a radio transmitter to get the signal from the interception point to the eavesdropper, involves breach of the Wireless Telegraphy Acts, 1949 and 1967. However the level of proof required to secure a conviction is very high - offenders nearly always have to be caught in the act and mere possession of the appropriate equipment is not an offence, which is why bugging is used with impunity in the UK.

Eavesdropping of radiation from vdus, other computer peripherals and even cpus probably involves no offence of any kind, as the Wireless Telegraphy Acts are concerned largely with radio transmissions that are intended, not accidental. (In fact, it is more likely that the owner of a vdu that radiates a signal is convicted for causing interference to others).

Taking information without physical removal  If you remove a disc full of data or bundle of paper with information printed on it, the charge of which you can be convicted is theft of the disc or the paper. If you copy data from a computer onto your own disc or print it out on your own paper, or make a photocopy of a print-out, there is no theft. In English law "theft" requires that property that is capable of being stolen is "taken and carried away with the intention permanently of depriving the owner thereof". The modern state of the law in regard to information theft was defined in 1979 when a student borrowed a proof of an exam paper, read it and then returned it. He was found not guilty.

Unauthorised borrowing of computer discs or tapes  The distinction here is that the discs or tapes are actually taken away and then copied, prior to their return. Since the owner suffers no permanent deprivation, there is no offence. Although there is a provision to cover the "borrowing" of property, it appears that it only applies if, in the course of the borrowing the original property has been damaged in some way. This is what the House of Lords concluded in a 1985 case involving the borrowing of material for two hours from which video tape material was generated. If the original is returned intact, there is no theft, notwithstanding the existence of large numbers of copies.

However, protection of a limited kind for the victim may exist under s 21 of the Copyright Act, 1956, which imposes penalties (rather low ones) on any person who, knowing copyright subsists in a work, makes a copy for sale or hire, sells, or by way of trade exhibits in public. For a charge to succeed here, you have to show that there are copyrights in existence; easy enough for software, rather more difficult for data. The Act also contains a provision for copied material to be destroyed by order of the court; but this is an anti-piracy law, not one designed to protect against information theft.

Making unauthorised use of computer time or facilities This is another of the obvious "big" crimes involving computers and again English law offers only partial solutions.  The first of these is the offence of obtaining services by deception under s 1 of the Theft Act, 1978. The general view, however, is that the victim must be shown to have expected to be paid. The person who logs on to an electronic publisher's database under someone else's password would undoubtedly be found guilty, but if there is no tariff for the use of a machine, then proving that "services" have been obtained could be rather more difficult.

The Telecommunications Act, 1984, which is primarily designed to cover the law as it affects telephone companies,  has a section 42: a person who dishonestly obtains a service provided by means of a licensed telecommunications system with intent to avoid payment of any charge applicable to the provision of that service shall be guilty of an offence . This is essentially an anti phone-phreak provision, but it applies to telecommunications services, not to computers. Many of the crimes we have been describing have involved direct contact between the perpetrator and the computer; the provision would not apply if someone used the phone network - paying the appropriate rate - but then entered a computer in an unauthorised fashion.

You can steal electricity, and not only from the big Boards that supply it. S 13 of the Theft Act, 1968, was used by British Telecom against phone phreaks in the days before the Telecommunications Act, but it is a very indirect method of achieving the desired end. 

In English law there is no equivalent of "wire fraud" and also there is no general criminal offence in using some-one else's property unlawfully  1, though there are a number of individual, highly specific cases, such as joy-riding in a motor vehicle.

------------------------------------------------------------

fn  1 In English Law an act can be "unlawful" without being "illegal". It is "unlawful", for example, to enter on someone's land without their permission, but as such you commit no crime. The "unlawful" element means the landowner can sue in the civil courts for trespass, but only if damage has occurred; it also means that if some accident befalls the unlawful visitor, the landowner is not liable. In contrast, the invited visitor can usually sue for damages. As will be seen later, some types of unauthorised access to computers is merely unlawful and not illegal.

----------------------------------------------------------- 

Malicious or reckless corruption of data or programs as a concept covers logic bombs and computer viruses as well as more direct and obvious types of destruction. English law recognises the crime of malicious damage under the Criminal Damage Act, 1971, but it is probably limited to damage to the media on which data is held rather than the data itself. Deliberately pour coffee on a floppy disc and your guilt is fairly clear; operate a program which wipes the data but leaves the floppy otherwise re-usable, and the courts will probably decide there is no offence. It may be slightly easier to gain acceptance for the idea of damage to software than damage to data. In an interesting 1986 case, someone erased a computer program from a plastic circuit card which was part of a computer-operated saw. The effect was to make the saw unusable. This was held to be malicious damage.

Denial of access to authorised users  A hacker, internal or external, or an extortionist, can seize control of a computer and then remove the passwords of authorised users, preventing them from logging on. This does not appear to be a crime. 

Conspiracy to defraud English law has a rather unusual attitude towards conspiracy: if two or more people plan to do something "unlawful" it is not necessary to show that that any specific crime has been committed. To take the example of the "Prince Phillip" hackers:  although no prosecution along these lines was ever launched, it would have been possible for British Telecom and the police to suggest that, although no offence of forgery was involved in their entry into the Prestel computer, the facts that they pooled information among themselves and that entry into the computer under passwords other than their own was not lawful, there was sufficient to make them guilty of conspiracy. In a case involving the borrowing of material in order to pirate videos, the House of Lords the idea of conspiracy was upheld. However, academic comment on that case has suggested that an essential ingredient of conspiracy to defraud must be that the object was to cause loss to the victim, and if this is true, then the Prince Phillip hackers would probably not have been found guilty on such a charge. 

Specific legislation English law has a number of specific offences which cover the disclosure of certain types of information, whether in computer form or otherwise. Of these the most prominent are those in the Official Secrets Acts: policemen who are alleged to have sold information from the Police National Computer are usually charged under this provision. Other legislation covers, among other things,  the Atomic Energy Authority and some of the work of the European Economic Community.

Evidence in the Criminal Law   Until the arrival of the Police and Criminal Evidence Act, 1984, the presentation of computer-based evidence in court was not at all easy, although exceptions had been made for special situations like banking. In English law in general, any documentary evidence presented in court must be supported wherever possible, first-hand, by a witness. This is the requirement laid down by s 68 and it follows a long tradition of favouring evidence coming first-hand from human witnesses. S 69, however provides a more realistic exception: if documentary records held on a computer cannot be presented in this fashion, it must be shown that "there are no reasonable grounds for believing that the statement is inaccurate because of improper use of the computer" and that "at all material times the computer was operating properly." If the computer had some failure it must be shown "that any respect in which it was not operating properly or was out of operation was not such as to affect the the production of documents or the accuracy of its contents". An expert witness is required to furnish a certificate to that effect and that witness faces a penalty for making statement known or thought to be untrue.

In practical terms, the Act provides defence lawyers with quite a bit of manoeuvre for shedding doubt on computer-based evidence: if the alleged crime was committed by manipulating the computer, how can one be certain that any evidence collected from the computer can be relied on? It is not clear at the moment whether the provisions of the Act reflect a proper balance between the interests of the accused and of the State and that what is needed is more experience in handling expert evidence or whether there needs to be some tilting in favour of one side or the other. The problem of expert evidence and the capacity of the courts - and jurors - to understand it is not unique to computing. One of the ideas explored by the Fraud Trials Committee under Lord Roskill was that trials of "complex fraud" should no longer be held in front of regular juries but should use assessors advising a judge.

How English Civil Law Copes
Civil protection of various sorts is available both against employees of the victim and third parties. Again, the coverage is less than complete.

Claims against employees   As we have seen, overwhelmingly the typical datacriminal is an employee, or contractor of the victim. In this situation, the principal civil protection the victim has is through the contract of employment which, in addition to its specific provisions can usually be extended to include some implied clauses. Such contracts would undoubtedly cover the right to dismiss staff for most of the offences described in this book, including misuse of computer resources for private benefit, revealing information confidential to the company, behaviour that showed so little care that it would be regarded as negligent and malicious damage. The employee can be successfully sued even in the absence of specific contractual clauses, but you would probably need to show that the employee had a general obligation to behave in good faith and, if you can show breach of this, you could claim for any damage suffered, provided you could demonstrate the damage was directly attributable to the breach of faith, provided that you persuade the courts of the precise monetary extent of the damage and , if it is a computer-based case, provided that acceptable evidence was forthcoming from the computer. 

In particular, this general obligation to behave in good faith can cover information gathered by an employee in the course of employment and is a means of limiting employee-aided industrial espionage. The law of confidence extends to third parties: if someone acquires information knowing it to have been obtained via a breach of confidence, then they themselves are liable in damages. Further, the courts seem very willing to order injunctions preventing people from publishing information alleged to have been acquired by breach of confidence; so that a sufferer can sometimes get a gag ahead of a full hearing. The English law of confidence dates from a case in which Victoria and Albert successfully prevented the publication of private etchings which had been acquired by an employee; they were able to get the courts to act against the publisher.

In the alternative, you could sue the recalcitrant employee in the same way as any third party: using the torts of trespass or, if a duty of care can be shown, in negligence. Of course in all of these cases, what you can hope to extract from the perpetrator is limited by the extent of his personal wealth. In cases of large loss you would simply bankrupt him.

Claims against non-employees The tort of Trespass is the usual route followed by plaintiffs who wish to claim for damage to property. Generally speaking, some element of physical interference or contact must be shown. The tort of Negligence requires that the offender has failed in a "duty of care" which is owed to the victim. Both of these civil wrongs are well established in English law, and the basic standard of proof is only "on the balance of probabilities". However, as we will see, there are difficulties in introducing computer-based materials into court, particularly if there are grounds for believing that the computer has been interfered with. 

Copyright Law  Copyright law gives some protection against the loss of data and of software. Although there are criminal penalties for extreme infractions, the Copyright Act, 1956, and the Copyright (Computer Software) Act, 1985, are primarily concerned with giving remedies in the civil courts. The basic idea is that the plaintiff must show that there is in existence a "work" in which copyright exists. Unlike what happens in the United States, there is no requirement to register a copyright: it is deemed to exist in, among other things, literary, dramatic, musical and artistic works and in sound recordings, cinematograph films, television and sound broadcasts and published editions. Since 1985 it also explicitly includes computer software.  However there is considerable doubt that ordinary commercial documents can be considered "works" of any kind, especially if there is no regular means of attaching a level of value to them. An internal memorandum would not be a work, neither would a mailing list, unless the company was in the habit of selling mailing lists on to third parties. To qualify as a "work", it may be necessary to show that data is capable of being printed out so that it becomes a literary or artistic work. In any case, the extent of damage must be proved, because that is what the court will actually award.

Patent Law  English patent law, in the 1977 Act, only covers "inventions". Software, let alone data, is explicitly excluded.

Trade Secrets English law does not recognise trade secrets as such, however you can bring an action for a breach of confidence 

to restrain the divulging by employees of any information obtained in the course of employment. The obligation, as we have seen, is said to "travel" with the information, so that it can bind third parties.

Personal Data held on computer Here the person with the right to enforce is the individual whose data is maintained on computer and they can enforce that right against the computer owner for not taking care to keep the information secure.

Evidence in civil proceedings  Although the standard of proof in civil cases: "on the balance of probabilities" is less onerous than that in criminal proceedings: "beyond reasonable doubt", the test for the admissibility of computer-based evidence is tougher in civil cases. The requirements are laid down by the Civil Evidence Act, 1968 s 5 which says that in any civil proceedings a statement contained in a document produced by a computer shall, subject to the rules of court, be admissible as evidence of any fact stated therein of which direct oral evidence would be admissible, provided certain conditions are met. These conditions include: that the computer should have been regularly used for processing the type of information to be offered in evidence, that it should have been working properly during that period and that the evidence constituting the basis of the document should be of the sort normally supplied. Additional conditions if there are several computers working together. A certificate of compliance is required from a competent expert.  It is not clear how far an activity journal  1 would be admitted in evidence, particularly as this may not be regarded as a "normal" document. Activity journals can be one of the most effective methods of determining what has gone on within a computer.

--------------------------------------------------------------

fn  1 See Chapter 15, page >>

---------------------------------------------------------------

Outstanding Problems
What gaps does this survey of English criminal and civil law reveal, and how can they be plugged?  We need to return to the broad categories of "computer misuse".

Erasure or falsification of data or programs so as to obtain a pecuniary or other advantage   Although the existing law of theft provides quite a range of protection,  it appears to be quite easy to get away both with crimes and civil wrongs which are committed by manipulating the inner processes of a computer. If it is clear that a computer has been interfered with so that it has not behaved "normally" then no documentary evidence from it can be relied on. In the absence of other forms of evidence, and in many cases there is no reason why any should exist, the prosecution or civil case will fail, even though circumstantial indications point clearly to the culprit. If the culprit is an employee, there may not even be sufficient grounds for dismissal.

Making unauthorised use of computer time or facilities   In the criminal law, an offence can usually only succeed if "services" have been stolen and it is necessary to show that these services have some agreed value. There is an offence of stealing electricity, but the punishment for that would presumably have to relate to the amount of electricity stolen and not to the value of the computer's processing time or data. Some writers have suggested that there ought to be a specific new crime of using a computer without consent, analogous to taking a car for joy-riding (but without the intention to deprive the owner of it permanently). Presumably the main evidence that would be offered in these circumstances would be the activity logs, provided they had operated normally and were considered sufficiently detailed.

Taking information without physical removal   The central problem here is that English law does not recognise the concept of theft of information. This is why industrial espionage, whether based on computer data, on paper-borne material, or held in some-one's memory, is not an offence. The closest we get is in the law of confidence where the original breach must be committed by an employee with a general obligation to behave in good faith and where people who subsequently handle the information are aware that it must have been acquired by breach of confidence. However not only does the law of confidence exclude industrially secret information obtained by non-employees, the law itself is articulated not in clear Acts of Parliament but by a series of judge-made common law cases which have been frequently subjected to re-interpretation.

If we believe that information must now be regarded as an asset of businesses - there are are enough people earning their living by producing and selling it - then it is time that English law looked seriously at giving it proper recognition. Other jurisdictions have not found the problems insuperable.  Within the EEC, the Netherlands has a well-established concept of information crime and in West Germany industrial espionage is part of the Law of Economic Crime which has been developing since 1976. In fact, by 1986 it had been decided that it was no longer necessary to show that the secrets were actually used or sold by the industrial espionage agent, merely that they had been acquired; in addition, it had become an offence for third parties to make use of secrets originally obtained without authorisation. Finally, the law was strengthened so that it was no longer necessary for a victim to make a complaint: prosecution can take place simply in the public interest.

The problem is really to decide how the law ought to define an "industrial secret" so as to give the company or individual protection without making the coverage so wide that, as sometimes happens under the Official Secrets Acts, the owner can use the law to avoid revealing that which ought to be out in the public domain, or which might place an undue limit on the freedom of his employees.

Unauthorised borrowing of computer discs or tapes   Here again, there is no offence of theft, since there is no permanent deprivation. An offence of stealing information could be extended to cover unauthorised borrowing, but another approach would be to look to the damage that the victim suffers as a result of the event, so that the focus of the crime is not simply the fact of theft, but the theft plus demonstrable loss.

Eavesdropping   English law does not tackle the issue of eavesdropping directly either and some writers have suggested that specific legislation, covering old fashioned listening at keyholes as well as more modern techniques, should be introduced. Again, the problem is what sort of test the law would require in order to demonstrate that eavesdropping has taken place. As we have seen, bugging by private detectives (or anyone else) is already illegal under the Wireless Telegraphy Acts; prosecutions are rare because of the standards of proof. One way of changing the present position would be to allow a prosecutor to suggest that, if someone has information which they could only have obtained via eavesdropping and can be shown to have had access to equipment appropriate to the circumstances, then the court is entitled to assume that eavesdropping has in fact taken place.

A quite different route would be to ban the manufacture, import, sale and possession of eavesdropping equipment. However, if US experience is anything to go by, many of the more popular and useful devices would simply be renamed as baby alarms, home security devices, telephone circuit testers and wireless microphones.

Malicious or reckless corruption of data or programs
Denial of access to authorised users
Obtaining unauthorised access to a computer
These three categories of offence cover the activities of saboteurs, disgruntled employees, employees having a lark, industrial espionage agents and, of course, hackers. Some writers have suggested that a new offence of "unauthorised access to a computer" would take care of all of these problems and indeed could also attack the substantive problems of information theft via a computer without there being any need to introduce a separate general category of information theft. This was the line urged in the consultative memorandum issued by the Scottish Law Commission in 1986.

My own view is that this proposal is a little wide and that a better suggestion is on the analogy of the law of trespass to land which requires that there should be an element of damage as well as unlawful entry.  This would mean that you would have crimes of unlawful access for the purpose of gaining a pecuniary advantage by deception, for the purpose of acquiring an industrial secret, for the purpose of acquiring information normally available only on commercial terms, for the purpose of making use of computer time or facilities, or for the purpose of erasing or altering data. This last instance would cover both saboteurs and fraudsters.

This approach is quite similar to provisions in the Canadian Criminal Law Amendment Act, 1985 and indeed to those in West German law since 1986.

Tilting the rules of evidence Few of these amendments of the existing law and proposals for new laws will have much meaning if prosecutors and plaintiffs discover that their cases can be lost on questions of the admissibility of evidence. At the moment the criminal law, and to an even greater extent the civil law, requires that any evidence accepted from a computer must be accompanied by a certificate that all times the computer (or that part of it which is relevant to the facts) has behaved normally. It is an entirely legitimate tactic for defence lawyers to seek to suggest that, since the computer has obviously been interfered with, no evidence from it can be admitted. At the moment, very few people accused of computer-related crimes do anything other than plead guilty.  In the case of trials in front of a jury, there is the additional problem of presenting quite complex technical arguments to a lay public. The German Economic Crime courts are specialised and use the assistance of assessors.  Yet the English legal system has recently rejected suggestions that complex fraud should be handled by special courts and there is a very powerful commitment towards the lay jury. Tilting the balance of the rules of evidence in favour of the victim is fraught with difficulty; no one wants a situation in which a prosecution witness is able to stand up in court and say, in effect, "This person is guilty because, based on my experience,  I have a sincere gut feeling that he is."

Duty to disclose incidents of computer crime  It is widely believed that large numbers of computer crimes are deliberately concealed by victims and that there should be a duty to disclose all incidents. Indeed the US state of Georgia has just such a requirement. The argument in favour is that there really should not be an option whether a crime, which is by definition an offence against the whole community, is reported.  One advantage of compulsory reporting is that it would make the statistics much more reliable.

However, there are two arguments against: First, in circumstances where victims really prefer to conceal the damage for fear of undermining confidence, the existence of a law of disclosure can provide an additional means of blackmail by the perpetrator.  Secondly, large numbers of crimes of all kinds are, not so much concealed, as not reported, largely because the victims can't see that benefit will flow or consider that the police would not be able to do anything. 

The theme of the role and effectiveness of the police is our next concern.

Policing datacrime
For a number of years now, senior policemen have gone to some trouble to explain that the public expect too much of police forces. There is a straight conflict between the demand that all incidents of crime be solved by the police and the desire to keep police strength down to numbers which are economically affordable and to maintain routine police presence at levels which, at the very least, are not intrusive to ordinary members of the public as they go about their normal affairs.  What the police in fact do is attend to the very worst criminal excesses - no murder, serious assault, major theft will occur without being exhaustively investigated. In 1986, 92 per cent of homicides were cleared up, 71 per cent of offences against the person and 62 per cent of reported rapes. The police will investigate matters of major public concern, such as persons missing in mysterious circumstances.  They will assist and indeed direct in major emergencies. They will see that road traffic flows freely.   They have an important role in public order and it is felt vital that nothing approaching a riot should go uncontrolled. But after these main headings of what is essential, how far any of the many other crimes that are committed are tackled is a matter not of essence but of policy.  And the police determine their priorities, by and large,  as a result of what they think the public would like them to do.  1
-------------------------------------------------------------

fn  1 In the UK there has been an extended campaign demanding that police have a greater accountability to the local people who pay for their services.  Opponents have sought to suggest that this "accountability" could turn into political control, but the basis of the suggestion is that it must be the users of what is in fact a social service who determine the general lines of priority, though leaving matters of detail to the police themselves. How ever the debate resolves itself, the police have an urgent requirement to educate the public about what can reasonably be achieved and the arrogant attitude of some Chief Constables has not helped this process.

----------------------------------------------------------

One of the main problems the police have to face are the competing suggestions as to what is urgent: should it be theft from domestic dwellings, or muggings, or shop-lifters, or protection rackets, or robbery with violence, or drugs (and if so, which drugs), or vice, or drunk driving, or speeding, or untidy parking?  Having decided a category is urgent, how do you tackle it?  Are you after convictions for all those that commit offences? Do you want a high clear-up rate?  Or do you want enough convictions to act as a deterrent?  Or do you concentrate your activities on preventative measures, encouraging potential victims to protect themselves?  The police do not have an entirely free hand in deciding the best use of the resources at their disposal: the public and politicians can demand a high clear up rate in particular categories of crime, even though the only realistic way in which this could be achieved is by pulling officers away from other activities.  Even if the police had more self-determination there is no indication that senior officers would find it particularly easy to move their men and women away from the exciting action-orientated work of "catching villains" to what may be more cost-effective areas of public education in crime prevention.  The local Crime Prevention Officer does not always enjoy particularly high status and joining the Fraud Squad is not necessarily regarded as a particularly good career move.

There are further limitations in terms of what it is feasible to expect of the police. Like any other institution, they are a product of their history: they were formed to combat street crime and maintain public order. The way most of them are recruited, the emphases in training, and indeed their internal culture all continue to point to a strong emphasis on street crime.  Perhaps it is unreasonable to expect that these self same people can be transformed into effective operators in the office-bound world in which corporate and middle-class crime take place.  

This explanation is necessary before one launches into a criticism of police effort in tackling datacrime; in faulting the police one must also include a massive reproach to the public.  In England and Wales in 1985 there were 142,000 police officers spread over 43 separate police forces. Of these, 588 belonged to specific fraud squads, perhaps 5 per cent of the total number of CID (criminal investigation) officers. Of the 588, 147 belonged to the Metropolitan Police Force (total strength 27,000) and 62 came from the City of London Police. The Met and the City run a joint fraud operation called the Metropolitan and City Company Fraud Branch, colloquially named "The Fraud Squad". It has been in existence since 1946.  In 1984 they knew about frauds worth L=867m; if insurance industry figures that only 30 per cent of employee fraud is reported to the police are correct, the total amount of London-based fraud could be in excess of L=2,000m.  However, the total "recorded" figure was three times the total cost of all other property crimes in London. In fact, looking at England and Wales as a whole, the combined cost of theft, burglary and robbery was only L=1,015m. The Fraud Squad has specialised groups that include cheque frauds, investment-related frauds, non-investment-related frauds, public sector corruption and intelligence. Those officers who are drawn from the Met side of the operation usually serve a total of three years. This is part of a policy introduced by a former Metropolitan Commissioner, Sir Robert Mark. Mark had had to deal with a force in which there was a great deal of corruption in a number of the specialist squads, particularly those dealing with vice and serious crime. The basis of his reform was the idea of the "all-round copper", that nearly all officers should have experience of all aspects of police work and in particular that there should be regular movement between the uniformed branch and those in plain clothes. The reforms, very necessary at the time, have been at the expense of building up specialised expertise.  The Fraud Squad has a Computer Crime Unit run by a Detective Inspector (the third lowest rank in the British Police) and assisted by a Detective Sergeant and two or three Detective Constables. One of their recent achievements has been to set up a specialist training course at the Bramshill Police College in Hampshire. It lasts four weeks. By the beginning of 1987, apparently, a total of 18 officers, nationwide, had attended. Most regional fraud squads did not have a single officer trained even to a basic level in tackling computer-related crime. At this very low level of manpower it is entirely idle to indulge in discussion whether police effort should be concentrated on how far officers should go out and attempt to detect crime in progress, carry out a program of preventative education, or simply react when someone decides to report an alleged crime to them.

There are a few elements which ameliorate this dire story. The police are anxious for the public to know that, as an organisation, they make considerable use of computers both for operations and administration. All officers are familiar with a variety of computers as users. Again, the police say that they can call on the aid of civilian staff for help in particular investigations. The size and exact competence of this civilian support is not publicly known, nor how much they have in fact been used in recent years. The political problem senior police officers have in reconciling conflicting public demands for how they use their men is shown in the following statistic: whilst computer crime in London claimed, at most 5 officers for the year 1986, just one major industrial clash, the picketing outside News International's Wapping printing plant, used up the equivalent of 350 man-years. 

The police are not the only people who investigate fraud. "Serious" fraud is, under a scheme starting in 1988, to be investigated by the Serious Fraud Office, a compromise product of one of the recommendations of the Roskill Report. Run by a former deputy Director of Public Prosecutions it has a strength of 26 lawyers, 17 accountants and a support staff taking the total up to 70 or 80. It works in association with 50 or so police officers. It is not clear whether these officers are in addition to the existing complement within the fraud squads. Neither have there been any announcements about how the SFO proposes to handle computer-related frauds.   The Department of Trade and Industry has powers in relation to companies in general and also for the financial services industry, but these powers are to investigate, not to prevent. Investigations are carried out by inspectors, usually senior accountants and lawyers recruited for each instance from the leading accountancy practices and barristers well-known in the commercial bar.  Also within the financial services sector, both the Securities and Investment Board (the UK's rough equivalent of the Securities and Exchange Commission) and individual Self Regulatory Organisations (which includes the Stock Exchange) have staff to monitor compliance with their rules and to investigate complaints. Customs and Excise staff investigate frauds involving duty and VAT. The Inland Revenue maintains staff to check for tax evasion: approximately 550 are employed on PAYE audit, 100 in the Investigation Office and 100 in a Special Investigation Office, the latter being concerned with certain types of avoidance schemes. 

There is one further specialist area of fraud investigation: that involving frauds on the social security system. This variety of fraud has often been identified as particularly unpleasant since the funds defrauded come from the tax-paying public. However, in order to have an opportunity to commit most social security frauds, you need to be a potential legitimate recipient, and that implies membership of the least well-off sector of the community.  By the beginning of 1987 there were 1,000 Department of Employment fraud investigators operating, up from a figure of 350 in 1980.  As a result of their activities, savings in the year 1985/86 were claimed to be L=22m. In the Department of Health and Social Security which dispenses, among other things, Supplementary Benefit, in 1984/5 there were just over 1,500 specialist fraud officers and 564 special investigators.  Sir Norman Price, a former Chairman of the Inland Revenue, who was also chairman of a NACRO working party on Enforcement of the Law Relating to Social Security estimates that there were 30 to 40 times more prosecutions for social security offences than for defrauding the Inland Revenue (where the public purse is also the victim) and the Customs and Excise.

A scheme of law and order is only really perceived as just if it applies to all members of society equally. It cannot be healthy for large areas of wrong-doing -  actions which are almost identical to those of traditional theft and fraud, except that they involve computers -  to go unpunished because the law lacks proper criminal offences, does not provide a full range of civil remedies, has unhelpful standards for the admissibility of evidence and a police force which, taken as a whole, has almost no chance of even understanding how many of the crimes were committed.

Yet laying blame, because that is the natural reaction, is not easy either. Each of the institutions involved believe that what they are doing is appropriate.  There is a mechanism of law reform and it has produced results - only not enough and with a speed insufficient to respond to the rate of change in society which prompts the requirement for reform.  Each of the police and quasi-police bodies that monitor fraud have developed along lines which have been suggested by circumstances as they see it.  Indeed, one can identify a vicious cycle which ensures that change can only take place very slowly.  The victim of a datacrime decides not to report what has happened because the results of going to law look so unpromising. The police's reaction to any area of crime is determined by the number of incidents reported to them. The impetus of legal reform depends heavily on the number of cases that have come to court and failed because the law is inadequate. It is only when the large picture is drawn that the unacceptable disparities of commitment and effort as between various forms of fraud and classes of fraudsters become apparent.

