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             Chapter 5: DataSpying: Stealing Secrets

Waterford Glass in the Republic of Ireland had a turnover of L=I130m in 1985 and is one of the world's leading producers of crystal glass artefacts. For years unknown quantities of bogus crystalware have been passed off as genuine Waterford in both the US and the UK. In December 1984 a clear plastic box containing 25 computer discs went missing from its plant at Merlyn Park in Galway. The discs held instructions for glass-cutting machines. As with many accounts of industrial espionage, details are sparse and unsatisfactory. The discs were eventually recovered, possibly with the aid of a Dublin-based private investigator, but by then had almost certainly been copied by the thief. Armed with the discs and the appropriate glass-cutting machinery, pirate manufacturers could turn out almost faultless copies. The damage in lost sales and to reputation can't be calculated.

Over fifteen years before , in one of the first-recorded examples of large-scale computer-aided industrial espionage,  three computer operators employed by Encyclopaedia Britannica copied tapes containing 2 million customers' names and addresses and sold them to a direct mailing company. The tapes were recovered before they could be used but the loss could, according to contemporary estimates, have been in excess of $3m.

What is unusual about these cases of computer-assisted industrial spying and piracy is not that they happened but that they were fairly fully reported. The noisiest of recent cases have involved the removal of proprietary information from large computer companies; IBM has been reported as spending $50m a year in counter-espionage measures and has been particularly fierce in pursuing through the courts Japanese and other Far Eastern companies that have appeared to have copied its technologies - and in suing former employees. Giants in information technology and the pharmaceutical industry have, for the last thirty years at least, been prime targets for concerted industrial espionage activity, employing considerable teams of preventative agents and lawyers. Industries where marketing effort and strategic advertising campaigns are a large part of the total product sold - detergents and confectionery are good examples - have experienced particular difficulties. Computer companies, together with defence industry concerns, have been the targets not only of spies employed by their rivals, but also those supplying the needs of foreign intelligence agencies. 

Descriptions of industrial espionage have tended to concentrate on this high frontier type of activity; the reader who wishes to know more is referred to Techno-Bandits by Nick Anning, Linda Melvern and David Hebditch, Jay Tuck's Hi-Tech Espionage and Brian Freemantle's The Steal. What this chapter concentrates on is the less-reported and more mundane sort of activity that can afflict almost any organisation.1 The fact that such incidents are routine does not mean that they have only minor effects on their victims.  The code of ethics that once provided restraint seems to have withered away recently and the techniques now in use have altered beyond the recognition of earlier practitioners. Moreover, most victims lack the resources of multi-national IT and pharmaceutical corporations to take action.   The case-books describe a number of computer-related cases from the 1970s - mailing lists or data such as census returns which could be used as the basis of mailing lists were a not infrequent quarry together with credit worthiness data - but into the 1980s there appears to be a falling off of reports, perhaps because they are no longer newsworthy, perhaps because most countries give very little legal protection to victims of industrial espionage. If the information is stored on computer disk there is usually very little advantage for the victim to disclose what has taken place. The most usual situation is that the victim has only slender evidence of datacrime, a mere suspicion of industrial espionage derived from deciding that competitors are just a little too well informed about his activities. 

------------------------------------------------------------

fn 1 In 1975 the University of Glasgow carried out a survey of information loss among major British corporations. 9 per cent were reported as suffering from industrial espionage and a further 14 per cent had experienced some unexplained information leakage. 

-------------------------------------------------------------

Every business, even the smallest, has secrets which it requires to preserve. Such secrets may be no more than payroll and tax details or lists of customers. Towards the other extreme are companies whose very futures may be tied up in the success of a new product launch, premature knowledge of which by a rival may end its chances; whose innermost financial strengths and weaknesses are being probed by would-be take-over predators; whose market position derives from the ownership of a jealously guarded process or proprietary; whose prosperity depends on an expensively acquired and expensively run set of targeted mailing lists 1; who hold confidential information on behalf of others and whose reputation depends on their being able to keep their clients' secrets. There are corporations that have defence contracts and international conglomerates whose activities are the subject of interest to national intelligence agencies.

-----------------------------------------------------------

fn 1 The importance of mailing lists to the future of retail distribution should never be under-estimated. Direct mail - highly specific mail-shots - are often a vastly more effective way of marketing than using magazine and television advertising where, in the nature of things, most of the people who see your ads aren't actually interested. A well-thought out and detailed mailing list may record the point at which you bought, say, a washing machine or refrigerator; after five or so years, when you might be considering a replacement, the manufacturer/distributor can write to you with suggestions, taking into account what can be guessed about your level of spending power from where you live, what other big consumer items you have bought recently, and your credit rating. The biggest operators, Sears in the USA, Grattan in the UK, have this information already. Grattan uses the CACI  Acorn/Pinpoint database which holds details of everyone in UK based on census data and an area-by-area assessment which can determine social status, wealth and credit status. If you have ever bought from Grattan under any of its many trading names, it will have your buying habits profile.

Even in the smallest operation, however, mailing lists are of value to someone.

---------------------------------------------------------------

>>>>>>>>>>>>>>>>>>>>>>>>>>

<INSERT TABLE>

COMPANY SECRETS

===============

All organisations have secrets.. even if they don't appear to be of much interest to anyone outside a very small circle. In so far as this material contains information about individuals, the company may have a statutory obligation to keep it secure under Data Protection legislation

 1.0  Accounts

       1.1  of interest to

           1.1.1  business rivals

           1.1.2  predators

           1.1.3  financial markets

       1.2  raw material

           1.2.1  management

           1.2.2  day books

           1.2.3  financial planning

           1.2.4  tax returns

 2.0  Internal memoranda

       2.1  of interest to

           2.1.1  business rivals

           2.1.2  predators

           2.1.3  financial markets

       2.2  raw material

           2.2.1  board minutes

           2.2.2  briefings, presentations

           2.2.3  position papers

           2.2.4  analyses

           2.2.5  correspondence with customers/suppliers

           2.2.6  correspondence with professional advisors

 3.0  Customer Lists

       3.1  of interest to business rivals

       3.2  raw material

           3.2.1  invoice files

           3.2.2  actual customer lists

           3.2.3  potential (ie mailing lists)

 4.0  Supplier Lists

       4.1  of interest to

           4.1.1  business rivals

           4.1.2  other suppliers

       4.2  raw material

           4.2.1  internal accounts

 5.0  Sales figures

       5.1  of interest to business rivals

 6.0  Production costings

       6.1  of interest to

           6.1.1  business rivals

           6.1.2  financial markets

 7.0  Payroll & personnel - to be kept confidential both

      form other employees and from business rivals and

      head-hunters

       7.1  pay levels

       7.2  internal assessments

       7.3  employee addresses

 8.0  Research & development

       8.1  of interest to

           8.1.1  business rivals

           8.1.2  financial markets

       8.2  raw material

           8.2.1  new products details

           8.2.2  market surveys and analyses

           8.2.3  information held on rivals

 9.0  Proprietary designs

       9.1  of interest to business rivals

       9.2  raw material

           9.2.1  substantive products

           9.2.2  presentation features

           9.2.3  software, data

10.0  Marketing plans

      10.1  of interest to business rivals

      10.2  raw material

          10.2.1  new products

          10.2.2  new campaigns

          10.2.3  new price lists

11.0  Confidential data held on behalf of third parties

      11.1  of interest to business rivals and those enquiring

            into the affairs of the third parties

      11.2  eg by professional firms

      11.3  eg defence secrets

      11.4  eg dealings on behalf of clients by investment

            businesses

<END OF TABLE>

>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>

At the same time, almost every business is anxious to learn its competitors' secrets. Industrial espionage is often portrayed as activity which is completely apart from normal ethical behaviour; it isn't, it's an extension of normal business planning, or R & D, or market research, or corporate financial management, all the things that conventional corporations carry out all the time. Every prudent company that thinks it has competition keeps trackin one way or another of its competitors' activities.  Essentially, and to paraphrase the politician who explained: "I brief, you leak" -  whilst you carry out market research on your industry peers, they spy on you.

The line between legitimate enquiry into a competitor's strengths and weaknesses and industrial spying, as in so many other areas of business ethics, is not clearly marked out. The title of a guide published at the end of 1985 for company librarians and edited by a former librarian to the European Parliament neatly shows the problem: it's called Legal Industrial Espionage.  Whilst many businessmen wouldn't carry out an act they would not wish perpetrated on them, for others, the critical question is: "Will I be found out?"

Even if you are found out, the penalty is often relatively small. Many countries still don't have specific offences of industrial espionage; what you get charged with is theft of the medium upon which the information is written or stored. The intrinsic value of disk media for the PC varies from under L=1.00 to L=3.50. In England attempts have been made to rely on the law of copyright or, if an employee is involved, undertakings of confidentiality contained in a contract of employment. But these are civil, not criminal remedies.  The real penalty of being caught at spying is public opprobrium. However, as we will see, there are ways of creating a wall of deniability.

As "information" or "knowledge" or "data" becomes an increasingly valuable business asset, so the costs of acquiring that material and its importance to the future of the organisation become ever more crucial. The computer has not only made it much easier to collect, generate and process information; it has made it much easier and much more worthwhile to steal. At the moment, we are in something of a transition period where conventional methods of intelligence collection and industrial espionage co-exist with the newer computer-based methods. Conventional methods currently pre-dominate over computer-based, but the emphasis is changing rapidly. To understand what is happening it is necessary to get an overview of how organisations secure the external information upon which they base their decisions.

Industrial Intelligence
The world's largest companies maintain what amount to internal intelligence agencies, though of course they are seldom called that.  These corporate intelligence services often have much more resources than their counterparts maintained by many sovereign nations. This is perhaps less surprising than may at first seem when it is realised how many world companies have annual sales revenues in excess of the gross national product of individual countries. Although it is now widely accepted that the poor countries of Africa have GDPs far below the annual turnover figures of leading industrial corporations, in fact prosperous European countries like Belgium, Austria and Denmark have GDPs below that of General Motors and Mobil Oil. Pakistan's GDP is close to the annual turnover of AT&T ( about $35 bn in 1985); Finland's GDP is close to the annual turnover of IBM (about $50 bn). 1
----------------------------------------------------------

fn 1 These global industrial corporations, particularly if they are involved in minerals or soft commodities, or if they are in a position to switch production sites around the world, or if they carry out large currency transactions, are likely to be the object of hostile intelligence from sovereign nations as well as from their obvious commercial rivals.

----------------------------------------------------------

The emphasis of corporate intelligence is in two areas: general information affecting its business interests - mainly economic data and technological developments; and specific - detailed material on the activity of rivals. Depending on the individual conglomerate's interests, attention will be paid to long-range phenomena affecting the commodities markets - crop reports, mining yields, reports from processing factories, from ports and harbours (merchant vessels tend to be designed to carry very specific types of load - the presence of an individual ship in a specific harbour at a particular time gives an excellent indication of how much of a crop or commodity is being dispatched; collect enough data of this type and you can forecast how world prices will move). Good intelligence analysts can frequently draw all sorts of conclusions from the most unlikely beginnings. Recruitment advertisements can indicate expansion - or contraction - in particular areas. The use of head-hunting agencies serves two purposes; not only to locate the best candidates but also to disguise from business competitors that you are recruiting. Similarly news of the acquisition of new sites or new plant and equipment can be a promising indicator of expansion in particular directions.

>>>>>>>>>>>>>>>>>>>>>>>>>>>

<INSERT TABLE>

OPEN INTELLIGENCE

=================

These are sources of information open to organisations

by entirely legitimate and ethical means

 1.0  General Information Affecting Business Interests
       1.1  Industry-wide market research and analysis

           1.1.1  trade and technical orientated

           1.1.2  collective market research

           1.1.3  reports by securities analysts

       1.2  Trade & Professional Associations

           1.2.1  conferences

           1.2.2  association newsletters

           1.2.3  association staff

       1.3  Newspaper, magazine and trade journal reports - note

            the increase in specialist newsletter publications -

            some of these are available electronically for direct

            delivery to customers' own computers

           1.3.1  trade position

           1.3.2  financially-orientated comment

           1.3.3  technically-orientated comment

           1.3.4  marketing-orientated comment

           1.3.5  background on leading personalities in rival concerns

       1.4  Electronic news services

           1.4.1  Market Prices

           1.4.2  News

           1.4.3  Electronically-distributed newsletters & comment

           1.4.4  Industry data, eg locations of suppliers, ship and

                  freight movements

       1.5  Comments by sales and marketing staff

           1.5.1  informal gossip

           1.5.2  formal reports

       1.6  Analysis by advertising agencies

           1.6.1  market perceptions

           1.6.2  marketing and advertising budgets

       1.7  Own-commissioned market research into customer

            attitudes

           1.7.1  quantitative

           1.7.2  qualitative

       1.8  Informal contacts with rivals, eg "19th hole"

 2.0  Specific Information About Competitors
       2.1  Company accounts of business rivals

       2.2  Published price lists of rival products

       2.3  Newspaper, magazine and trade journal reports - note

            the increase in specialist newsletter publications

           2.3.1  trade position

           2.3.2  financially-orientated comment

           2.3.3  technically-orientated comment

           2.3.4  marketing-orientated comment

           2.3.5  background on leading personalities in rival concerns

       2.4  Comments by sales and marketing staff

       2.5  Informal contacts

       2.6  Recruitment advertisements

       2.7  News of acquisition of property

       2.8  News of acquisition of production facilities, etc

       2.9  Purchase and subsequent analysis of rivals' products

            >>>> reverse engineering

<END OF TABLE>

>>>>>>>>>>>>>>>>>>>>>>>>>>>

The actual staff involved in intelligence gathering and analysis may have titles such as "strategic planning", "marketing assistant", or "special assistant" to various directors or vice-presidents, or simply "research". Some companies have substantial libraries and company librarians then become the collators and analysts. In Legal Industrial Espionage, addressed at this audience, the author says: "What we have set out to do is to tell those involved how to obtain intelligence without breaking the law". Like most of the intelligence gathered by nations, at least 90 per cent of what is needed is available from open sources. 

One of the more valuable of these sources has been made possible by legislation which is intended to protect individuals whose data is kept on computer. Under Data Protection legislation, all computer-held data (with certain exceptions for government data) must be registered with a central office. Individuals who believe they may be included in a specific database have the right to examine the contents. 

Generally speaking, the wealthier (or more aggressive) the corporation, the more extensive the nature of this intelligence material: commercial electronic databank services may be regularly scavenged for relevant news reports, on-line financial services for share and commodity prices watched for untoward movements, analyses will be kept on computer databases and spread-sheets - and hence, incidentally, in turn become objects of interest to the very rivals upon whom the intelligence is being collected.

Over the last few years a number of organisations have sprung up that concentrate specifically in information-gathering for the corporate market. They are in all but name intelligence agencies for hire and include publishers of highly-specialised and usually high-priced newsletters, publishers of similar specialised news and comment via electronic means, management consultants - of which more later - and research groups who will accumulate information to a specific brief. I have done this sort of work myself on many occasions. It would be entirely misleading to suggest that all, or even a majority of these organisations behave unethically in the way in which they collect and sell information. But individually their code of ethics is seldom explicit; their arrival in the information market-place marks an important step in blurring still further the differences between legitimate intelligence gathering and spying.

The suppliers to the corporate information market are a diverse group. A number flourish under the umbrella of some of the world's most respected publishers. The Financial Times, for example,  has a large portfolio of specialist newsletters with a particular emphasis on high technology.  Their appearance is similar to that of most such publications: a series of typed pages stapled together, a mixture of long stories and gossipy shorts. Predictions about new industry developments, new product announcements are always high on the list of stories sought. Newsletters offer two things: first, hopefully, news before it appears elsewhere; second, information precisely tailored to the needs of its readership - ideally there's no spare material. The art of the publisher is to identify the specific segments of potential readership and then deliver exactly what that segment requires, no more, no less.  Other newsletters are published by very small operations, amounting to little more than a few people with wordprocessors, filing cabinets, long lists of contacts built up in previous careers such as journalists, civil servants, investment analysts or (sometimes) as officers of intelligence agencies - and a willingness to run up large phone bills in pursuit of a good story. 

The highest-profile of the research organisations set up in the 1980s was IRIS - International Reporting Information Systems - which established itself in Washington with a cast of international ex-statesmen including former Prime Minister Ted Heath and former Secretary of State Robert McNamara on its board of management, a computer system with an impressive specification and heavy hints at links with the CIA.  That operation folded in 1983 but others with more modest claims and overheads appear to be thriving. They include, at varying levels of tariff to their clients and quality of "connections":  Oxford Analytica, Inter Matrix, Kissinger Associates, Washington Researchers, Global Analysis Systems, Information Data Research and The Dunedin Corporation. Some of these provide services that could only be of interest to the largest of multi-nationals  - country-by-country risk analysis (assessments of the problems faced if you seek to do business in particularly volatile countries) and even judgements about the vulnerability of employees of particular multi-nationals to kidnap and ransom demands - but others more mundanely specialise in collecting much-desired market data: how many units of a particular product were shipped in the last few months? talking to potential customers, what how many do they think they will be buying in the next year? what new features would they like to see?  Yet others publish no regular newsletters but market one-off special reports; these may have a total potential market of fewer than ten readers world-wide but with a break-even of only three copies sold it's not difficult to make make ends meet. One of the largest of the operations in the special reports business is Frost & Sullivan who manage to cover a large number of industry areas. Frost & Sullivan is basically a commissioning and marketing operation; their authors are free-lance, often academics and lecturers.

Nearly all of the research organisations are willing to take on consultancy specific to just one customer. What one can only speculate on is where each of them - and the individuals they employ - draw the line between legitimate information gathering and full-blown industrial espionage. Brian Freemantle describes how Hitachi, the fourth largest company in Japan and the manufacturer of "plug compatibles" for IBM mainframes, employed two particular consultancies in 1981 in order to keep abreast with IBM's development of the IBM 308x series machines. The first of these, National Advanced Systems, had recently acquired a recent ex-employee of IBM who had taken with him ten of the twenty-seven volumes of the operational manuals for the series. His boss sold Hitachi not only the "strategic intelligence" it was seeking, but also the manuals themselves. The second consultancy, with the same working brief, was asked to acquire further information in terms which made it quite clear that Hitachi already had a number of manuals. The second consultancy chose to inform IBM rather than help Hitachi. 

The range of services available to the world's largest corporations is extensive and growing, but even the smallest companies go in for information-gathering although there will usually be little in the way of a proper department - probably not even a thought-out plan - for the process. The manager in the small company may do no more than subscribe to a few trade papers, collect interesting clippings, have a few lunches, and use his brain as his information retrieval facility. The small scale of this activity does not mean, however, that it is ineffective in terms of the size of operation it is serving, nor that unethical methods are absent.

The Industrial Spy
The days of the industrial spy with his sub-miniature Minox camera are almost over; the clandestine taking of additional photocopies of vital documents is rapidly losing value.  At the most trivial level, the common five-and-a-quarter inch disc used on the original IBM PC holds 300 to 400 Minox snapshots or the same number of photocopies. It can be copied with a few key-strokes in under a minute and concealed in a brief-case or purse. The newer three-and-a-quarter inch disks are even more easily hidden, in a pocket. They hold at least twice as much information, often four times. Tape-streamer cartridges, used for back-up, are the size of a hard-back book and hold maybe 6000 or more "pages". Just around the corner in terms of low-cost availability is CD-ROM and WORM, compact disc technology adapted to data storage. A single 5 inch disc was available in 1986 that held the 9 million words of the Academic American Encyclopaedia, more conventionally published as 20 large paper-and-print volumes; in fact the disc could have held four or five times as much data. The benefits of computer-assisted industrial espionage don't end there, but first we must look at who the spies are, their armoury of techniques and the disciplines to which they subject themselves.

The Spies
Popular articles about industrial espionage tend to build up the picture of professional agents using sophisticated technology to siphon away secrets. Most actual industrial espionage agents look like ordinary employees, because that is what they often are. Industrial spies who call themselves by that name are as rare as con-men who announce the fact on their business cards. Generally speaking, they fall into one of the following categories:

     *    employees, motivated by the possibility of employment           with a rival to their present employer; or by           resentment and spite; or for sexual favours; or for           drugs; or for cash

     *    sub-contractors, and other temporary workers. Such           people often work first in one company and then with           its most obvious rival. They may be motivated by the           desire for more work, or cash, or spite

     *    amateur agents, employees of rival businesses, who           gather information sometimes by gossip, sometimes by           eavesdropping, sometimes by the opportunistic filching           of paper- and computer-based internal documents

     *    journalists, mostly concerned with stories they can           print, but sometimes interested in information they can           trade over to rival businesses - usually for yet more           stories, occasionally for cash

     *    researchers, analysts, an amorphous group these, which           can include market researchers, management consultants,           securities analysts; these people may be either paid to           survey a whole industry or may be on a specific           assignment retained by a business rival.  Such           activities are of course entirely legitimate, but the           opportunities for unethical espionage are there as a           simple extension of the above-ground enterprise.

     *    professionals, usually enquiry agents, these are the           people who employed to carry out acts that are           obviously unethical and often illegal as well, such as           infiltrating a fake employee, breaking-and-entering           premises, bugging

Industrial intelligence agents, whoever they are, tend to have a definite discipline of identifying targets and selecting methods. In fact there's no difference in methodology between practices in national intelligence agencies and those adopted in the private sector. The value of the information, its time-critical qualities, the difficulties of securing, the risks of discovery and the costs of transcribing raw data into a form into which it can be used by the eventual customer must all be counterbalanced into a costing and plan of action no different from any other managerial endeavour. It is important to understand these disciplines because when in later chapters we come to examine counter-measures and risk assessment, it becomes much easier

to determine what threats one should protect oneself against. 

>>>>>>>>>>>>>>>>>>>>>>>

<INSERT TABLE>

INTELLIGENCE METHODOLOGY

Costing Disciplines

========================

All intelligence consists of four processes:

      Collection

      Collation

      Assessment

      Distribution

 1.0  Define information required

       1.1  define data

       1.2  calculate value

 2.0  Select & cost methodology

       2.1  is information available openly?

       2.2  what benefits are expected?

       2.3  cost out - what is cheapest method of acquisition?

            which is easiest, or runs least risk?

       2.4  is information time-critical?

       2.5  if information is not available openly

           2.5.1  are you prepared to use covert methods?

           2.5.2  are you prepared to use methods that break the law?

           2.5.3  what are the consequences of discovery

               2.5.3.1  in commission?

               2.5.3.2  afterwards?

 3.0  Collect raw data

       3.1  covert/overt

       3.2  agent/direct

       3.3  eavesdropping

       3.4  data capture

 4.0  Transcribe raw data

       4.1  technical processing

       4.2  prepare transcript

 5.0  Analyse data and prepare report

 6.0  If necessary, redefine information required, and

      commence further collection

<END OF TABLE>

>>>>>>>>>>>>>>>>>>>>

Industrial spies have a portfolio of techniques and sources for their information. As already mentioned, 90% of most information required can be secured from openly-available materials; failing that: 

     *      obtaining print documents - or copies - via employee or             "walk-in" agent or intermediary such as printer,             courier, etc

     *      obtaining electronic documents - or copies - via             employee or "walk-in" agent or intermediary

     *      scavenging is one of the most effective methods,             retrieving waste paper, carbon paper (in so far as it             is still in use) and type-writer ribbons

     *      opportunistic eavesdropping of the old-fashioned             kind onto private meetings and lunches

     *      electronic eavesdropping of conversations via bugs and              telephone taps are well-publicised; slightly less             well-known are the techniques of the             piggybacked data line and vdu emissions 1
---------------------------------------------------------

fn 1 electronic eavesdropping, its advantages and limitations are examined in chapter 9

---------------------------------------------------------

     *     one of the best techniques is the bogus job offer; a            suitably-placed employee in the target organisation is            lead to believe that a job exists for which he or she            is well qualified; at interview the employee talks            widely - and unwisely - about the job he or she is            currently doing; an alternative is actually to recruit            someone from a competitor and to hope that there any            covenant not to give away trade secrets will be ignored

     *     the payment of cash to an employee of the competitor;            it's basic but it sometimes works; if the intelligence            gatherer is really cynical, he can shop the employee to            his employer afterwards

     *     at the far end of the ethics spectrum is blackmail

One other important technique,  unauthorised access to computers, will be examined in later chapters.

Dirty Tricks in the City
To show how just how many people are in the business of collecting information, by fair means and foul, it is useful to examine what often goes on during a big hostile take-over bid. On the overt front, the war is conducted by means of announcements by the parties and their professional advisors stating what their intentions are. The aim is to win over a parcel of shares to one side or the other. The predators will be prepared to buy these shares and will make a series of offers at steadily increasing prices. The defenders will want the shareholders to stick with them, and keep voting for the policies of the existing management.

In this fight, knowledge is all: the predators need to identify those shareholders who are least content with the old management; they need to determine how much they must offer in order to buy the shares. The predators must be able to value the target company accurately and demonstrate how assets are being underused and opportunities missed. The defenders must identify weaknesses in the arguments and in the standing of the predators.  All these things will go into the various published statements during the battle. However, in many public companies, the number of truly influential shareholders is relatively small; these will nearly always be big institutions. And their representatives can expect to be receive personal attention from predator and defendant in the form of background information that can't always be printed. 

In what some City and Wall Street specialists refer to as "the good old days", large amounts of information could be obtained simply by relying on networks of contacts. In the City certain family and school connections provided access to reams of anecdotal material about the "soundness" of particular individuals. The networks were effective and cheap: to benefit you had to do no more than show your willingness to contribute when asked. Shortly after the UK secondary banks crisis of 1973 and 1974, Lord Poole, who ran the merchant bank Lazards, explained how his bank had survived. In a now famous statement he said: "I only lent money to people who had been at Eton." On both sides of the Atlantic, the old networks are less reliable than they were: greater equality of opportunity and the increasing internationalisation of finance have seen to that. Lord Poole's successors need to be much more systematic and professional in their means of collecting intelligence.

Very large numbers of professionals will have assembled information prior to any take-over and more will be being collected throughout the process.  Considerable amounts of information are gathered on, as well as by, the very large corporations using their in-house resources of specialist staff: periodically they employ management consultants both to provide a temporary augmentation to their own employees and to give them an outsider's view of their strategic planning; these consultancies are usually either divisions of the large international accountancy firms or specialist companies.  One of the key tools of management consultancies is research; they will review the work carried out internally and augment it from their own resources.

Stockbrokers and investment houses regularly compile and publish large amounts of research. The investment analyst has become an increasingly important feature of the securities business. His (or her - this is an area of the financial world where there is less sexual discrimination than most) role is several fold. On a day-to-day basis the teams of analysts - they usually specialise in a particular sector of investment activity - will concentrate on advising the firm's teams of dealers on likely trends. Every quarter or so they will publish analyses of individual sectors, together with "buy" or "sell" recommendations. These will go out to the firm's institutional clients and also to other institutions which are thought could be persuaded to become clients. Investment houses compete with each other not only by offering better terms (commission rates) for business, but also by the quality of the research. The best analysts are often frequent television commentators. Investment analysts rely not only on the published reports put out by companies but also on visits, presentations and lunches. A judgement, one way or another, by a leading analyst will nearly always directly affect the share price. When a company announces good half-yearly or full-year figures and the share price falls, it is usually because the investment analysts have over-estimated the quality of the figures, the market has bought in anticipation, and the results have fallen below the market's (rather exaggerated) expectations.

Once the take-over is mooted, other teams of researchers arrive on the scene. There will be the groups from the merchant or investment banks retained as advisors. Their research will be similar to that of the investment analyst, but much tougher and more specific. They will be particularly interested in identifying key share-holders whose opinion must be moulded if the bid is to be successful. There will be specialists in financial public relations whose job is to ensure that the press regard the take-over the way their clients wish. In addition to the materials generated by the existing research teams, they may also decide to carry out their own research into the qualities of the personalities involved - predator and victim alike - in order to form judgements about their "real" goals - would a key figure welcome a large gratuity, perhaps in the form of a golden handshake, to prepare for retirement or to relieve personal cash problems, for example?  They also need to know how well they will perform on television and before journalists. "Opposition" personalities can expect to have their previous careers scoured for mistakes and scandals. Some of this work will be contracted out to private detectives.

An idea of the range of services available can be gathered from the promotional brochure of Wall Street-based Kroll Associates: "Specialists in Corporate Intelligence: providing timely, accurate information, with complete discretion, to business and professional leaders facing strategic decisions. " Among their specific service areas are Due Diligence Analysis, Contests for Control, Corporate and Financial Crimes, Litigation Support and Intelligence and Corporate Security.

All of this activity is considered legitimate, but for take-over teams hungry for success, the intelligence thus gathered may not be sufficient. It is at this point that industrial espionage professionals are brought in. Such people are almost never employed directly by the principal participants in a take-over; taking a leaf from leading western intelligence agencies, deniability of dirty tricks is important. It will be one of the teams of advisors - management consultants, financial PR firm, perhaps the investment bank, even firms of lawyers - that first forms a view of the level of "hunger for success" in its client. Innuendo, rather than a specific instruction, is used to seek permission for what is to follow. An enquiry agent or private detective is employed, initially to carry out "life style" or "status" or "due diligence" checks on the principal opposition personalities: 

     *    what houses do they own?

     *    what is their net worth? 

     *    are there any signs of undue high living, or           unmanageable debts?

     *    the targets's published cv: is it accurate in all           respects, are there hidden aspects, have achievements           been artificially boosted?

     *    what is the state of the marriage, if any?

     *    how many children are there?

     *    what are the children costing in education, are there           any other problems or secrets?

     *    is there a previous marriage, or a mistress, or           socially unacceptable liaison?

     *    are there any expensive hobbies, or anti-social habits?

     *    are there any friends or acquaintances with a murky            past?  

This information will be gathered by a series of discreet visits to the target's home and places where he and those closest to him tend to go. Certain slightly illegal acts are considered routine by such enquiry agents. By pretending to be a company that is considering to extend credit to the target, a credit reference from one of the big on-line agencies (TRW in the USA; CNN and UAPT in the UK) can be obtained.  1  A bit more impersonation might obtain details of bank accounts. Another technique involves ringing up close acquaintances and saying that you are a head-hunter and would the target be interested in - or qualified for - a particular job?  Other roles for the creative enquiry agent prepared to do a bit of impersonation include tax inspectors, representatives from the Social Security, loss adjusters from insurance companies, even market researchers. A modest bribe to a police officer will result in a check-out of any criminal record.  Policemen and private detectives are regularly charged with misusing information from police computers: one case, in which the conspirators were set up by a tv programme, occurred while this chapter was being written. 

---------------------------------------------------------------

 1 There is one particularly dirty trick that can be employed to ruin someone's reputation: you feed false information about a debt into one of the credit information bureaux.  All such bureaux rely on bad debt information being fed into them and although the bulk of their information comes from court judgements, anyone with the password of a store or other credit-giving agency can log on to a credit information bureau and issue a bad report. The report does not, as is often thought, automatically go out to the customers of the bureau, but some bureaux have a higher reputation for checking such information than others. This is the basis of those stories about "hackers" switching off the credit lines of people whom they dislike. Of course it is open, under Consumer Credit legislation, for the individual whose credit record is held on computer to request a copy of the current report and demand changes if the information is incorrect.

-------------------------------------------------------------

The expenditure of more money with a professional will permit the use of a bug; even more, and a walk-in theft can be arranged. At the top end of the expenditure league, the infiltration of a bogus employee can be arranged. Gary Murray, a British enquiry agent who frequently comments on the poor ethical state and lack of regulation of his industry says: "Nearly all people in this profession will insist, on first meeting you, that they are solely in the counter-espionage business. I guess that at least 50 per cent of them are occupied most of the time in industrial espionage of one sort or another, and 25 per cent are in what I would call aggressive industrial espionage." 

The information thus gathered may never be published. As well as being used to help make strategic decisions during the take-over battle, the dirtiest of secrets may be used in blackmail to persuade an individual to pursue a course that he or she was previously opposed to. Some weapons in the covert information war are handed over verbally in the form of discreet off-the-record informal briefings to powerful shareholders.  Every now and then a journalist will be given a lead which will result in a story actually being printed, but without a direct link to where the information came from.

The booming stock markets if 1985, 1986 and the early part of 1987 created conditions in which there was an audience among institutional investors for the messages of aggressive entrepreneurs with suggestions that such-and-such a corporation was ripe for take-over. That particular take-over boom ended as the insider trading scandals reminded Wall Street and the City that some of their colleagues had become just a little too greedy. Less publicised was the parallel boom in the use of industrial spies,  electronic technology  and dirty tricks in the service of take-over warriors. A number of cases, however, did reach the newspapers.  In March 1986, at the height of the L=2.3bn battle of the Distillers Company between Guinness and Argyll Foods, private investigator Nicholas Vafiadis was accused of offering around "dirt" about the academic track record of the Argyll chairman, James Gulliver. A leak had been organized by Distiller's PR company to the effect that Gulliver's "career" at Harvard was a good less extensive than had been implied. Accusations of clandestine filming and even break-ins flew between the three protagonists - and writs were issued against a wide range of merchant banks and PR consultancies.  When the career of Guinness chief executive Ernest Saunders came to a spectacular end the following November, the accusations and recriminations re-appeared.  In July 1986 white goods and consumer electronics chain Dixons made an unsuccessful bid for the UK end of WH Woolworth & Co. which included a rival chain to Dixons called Comet. Four of Dixon's executives joined Comet and in the following November a tape recorder hidden in a tin was found attached to the telephone line leading into the home of one the defecting executives.

As this book goes to press, a number of eavesdropping cases directly linked to these events are pending in the courts.

However, these were cases of more-or-less conventional industrial espionage. These days it is illegal access to someone else's computer, the tape from the mainframe and the floppy disk from the corporate PC workstation that is being sought as much as the printed report.  In one spectacular case, an individual who had had a summer job at the US Federal Reserve, used the password he had retained after he had left. He went to work for the Wall Street securities house E F Hutton and used "Fed" data to add punch to his predictions of the way in which US monetary policy was likely to move. In another case, a programmer was recruited to overhaul the accounting systems at the Cigar & Tobacco Co of Louisiana.  While working on the system, the programmer siphoned off large quantities of corporate data, including customer lists which were then sold to competitors for $140,000. The programmer was smart enough to be able to by-pass the computer's journalising facilities - see chapters 10 and 12 - so that no evidence of his activity remained. He was caught when a competitor warned the authorities what was happening.  However, you don't need to be a programmer to steal information from a PC, merely the entirely basic skill of copying files from one disk to another.

Computer-Assisted Espionage
But to talk about so many hundred "pages" of internal documents in computer-readable form considerably underestimates their value. For, aside from pure word-processing activities - letters, memoranda, Board minutes, and so forth,  the typical contents of a disk from a computer located in a corporate environment will be: spreadsheet calculations, mailing lists, and databases of all kinds.  The thief who gets these not only has the information, but also a means of viewing them and manipulating them in a constructive fashion.

The great benefit the computer spy has over his more conventional colleagues is that, having acquired his raw intelligence, he can use his own computer to sort out the relevant from the irrelevant. The thief - or his client - can send out a mailing based on someone else's hard work over several years of building up, but tailored to the specific requirements of the thief's own organisation. The thief's client can look at his competitor's spreadsheet with all his assumptions and predictions - and use that data and those calculations to decide what he should do to outwit him. The datathief who purloins someone else's database gets several things simultaneously: he acquires the raw data that might have taken years to accumulate, he doesn't have to pay anyone to input it into a machine (one of the hidden costs of running a database is all that typing and maintenance) and he gets a database management package that will allow him to explore the data in ways which perhaps the original owner hadn't considered. Even bulk raw text files of letters, internal memoranda, electronic mail and board minutes can be quickly searched using a desk-top computer. If the datathief wishes to find all the references to a particular person, event or process, then either a FTR (full-text retrieval) package can be used - it would be a small-scale version of the search facilities found on big on-line databases like Dialog, Lexis/Nexis or Datasolve - or, at a pinch, the "string search" facility on most good word-processors can be put to work. 

When it comes to the various forms of eavesdropping, a theme that will be explored in chapter 9, searching for computer-based telephone traffic is far more rewarding than listening to the human voice. Eavesdropping of data, as opposed to voice transmissions has had relatively little publicity until recently. It is in fact, one of the most attractive routes an industrial spy can follow. The table Intelligence Methodology ( page >>) shows how intelligence tasks are costed out.  Conventional, voice-based eavesdropping does not score well in this test. Most people mumble, allude to things and people obliquely, their speech lacks precision and is discursive.  Quite often they don't even talk business at all. Whilst electronic eavesdropping is cheap and quite easy to set up - though there are practical pitfalls which never seem to bother fictional heroes and villains - the real cost is in the processing and transcription of whatever has been captured. You have only to read the first versions of transcripts of conferences (where presumably the speakers have made some attempt to marshal their thoughts) to see some of the difficulties faced in deriving useful information from a telephone tap.

Even when a transcript is obtained, it still requires a considerable amount of analysts' time to identify useful new information. A number of spook-watchers - investigative journalists and academics - believe that leading national intelligence agencies possess facilities which use computer-aided speech recognition to identify key words and phrases, so as to home in on conversations worth attention. In so far as such apparatus exists, however, it is doubtful whether they are especially useful: such speech recognition devices announced in the commercial world all require to be "taught" the particular intonations of each speaker and all but the most expensive can only handle one word, enunciated unnaturally clearly, at at time. In any case, the first thing anyone does if they suspect a lack of privacy on a phone line is to start talking in riddle-like code.

By contrast, eavesdropping of computer data scores very highly in this same test. Computer-based messages are nearly always very precise in expression and content. There's no transcription cost - you simply tell the printer to print-out; and data analysis is easy - at its most basic you use the "string find" feature referred to above.

If it is not already the case, within the next two or three years, as the ease of use of the technology becomes more obvious,  the methods of choice for most industrial espionage operators will nearly all be computer-based.

