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          Chapter 4: The Nature of DataCrime: DataFraud

Once an organisation has installed computers, it has almost no choice but to manage itself through its computer systems. "Reality" for those making the critical decisions is determined, not by inspecting warehouses of raw materials and finished goods, or production lines, or offices, or retail areas, or the contents of cash boxes,  but by reading a computer print-out or vdu display. If the computer has been persuaded not to tell the truth, by whatever means, fraud is almost certainly taking place.

Few new forms of fraud have been brought into existence by the computer; however, the computer's powerful abilities to simulate the appearance of normality have made it the best present a fraudster could imagine.

The essence of fraud is deception; deception combined with the aim of gaining a dishonest advantage over another. Fraud, pure and simple, isn't a crime. Or rather, there are very few elements in the criminal law, either that part based on the common law or that found in statutes, which use the word "fraud" directly. It's a whole collection of crimes, breaches of regulations and actions of ethical misconduct. The computer's role is to aid the deception.

If you can persuade a computer to accept a false input, if you can get it to generate false output or if you can creatively manipulate a program's inner workings - and if you have the means to turn that into money or assets which you can then walk off with, you have the essential ingredients of the basic computer fraud. There is almost no finer partner to the commercial deceiver than the computer. The computer separates the physical reality of an asset from the representation of that asset in an organisation's books and records. The computer print-out or vdu report are the means by which an organisation's management and staff knows what the organisation possesses and what it is doing. A deceiving print-out has the virtue of appearing totally normal; it looks its victim as squarely in the eye as a correct one. To perpetrate a successful computer-aided fraud, you have only to get away with a falsified input which is not subsequently identified by the system... and the computer will do the rest for you. 

False inputting is the easiest and most common category of computer frauds, though definitely not the most spectacular or interesting in terms of technique.  The computer can also be used to aid the confidence trickster by giving the impression of high-tech competence and wizardry; alternatively a computer breakdown can be blamed if it becomes necessary to avoid or delay payment.  However, computer- or system-related fraud isn't primarily about technique, it's about opportunities to commit and avoid subsequent detection. As we will be observing throughout this book, the obsession of writers on computer fraud - and their readers - with ingenious methods of implementation does little service to those who want to prevent themselves being victims. The success of a fraud is not commensurate with the skill involved in its execution. Criminals, with the singular exception of hackers,  tend to look for the path of least effort and risk in securing their loot. We begin, therefore, by developing an overview of the variety of fraud.

The Variety of Fraud
There are a number of ways of classifying fraud, by reference to legislation, by activity, by perpetrator, by victim, by method, but one of the more helpful is by reference to opportunity and situation, because this is how they usually arise in the perpetrator's mind.  The following is an A-Z of some of the best-known types of fraud in which information systems can play an important role; any categorisation must to an extent be arbitrary; obviously a number of actual crimes could be fitted into more than one heading:

     Accounts frauds One of the reasons for the introduction of      double-entry book-keeping was to make fraud easier to      detect; the would-be fraudster has to make adjustments in at      least two places - and balance them out - if detection is to      be avoided. Modern book-keeping practice requires the main     tenance of a series of journals and ledgers which should      make fraud even more difficult to execute. A proper software      package for accounts creates the journals and does the      posting to appropriate ledgers automatically. However, such      packages can be abused... This wide collection of frauds,      which can appear in many guises, is available to anyone with      access to the an organisation's books - clerk, book-keeper,      computer operator, finance director, chief executive. It      consists of making a series of alterations in the ledgers to      make them reflect what the fraudster would like others to      see and is usually directed to concealing the disappearance      of assets or cash. The simplest form of accounts fraud is to      omit to place a transaction in the accounts at all; the most      common is to make a series of erasures or alterations. In a      typical case quoted by the UK Audit Commission from the late      1970s a clerk in a distribution depot of a manufacturing      company took cash from customers over a six-month period in      cash-on-delivery sales. He then destroyed the relevant      computer-produced delivery notes and cancelled the orders on      the computer. In another case from the same source, a rather      different motive for accounts manipulation appears: a      financial controller wanted to ensure that actual profits      for the year approximated to the previous profit forecast.      The computer was used to redo the accounts.

     Advance fee frauds  This is one of the oldest known frauds;      money is taken in payment or partial payment for goods or      services to be delivered in the future, only they never are.      One of the simplest forms uses mail-order: an advertisement      is placed offering a bargain, the fraudster collects the      cash and disappears. To be sure of success, the fraudster      usually has to build up the confidence of the victim to      persuade him or her to part with the advance payment. One      method is to carry out a few legitimate transactions and      then persuade the victim that some special bargain is in      prospect - for which a large sum of money must be put up in      advance. Other methods require the fraudster to build up a      convincing "front" - an impressive address,  a yacht, an      airplane, where appropriate, a model of the proposed      "development" or "invention", references, bank accounts, and      so on. In 1984, two Indian brothers set up a shipping      business above a photocopying shop with a London, W1,      address. They carried out two legitimate exports of tinned      food for delivery to the United Arab Emirates for $200,000      and $500,000 respectively. The next shipment required an      advance payment of $1.3m which was promptly sent to a Swiss      bank account; the recipients received two container-loads of      rubbish; the London "office" was closed with a forwarding-     address in Rio de Janeiro. 

     Similar to advance fee frauds are "seed money" frauds, where      plausible entrepreneurs explain to gullible investors that      they have identified a wonderful opportunity which, once an      initial sum has been invested, will undoubtedly reward those      sufficiently prescient to recognise the potential. In      another case, a proposal to build a gambling complex      complete with casinos, hotels and an airport in a small      Southern Africa state netted fraudsters $5m from the      government involved and from five large international      companies. The scheme had included the founding of a new      national airline - the existence of which is a matter of      pride to many poor third world countries. The trail to the      fraudsters ended in a single grubby room rented above a      take-away in Florida. On a more modest scale, fraudulent      overseas time-sharing schemes often are in essence advance      fee frauds. Many of the fraudsters involved are never      brought to book because of the international nature of the      crime: the deception takes place in one country, the failure      to deliver in another, and yet a third may act as host to      the banking facilities whilst a fourth (perhaps to minimise      tax) is formally nominated as the country, the legal system      of which is regarded as the "place of contract". Computers      can be used in such scams to increase the credibility of the      fraudsters - elaborate cash-flows and pay-backs can be      modelled on desk-top machines; CAD - computer-aided design -      can be used quickly to prepare models and designs; use of      cheque cross-firing (see below) can help produce phoney bank      statements.

     Banking frauds
          cheque cross-firing is one of the most basic techniques           for persuading banks and creditors that accounts have           more substance to them than is actually the case.           Predating the computer but mightily assisted by it, the           fraud relies on the fact that it takes time for           different banks - or different branches of the same           bank - to clear cheques presented to them. What happens           is that debits on one account are not posted until           after the counterpart credits have been applied to the           other. The fraudster has therefore at least a day, and           usually three days, in which creatively to mislead           creditors, would-be partners or bank staff. By using a           large number of accounts and careful timing,           substantial sums of money can be made to appear on bank           statements. The fraud is completed either by           withdrawing a large sum from one of the accounts and           then letting the others collapse, or by using the bank           statements as collateral for a loan or evidence of           credit-worthiness. In a 1971 case reported by Ken Wong,           an Olivetti 101 desk-top computer and a stock control           program were leased and used to run a company almost           the entire purpose of which was to facilitate cross-          firing. The fraudster didn't even pay the computer           leasing charges. Teaming and lading (see below p>>) is           similar to cross-firing, but does not involve bank           accounts directly.

          false collateral A financial institution is persuaded           to advance a loan on the security of various assets.           The assets may be those of the business - its           buildings, machinery and stock - or shares in other           businesses, or personal assets of the directors.           Alternatively, the asset may be a house, as in mortgage           fraud, where a bank or building society is persuaded to           lend money on the strength of a false valuation by by a           corrupt surveyor and/or lend money on a property           already mortgaged as a result of a false report           produced by a corrupt lawyer. In the case of a business           using its assets as collateral, the usual fraud is to           fix the books either to ramp up the value, or to           conceal the fact that some of the assets have been           already pledged as security for previous loans. Here,           the computer is used to generate a misleading, parallel           set of accounts. In the case of shares, computers can           be made to produce falsified statements as to their           existence - though clearly this won't work if the bank           insists on holding the physical certificates during the           duration of the loan. If security is taken on the           private wealth of the directors, again a computer can           be used to create a spurious set of accounts.

          EFT/Money Transmission Traditionally, one of the           weakest points in banking security has been the methods           by which one bank transmits money to another or,           rather, authorises another bank to make a payment which           will later be covered. The systems for international           money transmission have had to cater for the           capabilities of the world's least sophisticated and           poorest banks as well as those of the technology-rich           US and UK. It is still the case that in many third-          world banks, the only technology available to receive           such instructions are battered telex machines.           Instructions are sent between such banks in encoded           form using a series of test keys and it is open to bank           employees and ex-employees to abuse the system.           Whether the old telex technology or its more           sophisticated variants are used, the most vulnerable           point is the stage at which instructions are input into           the system. 

          The most spectacular known fraud of this type is the           classic Rifkin case from 1978 which involved the           Security Pacific Bank in Los Angeles and some diamonds.           It features in many books and articles on computer and           banking security - fairly full accounts appear in           Adrian Norman's Computer Insecurity and Donn Parker's           Fighting Computer Crime (where Rifkin is renamed Mike           Hansen)) and so only a summary is given here. Rifkin, at           the time 32-years old, was a systems analyst employed           by a contractor to the bank to provide a backup system.           He was able to go into the wire transfer room on at           least four occasions and observe the procedures whereby           authorised users of the EFT services were given           identification codes. He impersonated an official and           transferred $10.2m to his account at another bank in           New York. From there he transferred most of the funds           to a Swiss bank account owned by the official Soviet           diamond broker, Russalmaz, and purchased $8m worth of           cut diamonds, 9000 carats,  which, according to some           reports, he could have sold on the open retail market           for $13m. Security Pacific didn't spot their loss for           eight days. Rifkin was caught after he returned to the           States and had tried to sell some of his diamonds.           While out on bail, Rifkin, this time with an           accomplice, tried to repeat the fraud and had hoped to           turn the money into bearer bonds - securities which do           not have the name of the owner on the certificate and           which can be treated almost like cash.  The Rifkin case           ranks with the Equity Funding case (see p >>) in public           notoriety, even though the involvement of  computers           was only incidental. One of the consequences of Rifkin           was the creation of new forms of computer insurance at           Lloyds of London.

          The banks of the Western world no longer use telex           between themselves but more sophisticated systems.           Internally, the US has several electronic clearing           house networks including CHIPS, FedWire (which was           probably the service used by Rifkin), and Bankwire and           the UK has one called CHAPS. Internationally, banks           belong to SWIFT, the Society for World Interbank           Financial Transactions which by-passes the telex system           and uses its own communications network and a much more           sophisticated encryption system. However, it is still           vulnerable to tampering with by employees. In mid 1986,           three fraudulent instructions totalling #440,000 were           sent via SWIFT from the Whitehall branch of Barclays to           European destinations. A fourth instruction worth           #600,000 was awaiting transmission when the fraud was           detected. The fraud had been perpetrated simply by           forging signatures and both Barclays and SWIFT were at           pains to stress that the computer and communications           services were not a fault; the case illustrates that           once a system has accepted fraudulent input, it will           rush to complete the transaction.  

          internal frauds Although all banks have extensive           internal fraud prevention and detection procedures to           limit the opportunities for criminal activity by their           employees, but there are still plenty of instances. One           line of cases involves "spoilt" cheques - cheques which           are met by the bank but, because of some deficiency in           making out,, are rejected by the central computer and           sent back to the local branch for action. In a typical           case from 1977, a branch manager made out personal           cheques to shops which he knew were likely to be           queried by the central computer and returned to him at           the branch for action. He then simply destroyed the           cheques. In the same year a female bank clerk had also           noticed the same administrative loophole in the system;           she conspired with her husband and managed to collect           enough cash to pay for a glamorous honeymoon, a house,           three cars including a Daimler, and furniture.

          Another line of bank internal frauds involves a form of           "teaming and lading" or "cheque cross-firing": what is           cross-fired are internal settlement notes so that cash           that has been fraudulently paid out is concealed by a           series of credit and debit documents that never catch           up with each other. The most spectacular known example           of this is the Wells Fargo case which went on between           1976 and 1981. The fraud involved a con-man and two           bank employees who were seduced into collusion. The           con-man was running a series of "businesses" involved           in promoting athletics and boxing. He claimed to be a           close associate of Muhammad Ali and indeed the "champ"           received funds in return for permitting the use of his           name; Ali, however, behaved entirely innocently. The           two bank employees, respectively a banking and services           officer and an operations manager, became extremely           friendly with the con-man as they shared an interest in           sport. The con-man arranged treats for the two men,           including tickets to exclusive sporting events and a           two-for-one holiday trip. The con-man's businesses had           constant cash-flow problems and gradually the two           employees allowed unacceptably large overdrafts to           build up. Until quite close to the end, they persuaded           themselves that their friend with the glamorous           connections (and a life-style including an airplane, a           yacht and an entourage of 40 which was being paid for           by the bank) would sort himself out. In the meantime,           they had realised that Wells Fargo was settling inter-          branch reconciliations on a 10-day turn-around cycle.           Provided they kept the flow of credit and debit           documents so that no individual debit existed for more           than 10 days, the computerised branch reconciliation           system was happy. Eventually, some $21.3 m on, the           cross-firing broke down and the bank's auditing           department began to unravel what had happened. The           trials that followed were as spectacular as the frauds           and the book co-written by the prosecutor, Empire of           Deceit, shows just how many people were seduced into           participating in propping up the con man's life-style -           and how they managed to justify their behaviour to           themselves.

          laundering. Strictly speaking, this is not a fraud, but           the process by which money earned from illegal           activities - robberies, extortion, prostitution and           drugs - can be made respectable or "clean". What           usually happens is that the dirty money is passed           through a series of transactions and bank accounts such           that the eventual recipient can have the wealth and           also a plausible explanation for possessing it.           Import/export concerns, where the eventual recipient           can be shown to have been successful in selling large           quantities of goods he never in reality owned, or banks           and investment companies, where successful financing           deals can be invented, are favourite laundering           mechanisms. The banking system of Switzerland, with its           traditional secrecy, used to be the main intermediary           for laundering operations, but more recently activity           has switched to the Caribbean. In a single 14-month           period, approximately $97m was laundered through just           one bank account, according to the head of the           Metropolitan and City Police Fraud Squad.  The British           police, in particular, have said that they intend to           increase pressure on UK banks to show more awareness of           the occurrence of laundering.

          treasury systems The world's largest companies can           handle vast sums of money during the course of a           working day; at any one time they will both be           receiving large amounts of money and be called upon to           pay out considerable amounts to meet their           commitments. It is the function of their treasury           departments to manage the availability of these large           sums. Such funds as are not required immediately have           to put to use, usually overnight in the money markets           to earn interest. The companies need to have reliable           statements from their banks - amounts actually credited           to each account, amounts expected within the next two           or three days (cheques paid in but not yet passed           through settlement) and amounts that will have to be           paid out within the next few days (cheques the company           has signed but which have not yet been presented via           the settlement system or sums that are known will be           payable) - and a computer program which tells them how           much money they actually have "spare" to invest at any           one time. The company will usually have a number of           dealers who play the money markets looking for the best           deal in the various money market instruments to           maximise the interest earned. The computer program will           advise on the alternatives and show the earnings in           each case. The treasury department thus becomes a           profit centre for the company in its own right. 

          Several sorts of fraud are possible: dealers, with           confederates in the money market brokers can use their           employer's money to finance gambles of their own;           increasingly, banks are introducing systems which allow           their biggest customers direct access to their           accounts, so that instructions to move sums between           various accounts can be sent direct from desk-top           computers, usually of the IBM PC family. The computer           security specialists are awaiting the first instance of           these new services being used for fraud.

     Bankruptcy frauds When a firm goes under, several sorts of      fraud are possible. Sometimes a company is set up with the      sole purpose that goods should be ordered, transferred to      the direct control of the directors or their associates, and      then the company closed down without paying any of its      bills. In other cases, companies are started with good      intentions but, when trading conditions become rough, the      directors decide to sell off the assets for personal gain -      either pocketing part of the cash or selling the assets      below their real value to themselves or their associates. In      yet other cases, directors of collapsing companies      deliberately and recklessly fail to pay the Inland Revenue      and Excise. Computers usually figure as a way of creating      false books to disguise what really went on in the business      or to falsify transactions.

     Charity frauds The fraud consists of diverting money donated      to a charity - either a properly registered one or a      completely bogus organisation - into the pocket of the      fraudster. Large sums of money can be involved: a fairly      typical example in 1986 involved an Indian entrepreneur who      took advantage of the Hands Across America charity in      favour of the American poor by selling T-shirts, the profits      of which he had claimed would go to the charity.If computers      are used, their purpose is to manipulate the books to      disguise what is happening. 

     Charitable contributions are frequently tax-exempt and      another area of fraud are schemes which exaggerate the size      of contributions or "charities" which turn out to be for the      benefit of the donors. In the UK, companies even set      themselves up to advise private individuals how to reduce      their burden of tax by setting up suitable (allegedly legal)      charities. The best known of these was Rossminster. 

     Cheque- credit-card and ATM frauds. Individually, these      frauds are for very small sums of money but, because a great      number of instances occur each year, large totals are      involved. Cheque card fraud in the UK in 1985 was #26m, over      #1 for each card issued. The typical crime is theft followed      by impersonation and forgery: a bank customer loses a card      (and sometimes also a cheque book) in a break-in or pick-     pocketing exercise, the thief passes the card, cheque book      and PIN (personal identity number) as available to a      specialist who then uses the card as quickly and safely as      possible until it is likely to appear on the "hot sheets" or      be stopped if anyone calls the card company for authority.      One of the commonest credit-card frauds is to use the      someone else's card number to order goods over the      telephone; employees in shops are well-placed to pick up      valid numbers from transaction counterfoils. The credit-card      issuers have sought to limit this particular fraud by      requiring that mail order credit-card deals must always be      delivered only to the registered address of the card-holder.       A less well-publicised credit-card fraud is called "merchant      collusion", where a shop and a customer conspire to create a      situation so that the customer gets the goods but the shop      is able to persuade the credit-card company that the      transaction should be voided, perhaps as a result of a      deliberate "mistake". The credit card companies attempt to      maintain a database of their "merchants" who seem to have a      high number of voided transactions. Merchant collusion is      likely to grow as debit cards, and their associated      validation "black boxes" become widely placed in retail      outlets of all kinds.

     The commonest form of ATM (automatic teller machine - hole      in the wall cash machine) fraud is also impersonation; a      card and PIN is stolen and abused. 

     However, medium scale fraud on ATMs is possible by external      criminals and is one of the relatively rare examples of      successful computer crimes committed on banks by complete      outsiders. I acted as advisor to a 1986 Channel 4 tv program      showing one specific version. The method took advantage of      the fact that some of the big ATM networks operate, not in      real-time instantly on the bank's central accounting      facility, but via a disguised batch mode1. When a withdrawal      is made via a real-time ATM, the customer's account is      debited immediately, so that if the customer draws out more      than the daily single-transaction or weekly limit, or pushes      the account over its overdraft limit, it is the bank's      central computer which stops the pay-out taking place. With      a batch-mode ATM, the decision whether to allow a payment is      made by the ATM, and not by any central computer. The ATM      decides on the basis of information held on the magnetic      stripe - which contains, among other things, the account      number, the PIN (in an encrypted form), the weekly      transaction limit, and the amount of that limit already used      up that week. The magnetic stripe holds some data which is      permanent and some which is changed each time the card is      used. The ATM is able to contact a central computer      facility, but cannot adjust the account itself - it can      report the previous night's balance and also (sometimes)      check if the card has been used at another ATM in the last      24 hours. It keeps a record of all transactions and sends      these overnight, when called upon to do so, to the      headquarters computer and it is only then that the data is      incorporated into the customer's account. The reason for      this convoluted process is to save computing power. ATMs      face their greatest use during lunch-hours - around 1pm -      and banks with very large numbers of customers find it      difficult to maintain a mainframe able to adjust      considerable numbers of accounts simultaneously; the batch-     mode enables the updating process to be spread out - the      mainframe calls each ATM at a time which suits the      mainframe's processing activity. Since each ATM has quite a      bit of intelligence (it is, in a sense, a computer in its      own right), the customer gets almost the same service as      would be the case if the mainframe were permanently updating      the accounts. But the disparity, for several hours each day,      between what has actually happened at the ATM and what the      main computer thinks has happened, gives the fraudster and      forger an opportunity.

--------------------------------------------------------

fn 1"Batch" and "real-time" are explained in more detail on p >>

-------------------------------------------------------- 

     The fraud requires one genuine ATM card, preferably stolen      at the beginning of a week so as to ensure it has a maximum      withdrawal value still encoded on its stripe, the associated      PIN (which so many people still keep on a piece of paper      right next to the card), a personal computer, a mag-stripe      writer/reader and a handful of blank mag-stripe cards. Total      cost of this kit: around L=1500, possibly less.  The genuine      card is fed into the writer/reader attached to the personal      computer, where the contents of the mag-stripe are read -      nearly all cards conform to a universal ISO-published      standard. The writer/reader doesn't have to understand the      contents of the card - although parts will be encrypted, the      beauty of this method is that no decoding is required - it      merely has to store them until a blank is put in and the      data written onto the stripe. As many blanks can be written      to as necessary. The fraudster thus has a number of cards      each of which can be used to withdraw a maximum amount - 100      cards each allowing L=250 produces L=25,000. You'll get the      cards back again, of course,  so if you can secure a further      fresh genuine card a week later, you can do the same trick      again, and again, and again. If you have a portable PC in      the back of a car, you mightn't even need a 100 blanks. The      fraud might be a little more complicated than that... a      single ATM might not let the same card (or what appears to      be the same card) carry out more than three or four      transactions at a time; it might even communicate to others      on the same network. However, these networks are not "up"      all the time - for example, you can't always get a balance      from the central computer although the ATM will allow you to      withdraw - so you might need some careful observation and a      bit of luck. Most of the large ATM networks currently      operating in batch mode have plans to go over to real-time.

     ATMs have also been used in association with other frauds as      a means of permitting the anonymous withdrawal of funds. In      a 1986 case involving one of Britain's largest building      societies (savings and loan institution) an employee      transferred over L=40,000 from customers' accounts into her      own by using a standard employee terminal. One of the      methods of withdrawing the money was to use the society's      ATM network in the middle of the night. Another use of the      ATM has been to pay out members of a gang after a robbery;      each was given a card and a PIN and told that, at a certain      time, they would be able to draw out, in cash (and      presumably in clean money) the sums promised.

     Commission and discount frauds  These normally arise as a      result of collusion between a clerk or salesperson who is in      a position regularly to authorise a commission for a sale      achieved or a discount on a sale made and a person who could      be receiving such a benefit. The fraud usually requires some      bogus documentation to be completed, and the proceeds are      divided between the colluders. The role of the computer is      either to accept misleading input or generate misleading      output. In one case, a fuel company used a computer to send      invoices for supplies to garages. The program had a facility      allowing the granting of discounts at the discretion of a      regional manager. A data input clerk "granted" the discounts      to three garages from whom he received commission. It is      possible for a systems programmer to modify a program so      that unusually large commissions or discounts are granted      only on certain very specific accounts.

     Collusion with suppliers and customers Commissions and      discounts are only two areas where collusive action between      a company's employees and its suppliers or customers can      result in fraud. Another important form is the warehouse or      inventory fraud, where suppliers under-deliver, or provide      lower-quality goods, or where customers are given more than      they have paid for.  A 1979 case involved a pub licensee and      an accounts supervisor at a brewery - the landlord received      beer for which he was not invoiced, the supervisor modified      input records and the landlord paid the supervisor in cash.      A variant is to arrange for goods to be "delivered" twice,      so that payment is made twice. The employee sees to it that      the documentation camouflages what has actually happened and      an inefficient computer-based warehouse system will aid the      fraudster by concealing events in plausible computer print-     outs. A good warehouse system should require frequent      reconciliation between goods inward and goods outward so      that, if discrepancies occur, a physical inspection can be      carried out. The company's administrative procedures should      not permit a single employee both to authorise the movement      of goods and handle the payment procedures.

     Discounting or factoring frauds The victim here is usually a      bank or finance house. The fraudster produces evidence of      invoices sent against orders completed or in progress but      not yet paid. The bank or specialist factoring house is      asked to advance cash. The invoices are bogus; sometimes      computer-generated output is used to demonstrate the "cash-     flow" the factoring is supposed to support. In a variant of      this, the victim is a credit collection agency. The agency      buys the promising bad debts of a company at a discount to      their face value believing that, if pressure is applied to      the debtors, most of them will actually pay up. The "bad      debts" may be non-existent, or may have been produced in      collusion with the company that sold the debts to the      collection agency: company A arranges to sell goods to      company B on credit knowing that company B won't pay.      Company A then factors the debt to a credit collection      agency. Company B shortly afterwards goes into liquidation      and the assets are acquired from the liquidator by the      former directors at a fraction of their new cost. Company A      has received the initial payments from company B plus the      value of the debt, less the factoring discount.   

     Dummy account frauds  A sales manager, accounts manager,      computer operator, or anyone with suitable authority creates      an account - or several - in a fictitious name and arranges      for money to be credited to it. In a typical case from 1974,      a manager had created a number of "bubble" companies which,      so he instructed be entered into the computer terminal, had      apparently supplied goods to his employers. He then      authorised payments; cheques were automatically generated      and then dispatched to a series of accommodation addresses.      To balance the books up, the same manager arranged for bogus      sales of the non-existent goods. The fraud was able to take      place partly because too much authority was vested in the      one individual and partly because there were insufficient      physical checks on the inventory. According to the Data      Systems report, the fraud provided L=50,000, and was      discovered by a chance query by an auditor. This appears to      have been one of those cases where the culprit successfully      blackmailed the victim into providing a letter of      recommendation to enable him to get employment elsewhere. 

     Embezzlement Embezzlement is the felonious appropriation of      property which is in the possession of the offender as      trustee, agent, factor or other administrator. It covers      both theft from an employer and, in the case of financial      institutions and others who hold funds on behalf of clients,      theft from customers as well. Embezzlement features in many      forms of information theft.

     Expenses frauds Exaggerating personal expenses is one of the      most wide-spread of all crimes by middle- and upper-range      employees against their employers. It is compounded by the      fact that no one really expects records of expenses to be      kept accurately. Most employees find that a proportion of      their legitimate expenses - public transport fares, drinks,      tips are good examples - don't generate proper vouchers.      Most employers allow for this either by allowing for an      element of unvouchered claims or by turning a blind eye to      receipts actually incurred during the non-business      activities of the claimant but which "balance up" the      expenses that can't be claimed. 

     However, most of the larger scale expenses frauds are      committed by payroll clerks. It is only the clerks who      regularly see the source receipts upon which the expenses      claims are made and once they have told the computer that      they exist, no further checking may take place.  In a case      involving the UK Health service, a clerk took advantage of      the fact that doctors' expenses could be repaid either as an      addition to the monthly salary or as a separate cheque. The      clerk in fact authorised some expenses twice, both as an      addition to salary and as hand-written cheques - the latter      she intercepted, altered the payee names and paid them into      bank accounts she controlled. In another case, a clerk re-     used genuine vouchers to support a set of claims, the cheque      for which was sent to an accommodation address where it      could be recovered. 

     Forgery/forged documentation/Forged identity Forgery is one      of the basic weapons of the fraudster. In pre-computer days,      the forgery was executed by altering an entry or name with      pen and ink. To the skilled and not-so-skilled computer      user, forgery is easy. A favourite document for forgery is a      cheque or other authority to pay - a cheque made out in      favour of "I C L" can be altered to read "I C Lambert" and      an account opened in that name so that the cheque can be      encashed. (A fraudster wishing to convert or launder a      cheque will often open a receiving account not at a bank,      where managers tend to want to know something about you and      take up references, but at institutions like building      societies in the UK and savings and loans banks in the USA;      funds can then be withdrawn from such accounts by way of a      cheque made out to the fraudster's own bank account).

     Some so-called computer crimes have depended on manually      altered input forms: the fraudster forges a favourable      alteration which is then passed on to an innocent computer      operator: the computer system then accepts the input as      genuine. The L=440,000 Barclays Bank fraud on p>> is an      example.

     But a computer can also produce an entire forged document: a      machine-generated cheque, for example. One particular trick      is for a machine operator to purloin unused forms during      working hours and then set up a small routine to print off      some cheques made out to his account using the cheque      printer out of hours. (To avoid this danger, all cheques and      forms used ought to have serial numbers and a manual log      should be kept to record "spoilt" forms). A variant on this      is to forge bearer bonds, which are exchangeable for cash      (see p >>)     Computers can generate forged letters - genuine paragraphs      in letters and memoranda can be adjusted and then printed      out using the same printers that would be have been used by      the alleged author.      It's also possible to forge an identity: forged ATM and      credit cards have already been mentioned, but the courts in      England have held that people who use passwords to which      they are not entitled are guilty of forgery. In the      celebrated "Prince Phillip" Prestel hack of 1984, a couple      of hackers who were trying out "obvious" pass-numbers on      British Telecom's Prestel service ( a standard hacking      technique, see p >>) and discovered they had acquired the     identity of a BT employee and had access, not only to the      parts of Prestel available to ordinary subscribers but also      to areas only accessible to BT's supervisory staff. Armed      with the information they thus obtained, they were able to      become the system manager of the entire system and so, among      other things, read confidential mail and use the passnumbers      of any other Prestel subscriber. Among the identities they      assumed was that of Prince Phillip. They were initially      convicted under the Forgery and Counterfeiting Act, 1981 but      successfully appealed. 1
----------------------------------------------------------

fn 1 Hackers and how to deal with them are dealt with on pp >>

----------------------------------------------------------

     Franchise frauds Investors are induced to buy a franchise of      a chain of businesses; the promoters claim to offer      expertise, specialist machinery, supplies of materials,      business advice, perhaps a site from which to trade. There's      nothing wrong with the concept of franchising - fast-food,      printing, car hire are all well-established examples;      however, when run by fraudsters, you have a variant on the      advance fee fraud - see above p>>. Computers can be used to      generate spurious business plans, fake references, and so      on.

     Government and other subsidy frauds The fraud consists of      making a false claim to a government or other department.      Certain industries, like agriculture, defence and high      technology, tend to operate with the aid of subsidies which      they have persuaded governments or supra-national entities      like the European Common Market, are essential if they are      to flourish properly. Farmers can be subsidised to produce      crops or sometimes paid for not producing crops.  Certain      research-orientated defence contracts proceed on a cost-plus      basis rather than on fixed price contract. The subsidy is      usually paid on the basis of records kept by the recipient      and checked by an official and it is the records which are      often  adjusted to maximise benefit.

     A variant of subsidy frauds involves mislabeling and      transhipping goods across national boundaries. Livestock      or crops can be grown under subsidy in one country and then      regulations specifying the way in which the meat is sold can      be circumvented. Usually the meat or food is illegally      smuggled to a neighbouring country where the regulations are      different and where they will fetch more. One      particular EEC fraud consisted of barges bearing grain      along the canals of Europe laden without ever unloading.      Export subsidies were gathered several times along the      route. 

     Computers can be used to ease the paperwork of the      fraudsters.

     Impersonation The computer is a great aid to impersonation.      Computers usually recognise identity by means of passwords      alone, though there are devices which can read fingerprints      or scan a person's appearance. In one rather foolish case, a      young "hacker" acquired someone's password to BT's Prestel      and used it to order flowers for his girl-friend. It didn't      take anyone very long to discover him and he was convicted      of forgery.

     Insider Trading Insider trading refers specifically to      securities frauds: it occurs when financial professionals -      investment and merchant bankers, brokers, professional      advisors, financial directors and others who have received      confidential information about a company which, if made      public, would affect its share price, nevertheless execute a      share transaction. A few years ago, insider trading was      regarded as no more than a perk of working in the City or on      Wall Street. However, it is now considered a fraud on the      whole market-place as too much obvious insider trading is      thought to deter investors. 

     This is one of the few frauds which computers have actually      made rather harder to carry out. Nowadays the electronic      screen-based operations of stock exchanges create journals      of price changes; all bargains (buying and selling      transactions) are required to be reported to them, usually      by the end of the day. Unusual share price movements can be      detected by software and all bargains associated with the      price movements identified for the benefit of the      authorities. Investigating officials will compare the timing      of official news releases with those of bargains considered      to have been carried out with unusual prescience. Insider      traders therefore have had to resort to buying and selling      via nominee entities.

     Insurance frauds The usual insurance fraud consists of      making a false or exaggerated claim. The two most common      methods are to inflate losses incurred in an incident for      which insurance cover is held, and to take out insurance and      deliberately destroy the asset ("property" in insurance      jargon) so that compensation can be obtained.

     There are also frauds within the insurance community:      insurance brokers can over-charge their clients and pocket      the difference, or they can claim more in commission from      the insurance companies than they have done business to      justify.

     On a much larger scale are frauds associated with re-     insurance. Most insurers seek to spread their risk on any      one set of insurances by "laying off" their commitments      either to other insurance companies or Lloyds underwriters      or to specialist re-insurance companies. One type of fraud      occurs where one insurer misleads another as to the extent      or risk. Another variety, which caused scandal at Lloyds of      London during the 1980s, was a fraud on lay members of      certain Lloyds syndicates. The syndicates are funded by      prosperous private investors who, in effect, guarantee the      risks of the Lloyds professionals who act as their      professional partners.  What some of the professionals were      doing was to so arrange re-insurance that the private      investors took on quite extensive risks whilst the      professionals reduced their exposure by being associated      with especially privileged re-insurance deals. 

     Computer and computer-related insurances are beginning to      become available (see p >>).

     Investment frauds A large number of different frauds are      associated with investments. The investment arena is the      largest single growth area for fraud now and for the      foreseeable future. Increasing numbers of people are coming      into quite large sums of money as the result of savings      schemes, pensions, redundancy payments, golden hellos, sale      of property, and the like. Such people do not always know      how to handle money in this quantity. Governments encourage      the private individual to invest in new ventures and the      financial services industry - both the good and bad elements      within it - are anxious to help. Some of the schemes are      fraudulent from inception, but others become fraudulent      because of the incompetence of promoters, who either fail to      observe necessary precautions or resort to fraud when their      own businesses start to run out of cash. Some frauds involve      millions of pounds or dollars in a single case; others      consist of lots of small losses, each a terrifying      statistic only for the victim, but amounting to large      totals. Few of these frauds are "pure" computer crimes;      however nearly all companies promoting investments deploy      computers in their activities and can use them either to      perpetrate a fraud or disguise what is happening to cash.      Investment companies of all sorts turn over huge sums of      money and the failure of their computers - complete or      partial - for whatever reason can very rapidly put      investors' funds at risk.

     This is not a book about City fraud and any overview must of      necessity be superficial:

          Bogus investments In this group of frauds, members of           the public are induced to part with money for           investments that are bogus. The simplest form is a           strictly short-term operation rather akin to the basic           mail-order fraud: an investment company advertises a           share, a managed fund, a time-share in a building, etc,           collects the cash and disappears.  

          A variant of this is the issuing of an improperly           constituted prospectus. Invitations to subscribe for           shares have to follow an number of legal and regulatory           requirements - largely to ensure that prospective           investors have sufficient information upon which to           make a proper decision.

          A related fraud is for the investment company to           deliver fraudulent certificates for shares or other           investment (eg bond, option, commodities future, title           to a house, etc): here the underlying investment may           exist, it's just that the investor doesn't acquire a           legitimate certificate for it. These dangers are           particularly great with overseas investments.

          Fraudulent investment companies Companies offering           investments may themselves be completely fraudulent:           nearly every country in the world requires its           investment businesses to operate under some form of           license or registration. Such a license may be granted           either directly by a ministry or specialist entity like           the Securities and Exchange Commission or Securities           and Investments Board, or by a governing body like an           Exchange. However, investment companies have tried to           trade without such a license or, sometimes, after           having had their license withdrawn or, although           licensed, have carried out transactions not covered by           the terms of their licence. 

          Some of the worst frauds in this category have arisen           across national boundaries: investment companies have           been set up in countries with a lax regulatory           framework and have sought customers in other countries.           Until the end of 1986, Amsterdam in the Netherlands was           the site of a number of companies selling aggressively           to potential clients in the United Kingdom, Germany and           the United States.

          A rather separate hazard are investment businesses           which do have proper authority to trade but which, for           a variety of reasons, are adopting fraudulent           practices. Such fraud may not always be deliberate;           indeed it is a characteristic of a number of recent           collapses among securities businesses that ineptitude           on the part of the directors has been the main reason.           Among such frauds are:

               -    trading without the resources to meet                     commitments - the technical term is                     insufficient capital adequacy - the danger                     here is that the investment business becomes                     insolvent.

               -    clients' funds not kept separate from those                     of the investment business; a related fraud                     which arises from this occurs when a                     investment company makes an investment (ie                     buys shares) without being clear whether the                     investment is for for its own benefit or for                     specific clients: what can happen is that, if                     the investment is successful, it is deemed to                     have been for the benefit of the managers and                     if it is a failure, the client is expected to                     take the loss.

                    If at the same time the investment business                     is experiencing cash-flow difficulties,                     clients' money can be misused to shore up                     the business 

               -    clients' funds diverted into investments                     which the client did not authorise: clients                     usually entrust their money either for a                     specific investment or class of investments

               -    paying dividends from income of subsequent                     investors: this is the classic fraud that was                     committed by Equity Funding (see page >>) and                     also by Bernie Cornfeld's Investor's                     Overseas Services - "Do you sincerely want to                     be rich?" was the famous line in its                     salesman's manual. 

                    This fraud is also sometimes called a Ponzi                     scheme 1
---------------------------------------------------------------

fn 1 A case which came to a climax on April 1st, 1981, shows how these elements, aided and abetted by several computers,  can be combined. An individual with a large East Coast brokerage house developed a reputation as a computer genius based largely on programs which analysed the behaviour of the share market. His speciality was traded options, where investors buy and sell, not the share itself but an option to purchase the share at a future specified time at a specified price.  Trading is highly geared so that a relatively small movement in the price of the underlying share results either in big gains or big losses to the holder of the option. By 1980, the computer genius had added another wrinkle to his operations: he exploited differences in the prices of the options on different exchanges, creating a series of instant profits by making large number of instantaneous buying and selling deals through electronic trading systems. To satisfy the demand for his services, he formed a series of investment partnerships for private investors - the minimum to join was $100,000 - the funds from which were supposed to be his working capital.

Neither he nor his analytical programs could keep up with the vagaries of stock exchange performance; he now had a large number of clients who had persuaded themselves that large returns could be expected from their investments. Indeed he encouraged them in their beliefs: selected clients would be invited to view the large and impressive computer systems that belonged to his employers; few of his clients were in any position to assess what the software was actually doing. As the performance of all these traded option and arbitrage deals failed to come up to expectation, the genius resorted to two well-known tricks to stave off disaster. First, he generated fake output on a minicomputer so that clients received reports that gave them a misleading impression of how well they were doing. Secondly, when called upon to pay out returns to older-established clients, he used the funds received from his newest clients. $80m passed through his hands in the end, and $53m were never recovered. 

------------------------------------------------------------

               -    confusing acting as agent and as principal:                     investment businesses can operate either on                     their own account, offering the public the                     right to buy and sell securities direct with                     them as a principle (eg a market-maker) or as                     an agent, where the investment business acts                     for the client. In the second case, the                     business must provide the client with best                     execution; in the first, the client simply                     makes a deal. Investment businesses must                     never confuse the two, or allow those with                     whom they deal to become confused

               -    over-issuing of contract notes: this occurs                     when an investment business issues a note to                     a client that a deal has been executed                     without being able to deliver a certificate                     of title to back it up

               -    making a false market, or price manipulation,                     occurs when investors are lead to believe                     that they can buy and sell at certain prices                     but in fact are unable to do so. Prices can                     be manipulated by the issuing of bogus "news"                     and also if the investment business and its                     close associates provide the main mechanism                     by which the securities can be traded.

               -    churning of managed portfolios. This fraud is                     very difficult to prove but is widespread. It                     applies to the situation where the investor                     has agreed to guidelines with the investment                     business as to the sort of investment and                     investment targets required, but leaves the                     specific details to the professional. The                     professional makes his money not only from                     fees but also from commissions when buying                     and selling. "Churning" consists of sequences                     of buying and selling in order to secure the                     commissions at the expense of the client

          Settlement frauds Most trades in securities are not           done for immediate cash; although you can buy and sell           instantaneously, in the end, if you are buying, you           will want to receive an unambiguous certificate stating           what you have bought issued by the company underlying           the investment. If you are selling, somewhere there will           be an eventual purchaser who will require delivery of           the certificates you hold. Settlement of title to the           investment, in its very nature, can't be instantaneous.           What usually happens is that, immediately after a trade           has taken place, a contract note is issued. Within a           "settlement period" (in the case of the London Stock           Exchange this proceeds in cycles of two or three           weeks), the client has to produce cash (if he has           bought) and should receive cash (if he has sold).           The physical transfer of shares and adjustments to the           registration of the shares follows afterwards.           If the trade takes place within the framework of a           recognised investment exchange, centralised computer           facilities usually speed the matter up. In the not too           distant future, some share certificates may become all           electronic, but this is not the case at the moment.            Outside the recognised exchanges, settlement may be           rather more informal.

          It is the gaps between the making of the trade and  the           requirement for cash and the requirement to produce           certificates that provides the opportunities for           fraud.1
---------------------------------------------------------------

fn 1 An investment business trading in London during 1985 and 1986, but run by a US citizen, had most of its clients in Germany and Switzerland. It specialised in issuing and trading small new companies on an over-the-counter basis. The shares were not traded on a formal exchange but between the clients of the investment business.  The business had an appropriate licence to trade from the UK authorities and, at the time,  there was nothing fundamentally illegal about its modus operandi. Clients usually received contract notes after dealing, but were only given proper share certificates if they specifically so requested. The certificates themselves were supposed to be kept in an escrow account.

Several things went wrong for the company, which expanded at an great rate and had a number of overseas associates. It had invested in a very large computer system which was supposed to provide share trading facilities to the overseas associates as well as generating contract notes and presenting reports to the managers about their stock positions. No existing computer program was identified that could do the required work and one was commissioned which had to be written from the very beginning. Because the company was expanding so rapidly - its overseas salesmen used high pressure techniques - the computer could never keep up. As a result, the management rapidly lost track of what shares they held, and what deals were being made. Contract notes vastly in excess of the number of shares available were issued. Clients were not paid. So much confusion existed in the accounts that it was not clear which funds belonged to the business and which to clients. These and rumours of other scandals - that some of the overseas associates had links to organised crime and another that the markets made in some of the shares were false, the prices being ramped up by unjustifiably enthusiastic sales techniques and a reluctance to buy the shares back at a comparable price - brought the company to a spectacular end.

------------------------------------------------------------

          The Eurobond market which, despite the name is           completely international, has two settlement systems.           The market, which is for professional investors only,           is in debt instruments created by the world's largest           companies - they raise funds rather as governments do,           not by issuing shares but by issuing coupons which           either pay a guaranteed rate of interest or will be           redeemed at a fixed price at a specified future time           (there are other variants). These coupons are then           traded in the international Eurobond secondary market.           Such regulation as exists comes from a Geneva-based           organisation, AIDB.  There are two rival           settlement systems, the Luxemburg-based Cedel and           Euroclear in Brussels. Details of deals are           transmitted via the Geisco secure electronic messaging           service and payments are sent via SWIFT (see p>>           above).

          Fraudulent securities. Another form of investment fraud           occurs when the certificates themselves are fraudulent:           one version is to produce authentic-looking documents           for securities which don't exist - either the company           doesn't exist at all or it hasn't issued those           particular sorts of security; another is to offer           forgeries of real securities. In 1983 the London office           of Morgan Guaranty discovered between $7m and $10m           worth of zero-coupon bonds which were being used as           collateral for large bank loans. The forgeries           duplicated genuine bonds but had fake serial numbers.           Although the bogus bonds had passed through both           clearing houses, the bond numbers were not recorded on           computer and so the forgeries were not picked up until           too late. In another case early in 1987, forged zero           coupon notes issued by Exxon and with a face value of           $19m were uncovered.

          Insider Trading See p>> above

     Lapping or teaming and lading  is similar to cheque cross-     firing but does not involve bank accounts: the accounts      manipulated are usually all within one company or group of      companies. Cash due to be paid out is withheld for a day or      so to give the illusion that the account has more wealth      than is actually the case; alternatively, accounts can be      manipulated to suggest that significant sums are due to the      company. Computers can be used both to orchestrate the      movement of funds between accounts and to provide plausible      output with which to confuse outsiders.

     Long-firm fraud is a particular variant on advance-fee      fraud. The fraudsters set up in business, typically as      wholesalers, place orders with suppliers, the first few of      which go through normally in order to build up credibility.      Then much larger orders are placed and both the goods and      the perpetrators disappear.     

     Materials frauds tend to arise as a result of deliberate      mislabelling. In a typical, small-scale case reported by Ken      Wong, the caterer to a large confectionery company had a      standing order with a local butcher for a fixed quantity and      quality of meat each month. Inferior and underweight meat                                               

     was supplied and a computer used to disguise the fact from      the confectionery company. Approximately #30,000 was      misappropriated over twelve months. In another case, this      time collected by the Audit Commission, a branch general      manager working with other branch executives arranged for      customers to quote a misleading description of goods on      dispatch documentation so that current goods were shown as      obsolete and hence under-priced. This form of fraud is      another example of the computer print-out being accepted as      sufficient evidence of what was happening.

     As more and more companies move over to mag-stripe and bar-     code methods of data input, the opportunity arises for      mislabelling of physical objects to become unreadable to the      human eye. A sticky price label can have the proper price      printed on it, but a different figure imprinted on the bar-     code or mag-stripe that is actually read by a cash-till or      warehouse inventory system.

     Mistake rectification frauds Most accounts systems have a      fudge facility which allows errors to be corrected. A      typical situation where such facilities are needed is where      a clerk's keystroking of input has gone beyond the point where the      clerk can correct it himself or herself; another is where a      customer has made a purchase, which has been properly input      into a system and then returns the goods either because they      are no longer wanted or are in some way faulty. The mistake      rectification facility should be designed so that an      individual in charge of the clerk who made the faulty input      can carry out an authorised correction.

     If, however, such a facility has been clumsily added into an      established accounts systems, the computer itself may not be      keeping proper records of what rectifications have taken      place and who has authorised them. Therein lies the      opportunity for fraud. The "spoilt cheque" frauds mentioned      on p >> above also fall into this category.

     Payroll frauds share certain features with expenses frauds.      The usual fraudster is a payroll clerk who either invents      employees whose paycheques can be converted or who boosts      the size of their own paycheque. Donn Parker provides an      example: a female timekeeping clerk had the responsibility      of collecting regular and overtime data for 300 employees;      the results were input into a computer which eventually      produced payment cheques. The clerk discovered that whilst      all human, manual checking and verification of data was      based on employee names, the computer appeared to work by      employee number. The clerk started experimenting: whilst the      computer detected if she awarded a worker twice the normal      amount of regular hours, it did not pick up if someone      appeared to working large amounts of overtime. So she      devised a fraud: on a form bearing the name of a worker who      might be expected to work lots of overtime she appended her      own employee number. The manual system of checking accepted      the form because all the humans involved simply looked at      the employee name. The computer paid her the overtime.      According to Parker, so far all this had been little more      than an experiment but the clerk then decided to embark on a      series of repetitions and "won" herself several thousand      dollars before an auditor identified what had been going on      as a result of examining income tax returns.1
---------------------------------------------------------------

fn 1 This case is also a particularly neat instance of how many datafrauds occur: an employee spots a fault in a computer system and decides to take advantage. There is little computer-related technical skill involved, but the fraudster has knowledge of local procedures, opportunity, and an insufficient sense of moral restraint.

---------------------------------------------------------------

     POS frauds The traditional point-of-sale supermarket fraud      involves short-changing the customer or "under-ringing", as      it is sometimes called. In non-supermarket retail outlets it      is still the most common form. With the arrival of laser and      mag-stripe readers and and computerised tills this fraud has      become more difficult to execute, particularly as the      customer increasingly receives an itemised receipt. This      reduces the opportunities for fraud by check-out staff.      However new frauds are opening up for local management,      either by misuse of the computer-readable labels (see pa >>      above) or by taking advantage of newer forms of payment.      Credit card counterfoils lend themselves to two obvious      frauds: altering the amount to be credited to the shop      (useful if you are the shop's owner), and using the card      number and details to mail-order goods by phone - though      this last form of fraud is preventable if the mail-order      company says it will only deliver to the address the credit      card company has for the legitimate owner.

     As the new debit cards arrive on the scene (where a card is      used in place of a cheque and the amount deducted from the      owner's account immediately), so new acceptance and      authorisation terminals are starting to appear in shops.      Unlike the older credit card authorisation terminals which      merely give an OK to a particular transaction, the newer      machines cause an immediate alteration to an account. These      machines are as powerful in their effect as ATMs; however      ATMs are nearly always set into walls associated with bank      property whilst the debit card machines are small, free-     standing and located within retailers' premises. Fraudulent      tampering with these machines seems almost inevitable.

     Public sector corruption  So much money is spent by central      and local government that it is not surprising that frauds      of all kinds, large- and small-scale, occur. Many of them do      not involve computers but consist of bribery of officials by      outside contractors. However, in a 1986 case, the DP supremo      of West Midlands County Council who controlled a L=4 m annual      budget was discovered to have carried on frauds for a ten-     year period amounting to nearly L=180,000. His methods relied      very little on his knowledge of computers, but he was able      to manipulate the invoice-raising procedures, partly by      stealing headed notepaper from ICL, the supplier of much of      the computer equipment used by the Council,  so that      companies controlled by him received payment for work that      had not been carried out. 

     Revenue and Customs & Excise frauds  During 1981 a group of      about 40 diamond and gold dealers operating from Hatton      Garden managed to steal a minimum of L=20 m from the UK      Customs & Excise authorities. In that year, the price of      gold was exceptionally volatile - there was international      inflation, fears about interest rate, a falling US dollar      and a slump in the US economy - all leading to a flight into      gold. Queues of ordinary people bearing gold heirlooms      thronged Hatton Garden, hoping for good trade-in prices.  In      the midst of all of this excitement there was a crious tax      loophole. In Britain, gold bullion and jewellery is subject      to value-added tax (at 15 per cent); however if you      purchased gold coins, like the South African kruggerrand or      Canadian maple leaf, no tax applied. These coins were      regarded as normal currency although strictly speaking they      did not enjoy normal circulation and the price at which they      exchanged hands was not the face value but determined by the      existing price for the gold content. An opportunity for      fraud - golden in every sense - thus appeared. The coins      were removed to quiet, discreet foundries where they were      melted down into bullion bars categorised as jeweller's      scrap. The bars were then sold to bullion dealers at market      prices - plus value-added tax - on invoices which purported      to offset their tax liability. The 40 businesses kept two      sets of books - the value added tax invoices were "lost" and      15 per cent of each transaction, amounting to over L=20 m was      retained by the fraudsters. Customs investigators spent six      years unravelling the network of deals - the paperwork alone      weighed nearly 1 ton - and two extensive lengthy trials, one      five months long, ensued. Not all the miscreants were      brought before the courts - tax evasion is not an      extraditable offence - and a third planned trial will      probably never take place. None of the money was ever      recovered and the cost to the State of the investigation and      trials was in excess of L=3 m. If the events of 1981 were      repeated today - they won't be precisely because VAT was      imposed on gold coin transactions in 1983 - the      investigation might be even more fraught, as many of the      deals and "books" would be computerised.  

     In a rather unusual fraud, a software house offered for sale      a package for owners of video rental libraries. It was      called "Movieman" and it had a rather unusual hidden      feature. If the software house had decided to tell you, you      could automatically run two sets of books, one which gave a      proper declaration of value added tax and one which provided      a significant, though still not implausible, under-     declaration so that the library owner could pocket the      difference.  The case came to court in 1986, by which time      120 copies had been sold at prices between L=5000 and L=7000.      Nine traders admitted to using the hidden facility and that      they had under-declared by a total of L=34,487. The software      house directors were convicted of conspiracy to defraud. 

     That the case is a significant development from the      traditional "two sets of books" type of tax fraud can be      seen from the comment of the Assistant Chief Investigative      Officer of the Customs and Excise: "This has opened up a      whole new interesting area of investigation for us and      brings us with a jolt into the computer-age fraud."

     Social security fraud Certain sections of the public seem to      view social security fraud carried out by potential clients      of the benefits with unique horror. The anxieties about      scroungers on the system is, as we will see later, out of      all proportion when compared to frauds committed by tax      evasion as well as the business frauds that are being      described in this chapter. You need to be pretty badly off      before you even qualify to be able to commit social security      frauds. 

     There have, however, been a number of frauds on the social      security system committed by those who dispense the      benefits. An claims representative in a Social Security      office near Palm Springs, California managed to garner      $105,000 over two years as a result of his diligence in      reading the appropriate operations manuals. He learned how      to reactivate a closed account and name a new trustee and      worked out that there were no procedures for validating      accounts or trustees. In late 1979 he reactivated a closed      account and had the cheques sent on to prepared fictitious      identity. Two years later, he was running six such accounts      and receiving $3000 a month. He was caught when a puzzled      bank teller, recently moved from one office to another,      identified a customer with at least two different accounts      for different names. A number of similar cases, but      involving smaller amounts, are reported by the UK Audit      Commission in their 1985 survey. Other cases involve      collusion between clerks with access to computer terminals      setting up benefits and members of the public.

     None of the cases show any great ingenuity beyond the      spotting of administrative weaknesses.

     Warehouse/inventory frauds  Warehouse frauds are as old as      commercial life. They can take various forms: short      delivery, mislabelling, relabelling, unauthorised dispatch      or theft of inventory,  false wastage, misidentified faulty      goods, and so on. In computer-aided warehouse fraud, the aim      is to use the computer to conceal either that assets are      missing, or to obscure the trail leading to the perpetrator.      Warehouse frauds are usually collusive, requiring an inside      man and an external conspirator, often a legitimate customer      or supplier.

     Weighbridge frauds Weighbridge fraud is the generic name for      any fraud that relies on a faulty measuring device. If you      are selling goods, you adjust the weighbridge to read more      than it should. If you are bringing in goods to be weighed,      you give your container a heavily-weighted false bottom.

     The modern equivalents are to interfere either directly with      the electronics in a measuring device or give the device the      wrong (and suitably doctored) thing to measure. During the      boom in illegal CB radio in the UK in the early 1980s,      owners of high-powered boosters (amplifiers) discovered that      they could freak out the fluid measuring electronics in      petrol pumps on garage forecourts. Modern cash tills and      warehouse systems now take their input from laser-read bar      codes or magnetic stripes. To arrange a fraud, you simply      offer up a bar-code to suit your scheme; the equipment has      no means of checking whether it is attached to the right      product.

Classifications of Fraud
From these many different forms of fraud a number of themes keep recurring. In his Corporate Fraud, Mike Comer produces a five-by-four grid which appears to cover most of the situations and relationships which occur. In terms of perpetrators, they are either internal or external to a business, or a collusion between between insiders and outsiders. An internal fraudster may be management or operations staff - operations including clerks, check-out and warehouse staff, machine operators and of course computer specialists. An external perpetrator could be a legitimate business contact behaving illegally or it could be an opportunist. In terms of methods, Comer suggests a straightforward theft, with no real attempt at concealment; misrepresentation, where reality is falsified; direct manipulation of accounts, and extortion. This gives a theoretical twenty different sorts of fraud:   
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The following is an adaptation and extension of Comer's explanations:

 1.0  CLASSIFYING BY PERPETRATOR

       1.1  Internal: Management

           1.1.1  Theft - no concealment

                   Usually simple theft of company's assets or                    cash, with the shareholders or creditors as                    victims. Little attempt is made at concealment                    because the loss is unlikely to be picked up                    by the company's administrative procedures.                    Can also include moonlighting frauds

           1.1.2  Misrepresentation - falsified reality

                   Involves the misrepresentation of a physical                    reality, for example by getting measuring                    equipment to under-record or by using bank                    accounts in misleading names. Some computer                    frauds

           1.1.3  Manipulation of accounts

                   Alteration of company's books, keeping of                    "second set" of books or failure to record                    particular transactions. Teaming and lading.                    Embezzlement. Most common computer frauds.

       1.2  Internal: Staff

           1.2.1  Theft - no concealment

                   Petty theft by employees. Misuse of company's                    resources including computer time. Software                    piracy. Concealment is usually considered                    unnecessary became of the low risk of                    detection. Also industrial espionage.

           1.2.2  Misrepresentation - falsified reality

                   Involves the misrepresentation of a physical                    reality, for example by getting measuring                    equipment to under-record or by using bank                    accounts in misleading names. Some computer                    frauds

           1.2.3  Manipulation of accounts

                   Frauds by strategically-placed employees, eg                    payroll, warehouse staff, where such staff can                    manipulate the in-house computer

           1.2.4  Extortion

                   Involves the use of force or blackmail by                    employees and former employees. Sabotage.

       1.3  External: Business Contact

           1.3.1  Theft - no concealment

                   These are usually petty thefts and include                    short delivery. Also industrial espionage

           1.3.2  Misrepresentation - falsified reality

                   Includes forged documents, cheque card fraud,                    subsidy frauds, false insurance claims, long                    firm fraud, investment frauds, pyramids

           1.3.3  Extortion

                   Threats. Blackmail.

       1.4  External: Opportunist Member of the Public or Criminal

           1.4.1  Theft - no concealment

                   Walk-in crime. Organised crime. Industrial                    Espionage.

           1.4.2  Misrepresentation - falsified reality

                   Includes forged documents, cheque card fraud,                    subsidy frauds, false insurance claims, long                    firm fraud, investment frauds, pyramids          

           1.4.3  Extortion

                   Activities of organised crime

       1.5  Collusive

            Employee and Outsider acting in concert

           (Employer and employee can sometimes collude to            defraud outsiders, for example the tax authorities)

           1.5.1  Theft - no concealment

                   Petty crime, warehouse/inventory crime, which                    is unlikely to be detected

           1.5.2  Misrepresentation - falsified reality

                   Involves the misrepresentation of a physical                    reality, for example by getting measuring                    equipment to under-record or by using bank                    accounts in misleading names. Some computer                    frauds. The fraud requires an insider and an                    outsider.

           1.5.3  Manipulation of accounts

                   Frauds by strategically-placed employees, eg                    payroll, warehouse staff, where such staff can                    manipulate the in-house computer. An outsider                    is required to receive cash or assets and the                    proceeds are shared later.

 2.0  CLASSIFYING BY METHOD

       2.1  Thefts - no concealment

            A theft may not be concealed because:

              *  the victim's records will not disclose the loss

              *  although the loss is detected, there is

                 insufficient evidence to point to any single

                 perpetrator

              *  the victim condones the theft

            Some thefts can't be concealed

           2.1.1  internal: management

           2.1.2  internal: staff

           2.1.3  external: business contact

           2.1.4  external: opportunist

           2.1.5  collusion between insider and outsider

       2.2  Misrepresentation: falsified reality

            The aim is to:

               * hide or disguise an inventory discrepancy before,

                 during or after a theft

               * disguise, confuse or delay, identifying the thief

               * enable the thief to obtain, or continue to obtain

                 a dishonest advantage by deception

           2.2.1  internal: management

           2.2.2  internal: staff

           2.2.3  external: business contact

           2.2.4  external: opportunist

           2.2.5  collusion between insider and outsider

       2.3  Manipulation of Accounts

            This includes:

                * misrepresenting the value of physical inventory

                * manipulating the company's books

           2.3.1  internal: management

           2.3.2  internal: staff

           2.3.3  external: business contact

           2.3.4  external: opportunist

           2.3.5  collusion between insider and outsider

       2.4  Extortion and the use of force

           2.4.1  internal: management

           2.4.2  internal: staff

           2.4.3  external: business contact

           2.4.4  external: opportunist

           2.4.5  collusion between insider and outsider

>>>>>>>>>>>>>>>

Frauds can be either one-off or systematic. A fraud may be fraudulent from inception, it may have only started when a particular opportunity presented itself, or it may be what Dr Michael Levi calls a "slippery-slope" fraud: actions which arise, not from any greedy intent but as the result of reckless and clumsy trading.

Computer Fraud
What the computer does is to concentrate all the factors and risks that assist fraud to occur:

     *    There is a general absence of human intervention and           human accountability

     *    Increasingly, the main assets of an organisation are           measured and managed through the computer systems

     *    The contents of computer files are invisible until they           are requested on a print-out or a vdu

     *    Administrative controls tend to poor because those in           charge of the organisation tend to expect others to           "look after" the computer systems

     *    The technology keeps on changing, the demands on each           computer system keeps on changing, so no version of any           software product ever exists long enough for rigorous           security controls to be adequately tested.

     *    Considerable reliance is placed on the honesty of           data input clerks, programmers and systems maintenance           staff 

     *    Computers can be accessed remotely and, in the absence           of proper safeguards, without anyone really knowing           what has happened

     *    Top managers do not realize the level of risk to which           they are exposed.

From a consideration of fraud, we must now turn to computer-aided industrial espionage.

