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                Chapter 13: Methods I: Personnel
A bluff old computer security consultant, forty years in the data processing business and with a memory stretching back to when significant parts of computers relied on glowing valves, once told me how he set about carrying out a security review on behalf of the insurance brokers that used his services. His job was to give the underwriters a quick overview of the risks faced by particular system installations so that they could determine an appropriate level of premium.

     First of all, I look at the people at the reception desk.      Are they alert and friendly? Do they answer the telephone      promptly and effectively? Or are they otherwise pre-     occupied?  Could I have walked in without being noticed?       Then I ask to be taken on a tour of the organisation. Of      course, out of the corner of my eye, I am checking the level      of the routine precautions for physical security... was I      signed in properly, what sort of identity badging system is      in place - and whether it is being used properly - any key-     card systems, locations and ease of access to any vital      system and telecommunications components, and so on. I am      also checking to see if there are any vdus that have been      left unattended and not properly logged off; or pieces of      paper with passwords scrawled on them sticky-taped near      keyboards. But usually these days I arrive by prior      appointment and memos will have gone round over the previous      week warning everyone to smarten up their act.

     But what I am really measuring is staff attitude and morale.      After a bit you can smell the difference as clearly as you      can a new mown lawn from a pile of burning rubber tyres. If      the staff appear to be enthusiastic about the organisation      for which they work, then I am already almost certain that      I'll be giving the underwriter a good report. Next, I'll ask      to be pushed in the direction of the personnel department.      I'll want staff turnover statistics, department by      department. Are the percentages of those leaving abnormally      high for the industry and geographic location, and, if so,      do I assume that this is because they don't like the      organisation as an employer, or is there a more acceptable      reason?  Are particular departments over- or under-manned?       Are lots of new people being taken on? How many temporary      and contract staff are used - and why? How many part-timers?       I usually do a spot check on a few files: were cvs and      resume's carefully verified for authenticity? What steps were      taken to vet temporary and contract staff?  I ask for an      internal organisation chart - what changes have taken place      recently, have there been any signs of employee discontent?

     By this time, of course, the organisation's managing      director, head of security and EDP manager are all getting      rather impatient. Why aren't I questioning them about their      new access control software, the banks of dial-back modems,      the encryption packages? Why don't I sit down at a vdu and,      if I am so clever, break into their host machine at system      manager status?

     In fact, if the organisation checks out well at the      personnel level, given that I may have only a few days for      the entire review, I am already fairly confident that I can      award them a "low risk" label. I will have established as      much in the first forty-five minutes. And I won't alter that      opinion a great deal over the next few days unless I come      across some really gross security lapses in the computer      set-up. If I don't like what I see in terms of employee      morale, staff turnover, personnel checks, and so on, then      the organisation moves automatically into my "high" or      "medium" risk levels and it would take the most outstanding      of computer control systems to persuade me to alter my      judgement. If the staff don't like their employer it will      take more than a few days of even of the time of someone of      my experience to identify all the ways in which they could      be ripping the organisation off.

     Of course I adjust my view depending on the nature of the      organisation I am surveying; with every one I go to there      are always special considerations and I do have to look in      some detail at machines and networks and procedures, but if      it doesn't check out at the personnel level, then there will      always be lots of problems. 

The importance of routine personnel considerations in the maintenance of information security stems directly from the facts about who the datathieves actually are and what motivates them that were examined in chapter seven and the nature of the various datacrimes that were looked at in chapters four, five and six. If you are prepared to accept the dividing up of a computer system into hardware, firmware, software and humanware, then appropriate use of the techniques of personnel management addresses the problem of defective humanware. The 1986 Home Office report on commercial fraud puts it this way: "The first fraud prevention measure is always take up fully references on anyone who might occupy a post which might give him or her access to fraudulent opportunities and/or to confidential data that might be used for industrial espionage." 

 Most decent-minded employers find themselves rebelling against the idea that their employees are dishonest: it is important therefore to emphasise that no one is suggesting more than that employee dishonesty exists and that it is the single largest contributor to white collar crime. It is a matter of simple self-preservation to take protective measures. In particular, steps can be taken to ensure that the individuals selected for employment are who they say they are and to watch benevolently over the welfare of all employees to see what pressures might be developing in their lives. Such measures as are selected should of course be in proportion to the level of potential risk the employer faces: greater than normal intrusions into areas of employee privacy must be justified on the grounds that the individual has particular access to the organisation's secrets, special authority to handle cash and assets, or is in a position to stop the company functioning.  There is a further consideration: the clumsy implementation of security policies can have a disastrous effect on morale, turning contented employees into mistrustful enemies of management. Ultimately personnel security and machine security cannot be disentangled.

Personnel Management
This book is no place to start a discussion about how managers should motivate staff, but it must be repeated that the introduction of new computer-based information systems can have a strongly disruptive effect on employer/employee relations. It is all too easy for managers to get over-enthused by the benefits of improved information processing and computer-aided decision making - and to neglect the impact on the careers of lower-level workers upon whom the organisation will continue to depend. It's a commonplace among writers on management that organisations tend to have at least three structures: the formal one that is enshrined in charts and reflected in a hierarchy of titles, the informal one which relies on unofficial alliances between individuals who see that things get done, and an establishment of people who are no longer functionally as important as they once were but still have sufficient authority to countermand orders and play internal politics. Again, as we saw in chapter seven, the remuneration that people receive for working within an organisation is not as straightforward as may at first appear. Their actual reward will consist of: the overt financial package, the agreed perks, the inherent job satisfaction and the covert rewards - the opportunities for fiddling. Every time computers are asked to do something new within an organisation, the delicate balances that make up the power and personal relationships of the staff become disturbed.

Managers have no alternative but to accept that it is up to them to secure the co-operation of employees with the aims of the organisation. Not all employees have the same goals and motives in coming to work - those near the top of the organisational ladder will probably getting their pleasures from being entrepreneurs; in the middle there will be individuals whose satisfaction comes from doing a job well but who would not want the uncertainties, pressures and risks of being an entrepreneur, and the shop-floor will look for pleasant working conditions. All will expect an income and rewards package that they perceive as "appropriate". Within these limits, management must aim to see that all employees perceive their terms of work as "fair" and that management, if not overtly benevolent, is even-handed.

In this book we can do no more than to stress the overwhelming importance of employee relations and leave each manager to determine the most appropriate solutions: careful job design, good people management, strong internal communications, high quality staff welfare facilities, employee discounts, bonus schemes, share options. Organisations are nearly always much more in the hands of their employees than they realise:

     *    however good the inherent security facilities of a           computer system, someone has to have access to it at           the most fundamental level in order to provide           effective maintenance; someone has to act as security           manager and unavoidably will have notional access to           every single account and terminal. These people have to           be trusted and, given the expertise which is necessary           to carry out such jobs, there may not be too many other           people within the organisation who can oversee them

     *    employees have one big advantage over systems analysts,           computer programmers and experts in information           security: their complete familiarity, day after day,           with the system they are using and the environment it           is meant to serve. Systems are particularly vulnerable           to bugs when they have just been installed or when           important new features have been added, but even old           systems have their problems: fudge accounts and fiddle           facilities to cover situations which the organisation           needs to function properly but which no one ever told           the system designer about. Tricks that appear in no           operations or user manual but which "everyone" knows           about. Circumstances in which the computer fails to           perform a reconciliation or generate a report properly           and which have to adjusted manually. If the employees           cease to feel benevolent towards their employer, such           fudge facilities will aid them in embezzlement or minor           sabotage.

     *    there really is no protection against employee-aided           industrial espionage unless the management can           institute routine strip searches of all staff; even           employees of the most sensitive of national security           agencies are likely to rebel against this. The 3 1/2 or           5 1/4 inch disc is simply too easy to copy and to           conceal

     *    security procedures that are too onerous very quickly           prevent organisations from carrying out the business           they are supposed to be in: if computers are meant           rapidly to supply internal information then over-          complicated password access-control will slow           everything up; over-rigorous physical security will           reduce the quality of life of employees and,           consciously or not, they will rebel

     *    computers can be used to provide extensive monitoring           of employee activity, but, unless such action can be           fully justified and accepted by employees, the           facilities will be seen as an intrusion on the           individual's privacy and this too will lead to           rebellion

The organisation that hopes to rely exclusively on hardware and software-based security has the odds stacked heavily against it.

There are, however, a number of routine personnel management policies which can be checked out to see if they are being effectively implemented. They are: proper verification of cvs and resume's, the careful use of vetting agencies, annual (or more frequent) reviews of individual employees and, if appropriate justification can be found, an element of employee surveillance. In all of these matters a delicate balance must be struck between the organisation's requirement to know enough to safeguard its assets against its employees and the rights of those employees to privacy and self-respect. It's a point that is stressed throughout this book: managers should not embark on policies which, if revealed, they would be unwilling to justify in public.

Verification of CVs
There can hardly be an employer that doesn't have a procedure which requires that would-be employees supply a curriculum vitae and a couple or more referees.  What is surprising is the extent to which organisations fail to follow up references and verify the details. In a wide-ranging survey carried out during 1986 by two U.K. academics based at UMIST and involving a sample of one-third of all companies in The Times 1000 (the UK's biggest companies), they discovered that only 67.3 per cent checked references for all vacancies, 11.2 per cent checked for "more than half", 2.8 per cent for "half", 14.0 per cent for "under a half" and 3.7 per cent never checked references at all. One would expect that smaller companies, with smaller personnel departments, would take even less trouble.

Fraudulent or adulterated curriculum vitae are apparently quite common: academic qualifications are moved up a class, sackings are disguised, the nature of previous posts subtlely enhanced. Late in 1985 the British managing director of a US information systems company was convicted of embezzling L=36,869 during the eight months in which he was its chief executive. The cv upon which he was appointed was quite bogus, not only was he not a Cambridge-educated accountant, he had a criminal record. In another case, a man who was over retirement age presented his similarly-named (and younger) cousin's birth certificate as evidence, and in yet another a fake finance director secured his post by assuming the name (and qualifications) of an innocent third party. A former personnel director of the pharmaceuticals giant, Glaxo, Richard Stokes, told the Guardian: at least 50 per cent of cvs will be inaccurate in some way and 35 per cent will contain exaggerations. 

There's also probably good reason to suppose that, even where cvs are properly checked, insufficient detail is requested in the typical questionnaire: the simple expedient of leaving lots of space for answers to such questions as previous employment history, details of responsibilities, reasons for leaving, and so on, encourages the would-be employee to supply more information. Generally speaking, the greater the detail provided, the more difficult it is to fake.  In his Corporate Fraud, Michael J Comer advises asking for birth certificate, passport, marriage certificate and driving license and carefully verifying the information on all of them. He goes on to list other areas for verification: local rating list, school and university, all employers for at least the previous ten years, doctors, banker, credit card companies, checking with neighbours, the electoral roll and the telephone directory. Each employer, he says, should be asked to verify the following: duration of employment, photographic identification, work responsibilities, salary record, reasons for leaving, sickness record, family background, eligibility for re-employment, reputation for work, honesty, reliability, stability, absence of covenants not to compete, prior employment from previous employer's records, educational qualifications as reported to previous employer, and a check with a named manager or supervisor. Some of these suggestions are rather extreme and probably couldn't be justified for ordinary, non-sensitive jobs.

Lapses in the checking of cvs are particularly acute where skills are in short supply and nowhere are the problems greater than in data processing staff of all kinds - analysts, programmers, operators, maintenance men. 1  In January 1977, both the national and specilaist computer press were full of the ICI tapes extortion case, where a computer operations supervisor and a systems analyst attempted to obtain L=275,000 as the price for the return of tapes from an IBM 370. They had carefully removed all the back-up tapes but the plan had failed when an attempt was made to collect the ransom. During 1977, the systems analyst was out on bail; he took a number of temporary jobs at computer installations and always used his own name; no one checked on his background or realized who he was until he let on himself.

----------------------------------------------------------

fn  1 Another of the oft-repeated stories of computer crime is the "brilliant analyst" who is eventually caught by his management and who, instead of being upset, demands money to leave, plus a good reference for the next job. The company agrees, fearing the anger and ridicule of their shareholders. The analyst later pulls the same trick on his next employers. The purest account of this story is "Jim O'Connor" in Gerald McKnight's 1973 Computer Security. McKnight's sources appear to be secondary and it is interesting that most subsequent writers on the subject have provided very little detail. Did "Jim O'Connor" oe anyone like him ever exist?

----------------------------------------------------------

During the year of the City of London's Big Bang, 1986, the salary levels of relevant staff went up by a minimum of 30 per cent, but the doubling - and more - of some incomes was not unusual. With companies pleased to get apparently qualified staff at all, checking of cvs was being widely ignored. 

Large quantities of computer staff are supplied on contract. There are several reasons for this:

     *    many companies do not have a regular and routine           requirement for software and hardware development and           don't want to have to maintain a large staff for           occasional use; freelancers are a good solution to           augment existing staff as necessary. Some freelancers           will be appointed direct, others will come from           agencies

     *    many other companies prefer to let their main computer           facility suppliers provide their own staff, who may           then be seconded for periods in excess of six months;           it will be the facility suppliers who should have           carried out the vetting of personnel and it will be           their customers who have had to rely on them

     *    most computer installations require servicing from a           variety of specialist companies: not only will the           hardware require maintenance, printers, plotters,           modems, message switches, telecommunications links, air           conditioners, fire alarms and power supplies may each           be serviced by different sets of engineers who all will           have easy access to "sensitive" parts of the           installation

In 1986, the UK had around 14,500 registered free-lance dp staffers supplied by between 150 and 180 organisations. That would be between 6 and 7 per cent of the UK's entire dp work-force. There is no possibility that vetting in these circumstances can be anything like adequate.

But it's not only computer staff that come into companies as temps; secretarial and clerical functions frequently need augmenting at particular times of year, especially at the peak of the holiday seasons and during times of exceptional customer demand. The temporary secretary is a classic role for the professional industrial espionage agent to adopt. Very few employers carry out their own vetting of such staff and the agencies that supply secretaries and clerks usually limit themselves to checking on their professional competence. 

Increasingly, larger companies are using management consultants to help them reshape their strategies. Almost inevitably such people will rapidly become privy to the company's inner-most thoughts. Obviously, staff on secondment from the best-known consultancies should have been carefully vetted by their employers, but it's not unknown for some work to be sub-contracted to outside specialists, perhaps market research agencies or technology evaluation consultants. The chain of control over staff with access to important information can get very weak.

Temporary staff of all kinds can acquire a quality of invisibility within the companies where they work: they appear on no personnel records, the costs of their employment disappear in all manner of odd budgets, they tend not to make friends with permanent staff. They are nearly always brought in to cover some emergency when uppermost in the minds of their employers is immediate survival, not longer term security. Often no one, neither employer nor contractor, takes any step in the direction of vetting. 

Vetting agencies
For sensitive posts, it is possible to use the services of commercial vetting organisations. There are two sorts of service: one type acts as an extension of a personnel department and is concerned simply with checking information supplied on a cv. By having a streamlined routine and a number of local sub-agents, it is easier to verify addresses, academic records, and previous employment details. A typical US example is Brock International Security. The second variety of service seeks out other relevant information: credit-ratings, criminal records, even political affiliations. It is important to understand what sort of results can be reasonably expected from such operations. They will frequently hint at connections which get them access to police and other law enforcement files, or even those owned by national security agencies. In most countries this type of official data is not normally available to the private sector. 

In practice, proper "positive vetting" is an expensive business because of the amount of legwork and checking involved. Whilst there is a core of important and worthwhile personal data that can be assembled at low cost - credit-ratings, for example, can be obtained from large-scale services like TRW in the USA and CCN in the UK and are derived from information about the failure to complete previous credit transactions - up-to-date and accurate data about political affiliations and friendships is always costly. Even the FBI and MI5 are known to have had substantial inaccuracies in their files. On the Record by Duncan Campbell and Steve Connor reports two instances in 1977 where British MPs were the subject of adverse reports from MI5: one was Judith Hart, a Labour Minister for Overseas Development who was confused with a communist called Tudor Hart and the other was Dr David Owen, later to become Foreign Secretary and leader of the Social Democratic Party; he was mixed-up with Will Owen, an MP who had been charged - and acquitted - of an offence under the Official Secrets Acts. The authors quote other more recent cases of mistaken identity, this time involving private individuals. The problem for any agency collecting personal information is this: it takes very little effort to open a file based on a single report - a note from a previous employer, a newspaper clipping, and so on. The cost comes in checking that report, in finding additional supporting evidence, and in keeping the file updated. 

No private organisation can afford to check and update information on large numbers of people on spec, yet there are companies and organisations that claim to offer their subscribers instant reports on individuals by phone. Employers that rely too heavily on such services are both gullible and foolish; the information thus gathered can't be complete, it may well be inaccurate, may have been obtained from illegal sources, and worthwhile potential employees may be needlessly excluded from consideration. If the employer is discovered to have used a disreputable vetting agency, there could be bad effects both on public perceptions about the company and in its relationship with its existing employees.

One British agency that has attracted a great deal of criticism over the years in the Economic League which claims to have secret files on 250,000 British individuals - that is rather more than 1 per cent of the work-force. The Economic League is no ordinarycommercial outfit; it has an annual budget of over L=1,000,000 drawn from a number of prominent British companies - according to a Granada Television World in Action report in February 1987, some 2,000 are known to have contributed to it over the last 15 years -  and its aim is to uncover "subversives in industry".Unfortunately its definition of subversion appears to be very widely drawn and it will happily mark as "unsuitable" individuals who are related to those whom they have identified as being involved in politically undesirable activities.  In the same programme, a League official claimed that he could supply details on up to ten named individuals over the phone within three minutes, provided they lived locally, and on a nation-wide basis, within half-an-hour. A bit of simple arithmetic shows why its files can't be taken seriously: it only spends L=4 a year on collecting, verifying and maintaining each file. Even at L=150 per "special investigation" (as quoted to Granada investigators), that would amount to less than one man day's work at the current rates (plus expenses) charged by private investigators. 

If one of the low cost vetting agencies is employed and it produces an adverse report, the sensible course is to use such material as a reason to institute further enquiries, possibly asking the subject for clarification,  and not as grounds for regarding such a person as instantly unsuitable.

A handful of private fraud investigators on both sides of the Atlantic offer positive vetting services in association with the employment of top executives or as part of "due diligence" in financing deals; these will include talking to referees and associates of the subject; however their fees are high - New York-based Kroll Associates expect to bill a minimum of around $5000 per enquiry - and can usually only be justified in the most critical of circumstances. Kroll Associates and Barrick Security Group, which tends to concentrate its operations in the computer- and hitech-related area, also carry out embezzlement and industrial espionage investigations.

Monitoring during employment
In the chapter on fraud, page >>,  we pointed to the 1986 Home Office report on commercial fraud where Dr Michael Levi identifies three groups of fraudsters:

     1    Pre-planned fraudsters, who start out with the intention           of defrauding

     2    Intermediate planned fraudsters, who start out           honestly but who later devise a fraud

     3    Slippery-slope fraudsters, who never have a conscious           intent to defraud but slip into it by recklessness.

Paying attention to cvs helps identify the pre-planners, but in-employment monitoring is necessary to detect the others, if they are employees.

Many of the computer fraud surveys comment on the extent to which typical perpertrators have been long-term employees of the victim. In the case of the payroll supervisor with no less than three separate simultaneous schemes to boost his earnings mentioned on page >>, he had been employed by the same firm for 20 years. What typically happens is that some significant change takes place in the circumstances of the individual so that committing a crime becomes an acceptable option. The usual reasons would include: changed career prospects, pressures of personal life, difficulties with personal budgeting, alcohol and drugs. 

Good personnel practices suggest the use of, at a minimum, annual reviews of all staff. Normally these would be carried out to decide promotion prospects, but they can also be used to see if the individual has any growing pressures arising either from the job or in private life. There's no need for this to be unduly intrusive; the aim should be to identify the stresses before they become a problem.

No one is likely to object to this form of benevolent employee monitoring.  However, from time to time in many organisations, it becomes apparent that an outbreak of theft or fraud or leakage of secrets is taking place and it will become necessary to consider forms of surveillance which are more intrusive. Most computer systems above the size of the desk-top micro have facilities for monitoring activity and these will be described in subsequent chapters, but there are some general principles which apply to all forms of employee surveillance, whether using computers, hidden cameras, bugs on telephones, or even rummaging in suspects' desks and lockers. What follows by way of advice is a synthesis of opinions gathered from a variety of private investigators, lawyers and insurers:

     *    the decision to use such tactics should not be taken           lightly. Many managers regard such matters with           distaste and give too much discretion to security           officers; whilst there are plenty of competent           professionals employed in internal security, few of           them can see the consequences of a bungled or           mishandled investigation in terms of its total impact           on a company. There is also a significant minority of           security men who have an unhelpful taste for a bit of           action and others who derive an unhealthy pleasure from           the opportunity to boss others around. 

     *    managers should seek to assemble the existing available           evidence that wrong-doing is taking place and see how           strong it actually is

     *    advice should be sought from lawyers as to:

          -    what offences may be being committed

          -    what remedies are likely to be available to                management to deal with recalcitrant employees                (disciplining, dismissal, civil procedures,                criminal procedures)

          -    what evidence is likely to be required before the                remedies can be effectively used

          -    what means can be used to gather evidence

          -    what legal risks management run in the event of a                faulty accusation (actions for wrongful dismissal,                libel etc)

          -    what the legal consequences may be in the event of                non-action (a suit for negligence from a customer                or client, accusations of mis-management by a                shareholder)

     *    in the absence of the potential of securing strong           evidence and if the losses are not too great,           management may have to decide that the most effective           course is simply to issue warnings of strong action in           the future 

     *    an attempt should be made to narrow as far as possible           the scope of any enquiry and any associated           surveillance; if possible, a limit should be placed on           the length of time an investigation should last

     *    managers should see if there are non-controversial           methods of securing the desired evidence; for example,           evidence may already exist within the company's own           books in the form of invoices and contracts;           thereafter, each escalation of surveillance should be           the minimum necessary to accumulate the essential           material efficiently

     *    managers should satisfy themselves about the quality of           outside investigators employed; the possession of large           quantities of exotic electronic surveillance equipment           or hints at employment by national security agencies is           no substitute for methodical professionalism.

     *    once guilt is established to the point where dismissal           is reequired, the employee(s) should be removed from           the work-place forthwith

     *    managers should pay particular attention to the           reactions of innocent staff who may be caught up in the           investigation;  managers should not embark on a course           of action which they would be unable to justify to           mainstream employees

     *    if at the end of an enquiry employees are disciplined,           dismissed, or information sent to the police           authorities, care should be taken to explain matters as           fully as possible to employees and, where appropriate,           to shareholders, customers and the press.

Personnel management is usually thought of as the unglamorous, even distasteful, aspect of information security.  However, as an advertisement from IBM once pointed out, crimes are committed by people, not computers. The existence of a well-chosen and committed work-force is worth much more than all the access control and surveillance technologies put together. Not only will such employees be less likely to rip off their employers, they are more likely to report transgressions committed by their colleagues. A sound work-force is obtained not only by careful pre-employment vetting procedures; managers must have a genuine commitment to taking care of its employees in every sense.

Security Awareness Programs
In the remainder of this book are suggestions of suitable hardware- and software-based security precautions. However, if checking out the credentials of staff is the first line of defence for management, then the second line is to persuade and encourage staff themselves to take a pro-active attitude towards security. In other words, to demonstrate how an organisation can be damaged by fraud or information leakage, to invite their co-operation and to explain and justify the measures that have been introduced. 

The process, if handled properly, can also address the problems of employee ethics raised in chapter 7: which covert perks are acceptable, and which are not?

