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                     Appendix IV: Insurance
A great deal of computer insurance consists of older

forms of cover updated and amended to include

computers: in other words, the focus is often not

directly on computers or information systems, but on

losses through damage, interruption to business,

effects of the behaviour of employees, third-party

fraudsters, etc

 1.0  Physical damage, loss, through fire, flooding and

      other hazards
       1.1  damage to hardware

       1.2  damage to software (maintenance of back-ups assumed)

       1.3  damage to data (back-ups assumed, but cover available

            for most recent data)

       1.4  damage to media (discs, tape)

       1.5  theft

 2.0  Costs of re-instatement
       2.1  consequential loss (usually up to 6 months)

           2.1.1  includes cost of hiring alternate computer,                   additional salaries, over-time

           2.1.2  can include re-inputting lost data

 3.0  Interruption to business
       3.1  normal business operations

       3.2  market opportunities

 4.0  Fidelity: protection against misbehaviour of staff

 5.0  Coverage for losses on computer-run manufacturing

      plant?
       5.1  computer and peripherals

       5.2  computer-run machine tools, assembly line etc

       5.3  consequential loss

           5.3.1  loss of production

           5.3.2  loss of market opportunity

 6.0  Coverage for losses on computer-run retail sales &

      distribution?
       6.1  computer and peripherals

       6.2  computer-run warehouse equipment etc

       6.3  consequential loss

           6.3.1  loss of sales

           6.3.2  loss of market opportunity

 7.0  Coverage for loss via industrial espionage?
       7.1  media - physical value

       7.2  data - cost of assembling/commercial value

       7.3  consequential loss of business

           7.3.1  interruption

           7.3.2  future opportunities

 8.0  Addition to Bankers Blanket Bond: Financial

      Institutions only (Lloyds - nb there are a number of

      US variants)

      NB Does not cover dishonesty by bank employees as BBB

      already does this

       8.1  Loss as direct result of fraudulent input of

            electronic data directly into

           8.1.1  assured's computer systems

           8.1.2  service bureau used by assured

           8.1.3  EFT system

           8.1.4  customer communication system

       8.2  Loss as a consequence of having accepted

            fraudulent-input instructions

       8.3  Loss as a consequence of malicious destruction of

            electronic data in assured's computer or service

            bureau; of loss of media as a consequence of theft             etc

       8.4  Loss as a consequence of direct input into assured's

            computer via electronic communications systems,

            clearing house or telex etc

       8.5  Loss while assured is acting as service bureau for

            others

       8.6  Loss as a consequence of direct input from assured's

            computer via electronic communications systems,

            clearing house or telex etc (other half of case 4

            above)

       8.7  Customer voice initiated transfers

 9.0  Individual UK deals:

       9.1  British Engine

       9.2  Lloyds/Trident General Microsure & Minisure

       9.3  Wigham Poland Compu-Risk - apparently includes loss

            resulting from malicious interference with software             or data files

       9.4  National Vulcan

       9.5  General Accident/Scottish Boiler - apparently includes

            situations where computer is used for controlling

            manufacturing/production process, as well as design

       9.6  Commercial Union

10.0  Protection for computer suppliers, etc against claims

      from customers
      10.1  Professional Indemnity

          10.1.1  eg

              10.1.1.1  negligent act

              10.1.1.2  breach of confidentiality

              10.1.1.3  dishonesty of employees

              10.1.1.4  breach of copyright

          10.1.2  Errors & Omissions available for computer                   suppliers and consultants

      10.2  Contractual Indemnity

      10.3  Fraud

