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                  Chapter 16: Controlling Fraud
In the report The Incidence and Reporting of Commercial Fraud , prepared for the UK Home Office, The Police Foundation and Arthur Young in 1986, the author, Dr Michael Levi has this to say about how frauds are discovered:

     None of the frauds were detected by external auditors - an      important point in the light of current policy discussions      regarding the impact of obliging auditors to report - though      many were discovered by routine internal audits.  There was      no consistent pattern in how the frauds came to light. The      few frauds detected which involved directors or partners      were detected because of (a) routine internal checks; (b)      information from an ex-employee; and (c) when investors      claimed interest and principal on money that was not there.      The less senior management and accounting frauds were often      discovered as a result of (a) routine checks of stock      imbalances, or (b) chance queries from customers or from      DHSS [Social Security] or Inland Revenue which prompted      internal investigations.  In some cases, discovery of the      fraud was delayed by the failure of employees to report on      variances in accordance with laid down procedures.

The UK Audit Commission in its rather limited survey of 1985 came up with the following table of methods of discovery of fraud, based on the 77 instances it found in its 943 replies:

                         %        Input Output Resource Total  

   ---------------------------------------------------------------

     Internal control    52 %     37    1       2         40

     Internal audit      12 %      7            2          9

     Other means         30 %     12    1      10         23 

     Not disclosed        6 %      2            3          4

                                                          ---

                                                          77

Methods of seeking to restrict the amount of fraud an organisation can suffer from fall into a number of discrete headings:

     *    identifying the sorts of fraud to which the           organisation could be susceptible

     *    selecting measures which will deter the perpetration of           these frauds

     *    knowing how to detect fraud once it has taken place

Types of fraud
In chapter 4 a description was given of common types of fraud and some attempt was made to develop a typology:

 +------------------------------------------------------------+

 3 BY PERPETRATOR                                             3

 ¦                                                            ¦

 ¦       Internal: Management                                 ¦

 ¦             Larcenous - no concealment                     ¦

 ¦             Misrepresentation - falsified reality          ¦

 ¦             Manipulation of accounts                       ¦

 ¦             Extortion                                      ¦

 ¦                                                            ¦

 ¦       Internal: Staff                                      ¦

 ¦             Larcenous - no concealment                     ¦

 ¦             Misrepresentation - falsified reality          ¦

 ¦             Manipulation of accounts                       ¦

 ¦             Extortion                                      ¦

 ¦                                                            ¦

 ¦       External: Business Contact                           3

 ¦             Larcenous - no concealment                     ¦

 ¦             Misrepresentation - falsified reality          ¦

 ¦             Manipulation of accounts                       ¦

 ¦             Extortion                                      ¦

 ¦                                                            ¦

 ¦       External: Opportunist Member of the Public or        ¦

 ¦       Criminal                                             ¦

 ¦             Larcenous - no concealment                     ¦

 ¦             Misrepresentation - falsified reality          ¦ ¦             Manipulation of accounts                       ¦

 ¦             Extortion                                      ¦ ¦                                                            ¦ ¦       Collusive                                            ¦ ¦       Employee and Outsider acting in concert              ¦

 3             Larcenous - no concealment                     3 

 ¦             Misrepresentation - falsified reality          ¦

 ¦             Manipulation of accounts                       ¦

 ¦             Extortion                                      ¦

 +------------------------------------------------------------+                                                      

 +------------------------------------------------------------+

 3 BY METHOD                                                  3

 ¦                                                            ¦

 ¦       Thefts - no concealment                              ¦

 ¦       A theft may not be concealed because:                ¦

 ¦         *  the victim's records will not disclose the loss ¦

 ¦         *  although the loss is detected, there is         ¦

 ¦            insufficient evidence to point to any single    ¦

 ¦            perpetrator                                     ¦

 ¦         *  the victim condones the theft                   ¦

 ¦       Some thefts can't be concealed                       ¦

 ¦       Misrepresentation: falsified reality                 ¦

 ¦       The aim is to:                                       ¦

 ¦          * hide or disguise an inventory discrepancy before¦

 ¦            during or after a theft                         ¦

 ¦          * disguise, confuse or delay, identifying the thief

 ¦          * enable the thief to obtain, or continue to obtain

 ¦            a dishonest advantage by deception              ¦

 ¦       Manipulation of Accounts                             ¦

 ¦       This includes:                                       ¦

 ¦           * misrepresenting the value of physical inventor ¦

 ¦           * manipulating the company's books               ¦

 ¦       Extortion and the use of force                       ¦

 +------------------------------------------------------------+

For every business it is possible, if one is prepared to set out to do so,  to identify particular points of weakness:

     *    cash transactions

     *    authorisations to make payments

     *    authorisations to move goods or release services

     *    payroll

     *    expenses claims

     *    commissions and discounts

     *    employment of casual staff

     *    mistake rectification/claims for damaged goods

     *    suspense accounts of any kind

     *    new, or extensively revised areas of business, or           administrative procedures; often these are associated           with computer-based facilities

     *    accounts staff

     *    computer operators

     *    management

     *    employees discontented or disaffected for any reason

Working from these traditional areas of weakness it is possible to home in on particular administrative procedures and see what can be done to strengthen and protect them.

Controlling before the event
The armoury of preventative measures include the following:

     Separation of duties Job specifications should be designed      to ensure that no single person can both authorise the      making of payments and the receipt of goods, or the release      of goods, or the acceptance of payment without receipts.      Accounts staff should be concerned solely with the      processing of payments. Sales staff solely with the      acquisition of orders. Warehouse staff solely with the      dispatch of goods. Computer staff solely with the running of      the electronic information systems. Management staff solely      with management.

     Using twin-key authorisation for particularly sensitive      procedures  Any transaction which involves an unusually      large sum of money or a quantity of goods should require a      counter-signature; if the transaction goes through a      computer system, the counter-signature really ought to be      confirmed via that system.

     Using Journalising The function of journalising is to      provide an adequate audit trail. To an extent it can be used      as a substitute for other fraud control activities

     Checking the controls on input forms and direct methods      of input into a computer  In very large numbers of "computer      frauds",  the computer has worked faultlessly, or failed      only in not spotting that misleading information was being      fed into it. Whether someone is keying information direct      into a computer or preparing a form which someone else uses      in order to key information, great attention must be given      to controlling what happens. Usually, the automatic      numbering of each transaction together with journalising      will provide adequate safeguards

     Controlling output forms and stationery Official stationery      can be used in forgery and other types of deception. Some      output forms carry the authority to release goods or to make      payment. All such forms should carry serial numbers. Test      runs, training sessions and spoils should be properly      logged.

     Testing computer packages employed for the adequacy of      the controls they provide  All computer programs used in a      commercial environment, unless solely concerned with      research work, should include extensive journalising. In the      case of micro-computers, date-and-time stamping will come      from the system clock. The facilities to re-set the clock      should, if at all possible, be removed from the computer and      only used when necessary, and after the event has been      recorded in a a written log.  In an accounts package there      should be several separate files from which an audit trail      can be independently constructed. Word processing packages      should be administered so that automatic back-ups of all      documents kept for at least one year and for six years if      there is any reference to contractual obligations. 

     If a new package is being used, particular care should be      taken during initial installation when the company could be      especially vulnerable as people may take advantage of the      confusion; the usual advice to maintain the old system so      far as possible for a while to run in parallel until      problems have been identified and sorted out. Great care is      required if the package has been custom-written, as there      could be programming flaws

     Having good physical security on warehouses, etc Most frauds      require the acquisition of goods or cash as their final      element. Deceiving or compromising a computer system is      simply a step in this process. Good security on warehouses      and other locations where goods are stored is an essential      element in fraud prevention 

     Having a system of internal audit Very large numbers of      frauds are detected as a result of routine stock checks and      cash reconciliations.

     Having a good employee policy  All the surveys agree that at      least 70 per cent of all fraud is committed by employees;      the figure could be 90 per cent for computer-related fraud,      depending on how you define the term.  Well though-out      policies for recruitment, staff welfare, staff monitoring      and security awareness are cited as among the most effective      measures that can be taken. This theme is pursued in chapter      20. 

Detecting after the event: 

Almost all fraud investigators - policemen of all levels of seniority, accountants, private investigators - seem to agree on one thing: what counts is the investigator's "nose". In terms very similar to those used by the computer security surveyor mentioned at the beginning of Chapter 13, there seems broad agreement that most investigations go through an initial process which is quite unmethodical. There are a number of common indicators that all is not well:

     *    people who appear to enjoy a more extravagant life-          style than one might expect from their likely income           must come under suspicion

     *    companies with poor internal accounting systems often           not only know how much they owe and how much they own           but may have a management that thrives on confusion as           this gives opportunities for minor fiddles

     *    companies that are late in making statutory returns to           the regulatory authorities

     *    situations where there appears to be a multiplicity of           inter-locking companies with elements of common           ownership but also trading extensively with each other

     *    employment situations where there is a considerable           element of perks, covert rewards, large expense claims           or cash-in-hand work

The important thing is not to forget the basic ingredients of information crime:

          -    opportunity to commit in terms of access and means                of disposal

          -    technical skill to carry out the necessary                concealment or deception methods

          -    a motivated individual or individuals

During an investigation, the following advice is particularly helpful during the early stage:

     *    Never overlook the obvious. The majority of frauds           exploit glaring gaps in a system of control and leave           obvious symptoms

     *    Look for deviations from the norm - never seek the most           complex solution

     *    In a fraud, always concentrate on the weakest, most           simple, point.  Most frauds have three elements: theft           act, concealment and conversion. When suspected fraud           appears unduly complex - the rule is "follow the asset"

     *    If accounts have been manipulated or records destroyed,           the person who is most likely to have carried out the           act or had the opportunity is also likely to be           responsible for the substantive act that the           manipulation or destruction conceals.

     *    See if there is any gossip among trade rivals or trade           associates which suggests that anything unusual might           be going on: the availability of cheap supplies or           spares on the market from a previously unknown source           might be one indicator

     *    If, after an investigation of all available facts,           guilt appears to point to one particular person, the           chances are he is the guilty party

If these produce indeterminate results, there are methods with a little more rigour:

     order patterns, stock movement and stock loss patterns the      aim is to compare what a company was doing one or two years      ago and to investigate if there has been any interruption to      normal business; if there has, one wants a reason

     examination of journals computer journals are examined for      unusual activity.  It is sometimes possible to carry out a      computer-aided search to look for, among other things,      access at unusual times, an unusual number of transactions,      the absence of expected transactions, breakdowns, spoils,      mistake rectifications, unusual requests, an unusual number      of failed accesses, or lost passwords

     business ratios these are ratios used by accountants and      investment analysts to compare one company's activities with      trade norms. For example, the current ratio, current assets      divided by current liabilities shows how far a company can      meet its liabilities. An unusually long average collection      period may indicate suppression of cash sales or      opportunities for teaming and lading. An unusual turnover to      inventory ratio may indicate a suppression of sales or an      inflation of inventory

     critical point auditing seeks to identify especially      vulnerable areas in the perpetration of a fraud and to      introduce additional checks on what could be happening. This      could take the form of switching on additional computer      journalising functions    

     created checks is one step further down the line; here the      investigator takes a more active role and creates an      opportunity for a fraud to take place, perhaps by marking      money or goods. A less clandestine method is simply to      introduce spot checks where unheralded audits of warehouse      inventory or cash tills or paperwork are introduced, or      where suspect staff are  requested to submit to physical      searches of their offices, desks, lockers and person 

     observation, if necessary by using closed circuit television

Some of these tests should be used with caution; often they will be insufficient to amount to the sort of evidence that can be produced in a court of law. At the most, they may form the basis of a suitable informal action against the perpetrator. However, legal advice should be sought before embarking on any course that might affect an employee's rights or which could give rise to  an action for defamation of character. Some of these tests may also infringe employees' ideas of privacy and should only be used once definite results have been obtained from less sensitive testing methods.

              ***********  ***********  ************

There are particular problems with using evidence that has been obtained from a computer and it may be difficult to accumulate enough material to full legal action. These matters will re-appear in the next few chapters.

The consequences of a datacrime for a company may easily extend beyond the immediate harm of one individual incident as, rightly or not, many people think that to suffer such a crime indicates a weak and incompetent management. The next chapter addresses this specific issue.

