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         Chapter 12: Methods I: Controlling Information
The next five chapters are all concerned with methods of controlling or limiting exposure to datacrime.  In this chapter we will be examining the ways in which the creation and supply of information around an organisation can be placed under effective management control. In the next, we look at how traditional ideas about personnel management need to be updated to cope with the largest single category of datacriminals, those who are employees of the victim. Chapters 14 and 15 are the most technical in the whole book and cover, respectively, hardware and software aspects of control and prevention.  Chapter 16 deals specifically with fraud. These three chapters are more specifically addressed to those managers who have decided to attempt a DIY approach to security.  1
--------------------------------------------------------------

fn  1 Can I repeat that the purpose of this book is to provide an overview of the problems of datacrime and how to tackle it? There are other books, some of them in handbook format, which aim to provide near-exhaustive solutions to typical problems. Some of these can be found in the bibliography.

---------------------------------------------------------------

Information Control
In organisations where the traditional mainframe computing ethos reigns supreme, software is written in-house, using a library of modules and development tools provided by the computer manufacturer. Rigorous procedures are followed to derive an agreed specification, develop and test, obtain acceptance and finally implement each aspect of the total package. Systems designers involve the "user" managers at frequent intervals, constantly going back for verification of their actual requirements.  Specialist auditors supervise both the development process and ensure that detailed questions are asked about information access and who was authorised to do what, and so on. A company's top management doesn't need to think very much about issues of information control because, on the whole, the development process itself tends to throw up the subject automatically.  The process is expensive but then so is the hardware upon which everything is to operate. Computer programs which help the supervision of the development of other computer programs exist - they keep all the many events necessary to prepare a sophisticated package in step with each other and also carry out many standard audit-type checks, but even with these aids, the methodology is costly.  

Today, overwhelmingly, apart from the very largest and most specialist applications, companies prefer to buy packaged solutions.  These are generic software products for all the standard commercial processes, carefully debugged of programming errors. There are usually facilities to tailor for each separate customer: the customer's name will appear on all the appropriate screens and print-outs, some facilities that an individual customer mightn't need in their business will be suppressed so as to make the program look as uncluttered as possible. 

However, whereas the traditional development process of in-house-written software automatically asked the question: who needs to see what, and when; in the package environment, the writer will have made assumptions about what is likely to be convenient in the "standard" or "typical" business for which he has been writing. Even if the system specification has not mentioned security, the system designer will have had to reach conclusions about which classes of user will use which items of hardware and which items of data. It will be implicit that order entry clerks have some access to the order processsing package - but how much?  Do they really need to be able to read all the orders currently being fulfilled, or should they have just sufficient access to be able to enter one order at a time and check that they have done the work correctly? In the absence of clear instruction, the decision made by the system designer may have more to do with the convenience of getting the job done quickly and efficiently than with the long-term security interests of the client. Even if he has allowed in his "customisation" facilities for special "information control" routines, he can't guarantee that they are used properly in each case.  

As we saw in the last chapter, the people who now buy computer facilities have become used to software prices that are kept low because development costs are shared between a large number of customers. Once, however, the package is to be implemented in a single customer's work-place, the costs of setting up, customisation and checking of security controls can only be done at the price of the daily rate of a suitably-qualified consultant. These costs can very easily exceed those of both the hardware and the basic software combined. 1
----------------------------------------------------------------

fn 1  In a sense, this should not be a deterrent, as the real measure of value is the harm a compromised computer system could inflict on the business as a whole, not the cost of the computer itself. 

--------------------------------------------------------------

The normal situation, therefore, for a manager concerned about information security, is that he has to carry out an analysis not of how he would like his computers to handle information around the organisation, but of what they actually do.  Many decisions will apparently have already been made.  And if the computer user doesn't like what he sees, he has to take after-the-event action.   The task is thus to provide the manager with some method for coping with information control himself. In this chapter therefore, we will examine some of the ways in which a suitable "information control" policy may be formulated and implemented.

Open and Closed Policies
An organisation can determine who sees what and when,  either by taking a series of decisions to deny access in particular circumstances or by deciding to give access in particular circumstances. You could call the first, the "open" approach and the second,  the "closed".  In the open case, the organisation assumes that everything it has should be as widely available as possible and that, where information is identified as being "sensitive" for one reason or another, exclusions should take place on a case by case basis. In the closed,  the organisation says that everything it has and does should be regarded as secret and that information should only be released to employees on a "need to know" basis. 

The open policy has the virtue that employees know what the organisation is up to, and they can use that information constructively to further the organisation's interests. The disadvantage is that employees and others may abuse the information thus obtained. In the world of government security, or at least that world as portrayed in popular fiction and non-fiction, "need to know" is the key policy for limiting the leakage of information; it is the purest example of a "closed" approach. The problem here is that whilst information remains secure, people may lack the information with which to do their jobs properly.  

Most commercial organisations have an "information control" policy which hovers uneasily between the two extremes. A series of pragmatic decisions are made. In pre-computer days such pragmatism worked well enough. The problem now is this: 

     *    computers handle and generate far more information than           manual systems ever could

     *    the elements that make up the information are more           critical to the organisation than they ever used to be

     *    much of a company's assets - cash, inventory, work-in-          progress - and many of its critical activities - the           authorising of payments, payroll,  are handled via           computer systems: the company knows what it has and           does by what the computer represents to it. If the           computer gives a false representation, for whatever           reason, the company suffers

     *    the existence of much of the information is hidden away           from the managers who should be determining how it           should be controlled

     *    computers can be persuaded to create information where           none existed before, simply by producing new useful re-          presentations of raw data they already possess. These           new reports can be extremely useful in the formulation           of new management plans.  The organisation as a whole           may not even be aware of the existence, let alone           the value, of these new information items

However, the computer has brought some benefits: once the organisation has made its decisions about who sees what, the implemenation of those decisions is made much easier:

     *    computers can segregate users and classify information

     *    they can enforce "separation of duties" policies which           are at the heart of preventing fraud

     *    they can provide high quality identification &           authentication of individuals

     *    they can record all the individuals and all the times           particular items of information have been accessed

     *    they provide the possibility of storing information in           an encrypted form

     *    they provide facilities for transmitting data from one           place to another securely

What computers can't do, however, is make decisions about who should see what and when. 

Information Elements and Datasets
At first sight, "controlling information" held on a computer system seems to amount to little more than arranging for that system to have an effective password access facility attached to its front. The managerial problem in a commercial situation, of course, is to decide what "need to know", whether operated from an "open" or "closed" posture,  should actually mean - and also what mechanism should be used in order to reach that decision.  Needing to know is also a function of time and circumstance: you may need to know only if certain conditions become true.  A password protection scheme is a means to achieve management objectives about information security, not an end in itself. 

"Information" includes facts which have value both to the business and to those outside and the representation of cash or assets which, through manipulation or deception of a computer system, can be the subject of a fraud. The first step therefore is to identify these information items, to place a value on them, and to decide how they are to be managed.  

+-----------------------------------------------------------+ 

3          AIMS OF INFORMATION CONTROL POLICY               3

¦                                                           3

¦ A: To prevent fraud                                       ¦

¦ B: To retain confidentiality as between sections of the   ¦

¦    organisation                                           ¦

¦ C: To retain confidentiality & secrets as between the     ¦

¦    organisation and the outside world                     ¦

¦                                                           ¦

+-----------------------------------------------------------+

The trouble is that many companies, unless they have been using computers for a very long time and so have had the question forced on them by systems analysts and auditors, have never really thought much about the information they use and generate; they have simply taken it for granted. 1  The first stage in the management of corporate information resources, therefore, is to institute an audit of them.  The elements - in computerese, they are often referred to as datasets, groups of data which belong to the same family and are found on a database  2 -  can be most easily identified by using the approaches suggested in earlier chapters: look at the administrative flows within the organisation. Essentially there are eight classifications into which information elements may fall -  some may be in several categories:

------------------------------------------------------------

fn 1  Even large companies often have little idea of the information resources they actually possess. As we saw in Chapter 2, large quantities of useful managerial information are created off the back of sales and inventory packages. Indeed in many many industries, the creation, handling and exploitation of "marginal" information in this fashion is a key strategy in developing competitive edge. Much information is created on micros, as opposed to mainframes - and neither systems analysts nor computer auditors spend much time examining micros.

fn 2  A "database" is more than simply a way of looking up facts or names and addresses. For example,  warehouse management or order processing or payroll or sales prospects packages are all really databases, in that facts are stored in them and are called up during processing. In fact, most software packages used in the commercial world, apart from word-processing and design aids, have a considerable "database" element.

-------------------------------------------------------------

     *    cash or the representations of assets 

     *    development information

     *    dynamic information

     *    historic information

     *    information which is not yet public

     *    information that has value to the business and possibly           to outsiders

     *    information which ought to have restricted circulation           within the organisation

They could be generated from any of the organisation's main information system components, eg

     Payroll                                                 

     Warehouse/Inventory/Stock Control                       

     Distribution Supervision                                

     Accounts                                                

     Financial Planning                                      

     Word Processing: Board Minutes, Letters, Internal Memos 

     Research & Development                                  

     Mailing Lists                                           

     Materials Handling                                      

     Manufacture                                             

     Cash Management/EFT                                     

     Electronic Mail                                         

     Management Information/Decision Support                 

     Specialist Applications, eg                             

           Securities Trading                                

           Travel trade booking systems                      

           Insurance Broking                                 

           Design of all kinds                               

           Publishing                                        

           Traffic Management                                

We looked at this list in the previous chapter but whereas then the idea was to emphasise the identification of processes, here we are interested in the information elements or datasets handled by or generated as a result of those processes.  As with the valuation of physical assets, there are several ways in which you can base your estimate of the worth of an information element:

     In the case of the transactions that authorise the making of      payments, movement of goods, purchases, sales - all the      areas where the computer holds representations of the      physical assets of the organisation -

     *    What cash value is being represented?

     *    What controls are in place to limit the associated           authority?

     In the case of corporate information -

     *    What value does it add to the business?

     *    How much did it cost to collect?

     *    What would it cost to re-instate?

     *    What would be the consequences if it were lost:

               - totally?

               - partially?        

     *    What would be the consequences if it fell into "enemy"           hands? (in this case information  is not "lost", it           merely ceases to be unique and may remove competitive           advantage)

     In many cases affecting corporate information, companies      will not want to express "value" in pure monetary terms      largely because that is an almost impossible exercise and      because for most purposes it isn't absolutely necessary:      having asked the questions, it should be possible to grade      each information element on a 1 to 5 or 1 to 10 scale in      terms of importance or criticality.

The importance of this exercise is that it invites management to think in terms of classifying information in terms of "sensitivity", a theme that will be picked up later. 1
------------------------------------------------------------

fn 1 See page >>

-------------------------------------------------------------

Determining access
Having thus identified and valued the information elements, the next step is to determine who needs access to each one. There are several different ways of "having access" to information held on a computer system: principally, you can read information without having the ability to alter it; you can enter information, for example orders, but without having the ability to read any surrounding data; you may be able to both read and write. You may be able to set up new facilities. You may have access to the information you require at all times, or you may be only able to see it in particular circumstances. And there can be all sorts of hybrid combinations.

 +------------------------------------------------------------+

 3                                                            3

 ¦  TYPES OF ACCESS:                                          ¦

 ¦  ================                                          ¦

 ¦   read only                   eg read dataset              ¦

 ¦         automatically                                      ¦

 ¦         with authorisation    eg under special condition   ¦

 ¦                                                            ¦

 ¦   write only                  eg "data entry", orders etc  ¦

 ¦         automatically                                      ¦

 ¦         with authorisation                                 ¦

 ¦                                                            ¦

 ¦   amend only                  eg amend dataset but not     ¦

 ¦         automatically           create new entries         ¦

 ¦         with authorisation                                 ¦

 ¦                                                            ¦

 ¦   copy & duplicate only       eg collect from dataset      3

 ¦                                                            ¦

 ¦   read and amend/write, etc   full authorisation           ¦

 ¦                                                            ¦

 ¦   authorise others            give permission to others    ¦

 ¦                                                            ¦

 ¦   "dual key"                  two people required before   ¦

 ¦                               dataset can be used          ¦

 ¦                                                            ¦

 ¦   supervise                   set up and modify aims of    ¦ ¦                               dataset, act as administrator¦

 ¦                               (This need not include the   ¦ ¦                               right to enter, write, amend ¦ ¦                               or read substantive data, but¦ ¦                               often it does)               ¦

 +------------------------------------------------------------+

Thus, for each dataset and each computer user, you have a very large number of combinations which you can describe in a grid, of which the one given here is a considerable simplification.

                 +------------------------------------------+

                 3 DS  3 DS  3 DS  3 DS  3 DS  3 DS  3 DS   3

                 ¦  A  ¦  B  ¦  C  ¦  D  ¦  E  ¦  F  ¦  G   ¦

 +----------------------------------------------------------+

 ¦ Employee 1    ¦  -  ¦ r   3 rw  ¦  -  ¦  -  ¦ rw  ¦  -   ¦

 +----------------------------------------------------------+

 ¦ Employee 2    ¦  -  ¦ -   ¦ w   ¦  -  ¦  -  ¦ r   ¦  -   ¦

 +----------------------------------------------------------+

 ¦ Employee 3    ¦  -  ¦ r   ¦ aw  ¦  -  ¦  -  ¦ r   ¦  -   ¦

 +----------------------------------------------------------+

 ¦ Employee 4    ¦ srw ¦ rw  ¦ rw  ¦ rw  ¦ rw  ¦ rw  ¦ rw   ¦

 +----------------------------------------------------------+

 ¦ Employee 6    ¦  r  ¦ -   ¦ rw  ¦ rw  ¦ -   ¦ -   ¦  -   ¦

 +----------------------------------------------------------+

 ¦ Employee 7    ¦  -  ¦ r   ¦ r   ¦ r   ¦ rw  ¦ -   ¦  -   ¦

 +----------------------------------------------------------+

 ¦ Employee 8    ¦  -  3 r   ¦ rw  ¦  -  ¦ rw  ¦ -   ¦  -   ¦

 +----------------------------------------------------------+ ¦ Employee 9    ¦  rw ¦ rw  ¦ srw ¦ r   ¦ rw  ¦ rw  ¦  -   ¦

 +----------------------------------------------------------+

 DS = dataset; r = read; w = write; a = amend; s = supervise

In all but the most basic of situations, working out a complete grid to cover the entire information resource of an organisation is clearly beyond the supervision of any single individual. However, the decisions go to the heart of keeping an organisation secure and techniques have to be found to make them manageable. 

There are a number of ways in which the process can be simplified:

     1    Divide staff with computer access into those who do           line jobs - shop-floor staff, clerks, secretaries, etc           - and those who manage. Regard the former as members of           a closed system - they see nothing unless they have a           specific need. Treat the latter, who should be fewer in           number, as being in an open system - they see           everything unless they have been specifically excluded.            1 
---------------------------------------------------------------

fn  1  For this purpose, I am assuming an ordinary commercial organisation; clearly a company with a defence contract or possessed of important commercial secrets would need to be treated as a wholly "closed" system

-----------------------------------------------------------

     2    Start with the processes of greatest vulnerability. In           both this chapter and the previous one we have           stressed the importance of considering threats to           computer systems as part of the larger subject of           threats to the business as a whole. Now it is true that           fraudsters are able to take advantage of any loophole           anywhere, but obviously areas where payments or the           movement of goods can be authorised are the most           vulnerable. In terms of valuable information, an in-          house classification process (Internal, Confidential,           Secret & Confidential) is an obvious first step from           which other decisions can flow.

     3    Observe the fundamental rules about separation of           functions: so far as possible, ensure that no           significant harm can come to the organisation without           wide-spread collusion; don't allow too much authority           to rest with just one individual; if, in a manual           system you would want an authorisation to be counter-          signed, don't tolerate a computer-based system which           allows the event to take place without "counter-          signature". The traditional areas where separation of           functions is particularly important are:

          *    authority for payment

          *    authority to move goods

          *    authority to make purchases

          *    authority to grant discounts, etc

          *    payroll

          *    signing (or production of) cheques, etc

     4    Break the overall task into a series of sub-tasks which           can be delegated to appropriate department heads. Ask           them what they need to be able to do on the computer           and why - and for each department get at least one           external invigilator to check what is being proposed. 

     5    You can also ask each department to propose how it           would classify its various datasets  (Internal,           Confidential, Secret & Confidential), electronic and           print, from the point of view of

          *    information which is not yet public

          *    information that has value to the business and                possibly to outsiders

          *    information which ought to have restricted                circulation within the organisation, for example,                payroll/salary, Board minutes

          Some writers on Information Resource Managment promote           the concept of the Information Owner. They suggest that           each person or department who creates (or supervises           the creation of) information is responsible for, among           other things, the quality of that data, as well as its           control and security. Thus a sales department is the           "owner" of the sales figures, and so on.   

Clearly, if the route is taken to delegate decisions about information access, then the entire process will need supervision from the top. An organisation's top management can be the only body that sets the objectives and standards for the exercise and ensures that they are properly and consistently carried through. Even then, it must be remembered that what is happening is a meresubstitute for something which would be extremely costly - a full external audit.

Particular problem areas
There are a number of areas that are especially worth highlighting; they show how "information control" is also a matter of limiting physical access to computer facilities, a theme picked up in the next chapter:

     Paper documents Although this book is primarily concerned      with the effects of computers, "information security"      encompasses material in print, and in people's memories as      well as electronically-stored data. Although I believe that      within a very few years a great deal of industrial espionage      will be carried out by the stealing of electronic storage,      the fact is that today overwhelmingly what is sought is      paper-based: reports, minutes, computer print-outs. 

     Stationery  Access to authentic stationery is critical in a      number of frauds: letterheads are useful in cases of forgery      and deception. Most companies have forms which authorise      payments or the movement of goods. Many companies even      generate cheques via special printers. Stationery supplies      should be carefully controlled; wherever possible      authorising documents should be pre-printed with serial      numbers. A log should be kept on test runs and spoilt      stationery

     Corporate data  This is information used by top management      and their immediate advisors to plan strategy. Today, this      is nearly always maintained on desk-top PCs, using word-     processors, spreadsheets like Lotus and SuperCalc, databases      and, perhaps, display graphics. Corporate data may also      include lists of important contacts.  The information held      on a single floppy disk could easily be worth millions if it      contains details about a take-over strategy or a new product      development. PCs are particularly difficult to secure      through either hardware or software devices

     Organizations with rival computing facilities The company      with the single, centralised computer resource is now a      rarity: most organisations have a whole raft of individual      computers, sometimes talking to each other, sometimes not.      With machines being purchased out of petty cash, information      "control" can become a joke: work is duplicated, or the same      job done in slightly different (and incompatible) forms. 

     Preventing the industrial spy  There are certain      circumstances in which businesses are more likely to      be vulnerable to the activities of industrial espionage      agents; these include:

     *    during take-overs

     *    prior to the issue of annual or half-yearly results

     *    prior to new product launches or ad campaigns

     An IE professional is unlikely to be in the direct employ of      anyone you know.

     The first task is to warn all those who handle "sensitive"      information of the possibility of an attack. All relevant      information should be placed within an appropriate security      classification. Records of documents and work-discs,      together with important modifications should all be      placed in a central log kept by one person. Work-discs      should not be allowed out of the room in which they are      normally used without the fact being recorded in the log.      Each print-out of sensitive documents should be      individually numbered; if appropriate, subtle changes to      each copy, for example word-spacing in a particular      paragraph, can be made so that, if photocopies appear, its      source can be more readily identified. Procedures for the      handling of visitors to corporate headquarters should be      strengthened.

 +------------------------------------------------------------+

 3ITEMS SOUGHT BY INDUSTRIAL ESPIONAGE AGENTS                 3                 

 ¦                                                            ¦

 ¦Internal memoranda                                          ¦

 ¦Sales figures                                               ¦

 ¦Production costings                                         ¦

 ¦Marketing plans                                             ¦

 ¦R & D                                                       ¦

 ¦Consultancy reports                                         ¦

 ¦Mailing Lists                                               ¦

 ¦Printers' Proofs of Reports, Ads, etc to be published       ¦

 ¦Any of the above in computer-readbale form                  ¦

 ¦Organisation charts                                         ¦

 ¦Telephone Directories                                       ¦

 ¦Floor Plans                                                 ¦

 ¦Passes                                                      ¦

 ¦Keys, metal and magnetic                                    ¦

 ¦Contents of waste-paper bins, particularly near photocopiers¦

 ¦Discarded printer ribbons                                   ¦

 ¦                                                            ¦

 +------------------------------------------------------------+

     Discouraging the internal hacker Most employees with any      spark of curiosity will at some stage develop a fascination      with the computers an organisation uses. Most employees,      used to such perks as "free" telephone calls, will see      nothing wrong in borrowing a little computer time for      private purposes. 1  I am not convinced that, for the      majority of commercial organisations, with no requirement to      safeguard heavy-duty secrets, a policy seeking totally to      suppress internal hacking activity is a good idea.

-------------------------------------------------------------

fn  1 See Chapter 7

------------------------------------------------------------- 

     Rather, the task should be to contain it within limits that      the organisation's computer resources can stand and which      employees, if asked, would agree was "fair". To succeed in      this policy, the following elements are necessary:

     *    any data which the organisation regards as critical           must be properly secured so that only the most           determined effort by the unauthorised can reach it

     *    an employee security awareness policy must be in place           which stresses both the requirement of the organisation           to safeguard its data and to explain that abuse of a           computer can, at the very least, cause considerable           degradation of all computer services

     *    encouragement must be given to employee self-training           in computer useage, perhaps even a "play area" with           bits of software and hardware to try out

     *    a warning of strict penalties for abuse of privileges,           such as running an independent business using the           organisation's resources, taking up too much of the           processing and storage power of the machines, and           attempting to access data which is plainly           confidential. 

     This approach, if implemented (and it will not suit all      environments), set an explicit standard of behaviour. Most      employees will consider they are being awarded a privilege      and will resent those who abuse it. 

     Discouraging the external hacker  If people unconnected with      your organisation are able to get into your computer system,      the chances are that your level of security is exceptionally      low and that you are wide open to many other forms of abuse.      Most external hacks do not cause much damage in themselves;      the substantive harm usually arises from the publicity      because it throws doubt on the competence of the computer      owner. So, the first bit of advice about preventing the      external hacker is: use the access control facilities you      already have. Most external hackers can be discouraged      simply by using password facilities properly.  1 Most      hackers have just one method of operation: password      acquisition. The laziest obtain phone numbers and passwords      from friends, sometimes via the informal electronic bulletin      board system. More creative hackers rely on knowledge of the      way in which systems are set up, and certain default files,      passwords and commands.

     Some of the more important anti-hacker devices are discussed      later, but to anticipate:

     *    warn your legitimate users to guard their passwords           carefully

     *    don't publish your phone numbers unnecessarily, in           fact, if you can aviod it, don't even advertise that you           exist

     *    consider carefully whether you need to have your           computer ports available all the time: can they be           opened up only by previous request?

     *    don't have informative log-on pages which tell browsers           what the system is

     *    ensure that, during sign-on, the actual characters of           the password are not shown on screen, but that stars or           dashes are echoed back

     *    consider using dial-back modems: these devices are           similar to ordinary modems in that they convert tones           sent down telephone lines into electrical states that           computers can read. A dial-back modem, however, does           not admit a user automatically: it provides its own           log-on screen and requires a password of its own before           deciding to recognise a valid user. Once it has decided           to accept someone, it closes the telephone line down           and starts to ring up the identified user at a           telephone number that has been pre-designated for that           person. Only when he has been called back and re-          identified himself will the user be able to gain access           to the computer itself. 

          Dial-back modems  1 are not the universal answer to           computer security:

          -    they assume that valid users will always be                operating from only one location, and hence one                telephone number; they are difficult to operate if                the user-base is on the move

          -    their effectiveness is reduced if non-authorised                people can gain physical access to authorised                terminals

          -    they provide only a single-stage protection to                computer access; once the user has gained                admittance to the computer, it may still be                necessary to restrict his ability to see                particular files and use certain facilities

----------------------------------------------------------

fn  1 Dial-back modems are a good example of how some computer security devices provide illusory benfits, see page >>

---------------------------------------------------------

Some of the more complex devices available are reviewed in chapter 15. 

The easiest advice a security consultant can give to an organisation about protecting the flow of information is to restrict everything to a "need to know" basis. Modern commercial organisations, however, thrive and grow partly because of the free flow of information, supplying managers and others with ever more detail of how their business actually works and providing more opportunities for development. In the end, therefore, no one except the organisation's management can decidewhere to strike the balance. And they can only mnake the decision if they have carried out the appropriate analysis of how their business actually uses information. 

