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                   Chapter 17: Limiting Damage
Sometime at the end of October 1984 a PR man employed by BT's Prestel service became aware that a popular national newspaper, the Daily Mail, had a lead for its front page:  "Codebusters spy on hidden royal messages."  The substance of the story was that "three break-in experts - known as hackers" had managed to take almost complete control of the Prestel service. To demonstrate their success, they had been able to log on to the service under the password of the Duke of Edinburgh and had originated an electronic message under his name:

     I do so enjoy puzzles and games. Ta Ta. Pip! Pip!

                           H R H Hacker
According to the newspaper story, they also managed to edit pages masquerading as one of Prestel's most prestigious publishers, Financial Times International Financial Alert
     FT NEWSFLASH!!!    L=1 = $50
The story came at a bad time. Prestel had missed its highly-publicised targets for the number of users it had hoped to have connected by that date.  Many of the original publisher-partners it had contracted with to provide services had left; new ones were coming along, but they were cautious. Prestel wanted to develop extensive electronic messaging services and to build up home banking, home shopping and to distribute large amounts of live information from the City's financial markets. It was extraordinarily vulnerable to crises of confidence.  With all the benefit of hindsight, we can see how British Telecom consistently made all the wrong moves.  Many computer crises which organisations will face will not come from hackers but, because Prestel's mishandling was so complete and because nearly all of the details came out in open court when two of the hackers involved were charged with forgery, it is worth spending some time in listing out their mistakes. There can be no doubt that the damage Prestel eventually suffered was considerably exacerbated by its own clumsiness and failure to think clearly what its priorities should be.

There was nothing particularly wrong with the security facilities the Prestel system had, as it was delivered to those who had to operate it: users have to input a passnumber of fourteen digits before being admitted. They are given three tries; after the third they are disconnected and have to redial. Each page on Prestel (it is a page-orientated rather than file-orientated service) can be placed in any of a number of Closed User Groups which can be defined as to membership by Prestel staff or, for their own pages, by information publishers contracted to Prestel. However, like any other security system, it is only as good as those who administer it.

In December 1983, Prestel had received an assessment of BT's computer security prepared by the Manchester-based National Computing Centre; there is some dispute as to how far this report referred specifically to Prestel itself but in general it warned BT management that security awareness was low. In February 1984, one of the hackers found he was able to enter Prestel under the passnumber 222222222 1234. No passnumber of this level of simplicity should have been allowed. He discovered he was logged on as a Prestel official and as such was a member of a number of exclusive Closed User Groups; among other things, he had access to hidden system information, including phone numbers to development computers. (In fact, though he didn't know it, some of this information was available, quite independently, on bulletin boards at the same time ). Between February and October the phone numbers to these computers remained unchanged. He and the friends he told could reach the log-on pages but, lacking passwords, could get no further.  In early October, he discovered that the log-on page to the Gateway Test machine had written across it the system manager's password. This gave him access, not only to the Gateway Test machine at the most fundamental level, but also to the live public service. He and his colleagues spent two weeks exploring the extent of the breach they had discovered; among other things, they found they had access to all passwords for all users on the main public service, including those with the right to edit on the system. They informed BT (via an intermediary) on October 23rd. The following day BT appears to have told the intermediary that the matter was "under control".

Up to this point, the mistakes Prestel staff had made were all to do with extreme carelessness in handling security:  

     -    they neglected to heed the warnings of the NCC about           the poor level of computer security in December 1983

     -    they permitted a sensitive internal account to carry an           "obvious" pass-number

     -    they failed to realise that a phone number of their           Gateway Test machine was published on bulletin boards

     -    they tolerated a situation where the system-manager's           pass-number to their development machine appeared on           the log-on page so that all any caller had to do was           copy it in order to gain admission

     -    the development machine held unnecessarily sensitive           data which could be used on "live" machines

     -    they failed to respond effectively when told privately           of the security breach

In fact, the matter was not under control because the hackers - there were now four of them - could still enter the Prestel computers as they wanted. One of their number decided to tell the Daily Mail and, before running the story, the paper thought it ought to elicit a comment from Prestel. It is at this point that Prestel had to make some quick decisions about what their priorities should be and how, in consequence they should act. One possibility for them would have been to issue a statement along the lines:

     British Telecom is aware that a number of irresponsible      individuals may have been able to access part of the Prestel      facilities that are not normally available to ordinary      users. British Telecom condemns such activities. It is not      convinced that the Daily Mail story is entirely correct but      is completing an urgent enquiry into what happened. If      necessary, security procedures will be tightened up and, in      so far as lapses by BT staff may have aided the situation,      they will be disciplined.

     BT is not willing to discuss in public any specific security      measures.

An unfortunate statement to have to make, but one that was substantially true and which would effectively have killed off press interest after a day or two. BT could have followed up by testing the sincerity of the previously made offers of help from the hackers and could have given their publisher-associates a rather more detailed explanation in private.

Instead of this, Prestel appears to have fallen into a state of high moral panic. On the day the story appeared, BT moved into action and warned all users to change their passwords. Thereafter the priority appears to have been to "get" the hackers. On the same day a call-logger was installed on the phone of Robert Schifreen, the original discoverer of the 222222222 1234 passnumber.  This identified numbers dialled and the duration of each call, but not the content. Four days afterwards a data-logger was also attached; this machine captures the contents of any data messages, but omits any conventional voice traffic.  1  A call-logger was attached to the phone of one of the others a few days later still with a data-logger following shortly afterwards. Little attempt seems to have been made to ensure that the substantive security loophole had been closed.  The two hackers continued to explore the system untroubled by the security measures introduced by Prestel staff; Schifreen himself appeared in silhouette on television a month later to demonstrate Vampire, the device that monitors the port status of all the Prestel computers and which should under no circumstances be available to non-Prestel staff. By the third week of March 1985, BT had accumulated enough evidence as a result of the taps provided by the call-loggers and data-loggers to assemble charges of forgery against the two;  they, but not the others involved,  were arrested and eventually charged.

------------------------------------------------------------

fn  1 Doubts have been expressed whether the use of what was in effect a telephone tap without a properly issued warrant was quite legal; however the events took place before the coming into force of the Interception of Communications Act 1985

--------------------------------------------------------------- 

A number of court appearances followed whilst evidence continued to be accumulated and assessed. Eventually there was a committal at a magistrates' court. On each of these occasions, there was considerable press interest and no doubt, BT told themselves that the message that was coming over was "Hackers Beware". Equally strongly another message was being broadcast: "Prestel has terrible security"

No one came well out of the sequence of events: the damage in terms of Prestel facilities abused during the hacks amounted to less than a few hundred pounds; the substantive damage was to Prestel's reputation and that they made worse by their actions; had they moved in time, no news story need ever have appeared. There may be additional reasons, but Prestel has not prospered and BT's 1987 strategy is to reposition the original concept by renaming it BT Information Services, limiting the scope of its ambitions and changing the style of management. It was not only BT that suffered; one hacker lost his job and the other decided it was better to resign his; both were eventually convicted of forgery, fined and made to pay legal costs. Sixteen months later, the Appeal Court came to the conclusion that no offence of forgery had been committed. 

The two biggest mistakes BT made, once the breach was public and out of their control, were not to know what its priorities ought to be and not to have a disaster recovery plan.

Planning for Disaster
A datacrime disaster can take many forms: it may be a phone call from a news organisation, it may be the discovery one morning that vast sums of money have disappeared, that a computer centre has been blown up, it could be an extorsive demand. The disaster may have happened in full public view; it may for the moment be private, but with the ever growing possibility that the matter becomes public.  How should such a disaster be handled?

Any plan should revolve around five pre-occupations:

     *    you must preserve the business as much as you can; any           processes that have been stopped by the disaster must           be re-started as soon as possible, if necessary by           using stand-by equipment; all your actions must be           directed to considering what the main goals of the           business are

     *    some risks can be laid off by the taking out of           appropriate insurance policies

     *    you should be able to identify a team of people with           clear responsibilities to tide you over the crisis;           some will see that the organisation's functions carry           on as normal, some will be concerned with the recovery           of damaged equipment, some with investigating what           really happened, some with PR

     *    there could be extensive legal implications: a crime           may have been committed, but contracts may have been           broken, there could be civil liabilities to a variety           of people and there may be insurance claims to be made.           In all of these instances it is important that evidence           of what has happened is accumulated

     *    if there is the slightest chance that matters become           public, a carefully considered PR policy is essential           to re-assure customers, trade associates, share-holders           and the public

Above all, the aim must be to compartmentalise and contain the disaster so that as many of the organisation's regular staff can go about their normal business.

All companies that use computers ought to have computer disaster plans - for all those regular perils of fire, flood, electricity failure and equipment theft. Many of the plans that you put into operation for recovery from a datacrime disaster will be very similar to those for more natural calamities.

 +---------------------------------------------------------------------+ 

 3 Disaster Recovery Plan                                              3

 ¦                                                                     ¦

 ¦ The aim of such a plan is to identify, in advance,  priorities      ¦

 ¦ and to locate the resources needed after a disaster:                ¦

 ¦                                                                     ¦

 ¦     who needs to be involved?                                       ¦

 ¦           internal staff                                            ¦

 ¦                 disaster recovery team (see below)                  ¦

 ¦                 technicians and other line staff                    ¦

 ¦           external consultants                                      ¦

 ¦                 lawyers                                             ¦

 ¦                 auditors                                            ¦

 ¦                 investigators                                       ¦

 ¦           third-party suppliers                                     ¦

 ¦                 hardware                                            ¦

 ¦                 software                                            3

 ¦                 comms links                                         ¦

 ¦                 peripherals suppliers                               ¦

 ¦                                                                     ¦

 ¦     what are the organisation's most important aims?                ¦

 ¦           which processes and products must be kept on the          ¦

 ¦           move?                                                     ¦

 ¦           which customers and suppliers must be kept happy?         ¦

 ¦           is the mechanism for collecting, receiving and paying     ¦

 ¦           out money intact?                                         ¦ ¦           does the organisation depend on having the confidence     ¦

 ¦           of customers, suppliers and the public?                   ¦ ¦           are share-holders nervous?                                ¦ ¦                                                                     ¦ ¦     back-up files                                                   ¦

 ¦           are there the usual arrangements for keeping back-        ¦

 ¦           ups?                                                      ¦

 ¦           have these been damaged by recent events?                 ¦

 ¦           how out-of-date is the last back-up?                      ¦

 ¦                                                                     ¦

 ¦     stand-by equipment                                              ¦

 ¦           are there the usual arrangements for stand-by             ¦ ¦           equipment? are they adequate?                             ¦

 ¦           how soon can they be brought into being?                  ¦

 ¦           what is the loss involved, in time, disruption to         ¦ ¦           business, and money?                                      ¦

 ¦                                                                     ¦

 ¦     insurance cover                                                 ¦

 +---------------------------------------------------------------------+

But extra considerations apply in the event of a datacrime: a number of the aims an organisation might set itself may conflict. Nowhere is this more likely than the twin requirements of keeping the business going and collecting evidence of what has happened.

 +---------------------------------------------------------------------+

 3DataCrime Recovery: Immediate steps                                  3

 ¦                                                                     ¦

 ¦   Determine what has actually occurred                              ¦

 ¦         accidental?                                                 ¦

 ¦         deliberate?                                                 ¦

 ¦                                                                     ¦

 ¦   Record all events as you discover what has happened and as        ¦

 ¦    you decide to take action                                        ¦

 ¦                                                                     ¦

 ¦   Pause before closing system down                                  ¦

 ¦         will system still function?                                 ¦

 ¦         is it possible evidence in temporary memory will be         ¦

 ¦          destroyed?                                                 ¦

 ¦                                                                     ¦

 ¦   Decide whether act is in fact illegal before calling police       ¦

 ¦    - do you need to call police immediately?                        ¦

 ¦                                                                     ¦

 ¦   Attempt to determine level of sophistication                      ¦

 ¦                                                                     ¦

 ¦   Attempt to produce preliminary list of suspects (or class         ¦

 ¦    of suspects) - do not make any accusations until you have        ¦

 ¦    full legal advice                                                ¦

 ¦                                                                     ¦

 ¦   Identify motives                                                  ¦

 ¦                                                                     ¦ ¦   Contact appropriate security staff, external consultants,         ¦

 ¦    if on retainer, perhaps lawyers                                  ¦ ¦                                                                     ¦ ¦   Identify any witnesses                                            ¦ ¦                                                                     ¦

 ¦   Do not handle any evidence                                        ¦

 ¦                                                                     ¦

 ¦   Take advice from security consultant and EDP manager about        ¦

 ¦    possibility of re-starting normal operations                     ¦

 ¦                                                                     ¦

 ¦   Take legal and other specialist advice before making any          ¦

 ¦    accusations                                                      ¦

 ¦                                                                     ¦

 ¦   Locate insurance policy                                           ¦

 ¦                                                                     ¦

 +---------------------------------------------------------------------+

Publicity
Time and again, a great deal of the damage organisations have suffered as a result of datacrimes has come, not so much from the immediate incident,  as from the result of perceptions the rest of the world has had about the victim's level of competence and security.  That some of these perceptions have been mistaken and the result of the general public's fear and lack of knowledge about "computer crime" doesn't alter the quality and extent of the damage which can include:

     *    lack of confidence by customers and potential customers           leading to lowering of turnover

     *    lack of confidence by trading partners leading to           shorter and less good credit lines; perhaps earlier           payment of debts and loans

     *    lack of confidence among investors leading to fall in           share price; in extreme cases this can result in           requests for swift management changes irrespective of           what caused the "computer crime" and to unwelcome take-          over approaches

     *    anxiety among staff, both that suspicion may fall on           them and that jobs may be lost. The anxiety may be           quite prolonged if there are extensive internal           investigations

For these reasons, a carefully thought-out public relations policy is not an option but may be the difference between survival and death. No insurance policy covers an organisation for adverse publicity.

Public relations is not a question simply of "putting the best face" on matters or employing some smooth press-massager; it requires an agenda of objectives. Even if you think it is possible that a particular incident may never become public, it is best to assume that somehow or other, a version of the truth will emerge. You must know how to handle it.  Sometimes you may not even have this luxury, as when the organisation's management first hears of a calamity from the press.

There are a number of guidelines which can usefully be followed:

     *    decide who is in charge of PR; for preference it should           not be an organisation's chief executive, although he           or she may be brought in to make a brief statement. The           PR man should have the job of communicating to the           press, both discovering how much they know and their           level of interest as well as acting as the           organisation's official voice.  Everybody else should           be forbidden to speak to the press but should be told           to direct enquiries to the official PR. All this is           essential to prevent rumours and misunderstandings           multiplying

     *    try and get the initiative as soon as possible. If news           of the calamity emerges within the organisation,           consider making a pre-emptive statement with angles           that favour the organisation. If it is decided to wait           and see if news leaks out, be ready with an explanation           of the incident. If news comes from the press, ask for           time to ascertain the facts in as rounded a fashion as           possible, and use the time to work out a coherent           strategy

     *    have a clear agenda of priorities in giving out news.           The press's requirement is for as sensational a story           as the facts appear to allow; an organisation's           priorities are in maintaining the confidence of           customers, trading partners, banks, investors and work-          force. Each of these separate groups will need to hear           different sorts of reassurance; it may be possible to           use the press for this purpose, but more direct methods           - phone calls, letters, and so on - may be more           effective

     *    make sure that the PR man is given adequate technical           information about the incidents and that he is           competent to explain them to others. If getting to the           bottom of the incident is taking time and the press are           demanding explanations, tell them why the investigation           appears to be moving slowly. Dismiss questions that are           clearly speculation.

     *    do not tell lies and do not make serious omissions from           your explanations; if you do and you are caught out           this will deepen the crisis, as no one will ever again          believe what you say. What you can, and indeed should,           do is present the events in context: if a computer has           worked well but has been misled by the actions of an           employee, say so. If a computer has had a breakdown but           everything is fully backed up and duplicated, say so.           If the potential loss is small in relation to the           overall business, say so. If hackers, internal or           external, have made a nuisance of themselves, explain           that whilst the incident is regrettable, very little           damage or breach of confidentiality actually occurred

          Wherever possible, seek to place the incident in as           unimportant a light as possible; refer to other           similar incidents and suggest that what has happened is           an unfortunate but by no means abnormal hazard of doing           business

     *    withholding a certain amount of information on the           grounds of security is usually considered acceptable,           provided that no information essential to assessing the           level of damage to the company is later shown to have           withheld

It will, of course, be necessary to refrain from public comments that could impact on legal proceedings, either criminal or civil, or which could give rise to a claim for defamation.

It may be the case that the organisation acquires enough evidence to be able to lay information before the police or to bring a civil action for damages or breach of contract.  In the case of suspected crimes, the "upright citizen" advice is to report to the authorities and to support a prosecution.  On reflection, this may not always be the best course:

     *    any court hearing will broadcast news of the incident;           there is no guarantee that the story that emerges will           show the organisation in a good light; indeed, because           evidence is given under oath, all sorts of information           about the company which it might prefer to keep to           itself may come out

     *    because of the general absence of laws covering           computer-related crime and in particular because of           difficulties in handling computer-based evidence, any           police investigation might be protracted, will involve           many members of staff who could be employed in earning           money for the company, may mean that vital computer           resources are kept unavailable while evidence is           collected and may result in no prosecution           following

     *    even if competent police investigators find what they           regard as adequate evidence, the prosecuting           authorities may decline to initiate a case; even if a           case goes to court, there could be many hearings, at           which senior company officials will be required, and           the case could still fail at that point.

It is too easy for writers to suggest that victims should always prosecute; whilst the substantive law and the machinery of justice for computer-related crimes remains so inadequate, going to law can actually compound the victim's loss without offering much guarantee that perpetrators are punished or potential perpetrators deterred.

Insurance
One of the most effective ways to limit exposure the financial consequences of any sort is to insure against those risks which cannot easily be eliminated by risk-control measures.  There are a number of computer insurances on the market which address the various elements of exposure relating to computer systems, including property damage, business interruption and crime.  A number of these forms of insurance were developed in the days when computers were in their infancy and these policies may not reflect the way in which businesses actually use computer-based information systems today. An organisation will probably need to arrange a number of separate policies to cover the variety of risks to which they are exposed. There are a number of risks for which no cover is available. 

The following are traditional areas of available insurance coverage:

Physical damage, loss, through fire, flooding and other hazards
This type of cover is little different from that available to offices, factories, shops and the equipment therein contained. It solely concerned with the physical incarnation of the computer and its peripherals. It includes:

     *    damage to hardware

     *    damage to data; it is assumed that back-ups are           properly maintained, so that compensation would be for           the media upon which the data is maintained, and for           the costs of data restoration, including recent data           for which there is no back-up. In some policies the           cover for restoration of data appears in the "business           interruption" section.

     *    damage to blank media 

     *    theft, of the physical incarnation of the computer,           peripherals and disc media. Again, it is assumed that           back-ups of data are available

Additional Costs Damage having occurred, there may be many short-term additional costs incurred to keep the business going and to avoid more serious loss of revenue or turnover. Typically insurance cover can handle these costs for periods up to six months. They would include the cost of hiring an alternate computer, temporary assistance from third party suppliers, additional salaries and over-time for existing employees. 

Interruption to business  Apart from additional costs,   the other large area of consequential loss is that due to loss of revenue or turnover, because the business is not able to function normally for a period following damage. This type of insurance covers normal business operations and is usually calculated by estimating what the revenue or turnover would have been had the damage not occurred,  comparing that with the revenue or turnover made in previous comparable business periods. 

Fidelity  Fidelity insurance provides protection against the misbehaviour of employees and is the usual anti-embezzlement measure.

Employer's liability, Occupier's liability  These are areas of standard business cover: employer's liability is for claims by employees for injury, disease, sickness or loss as a result of accidents at work or the working environment; ; occupier's liability covers claims by non-employees who suffer accident on the organisation's premises, provided that their presence there was lawful.

These insurances do not usually cover the loss or failure of software; in the assessment of the interruption of business, insurers make reference to a previous business period. They do not address directly such problems as unauthorised access to or use of, a computer; or software and data manipulation, except in relation to pure restoration costs. They provide no cover against industrial espionage, particularly if data has merely been copied and no data media has been stolen; in either eventuality, of course, insurance cover would be difficult to arrange since such losses are almost impossible to measure.

There are a number of specialist policies available for particular industries: financial services can use the Bankers' Blanket Bond and the Lloyds Electronic and Computer Crime Policy, and indeed this area is the one currently with the most highly developed sense of how computers and communications networks are used. Nevertheless these specialist covers only address the crime risks and there is still the need separately to insure the damage and interruption risks.

Many insurance companies and brokers are very interested in developing computer-related policies that are more comprehensive and reflect more accurately the increasing integration of computers within business. However, they are hampered by a lack of knowledge of how to assess risk in each case - and so set realistic premiums - and by the state of the law, which as we will see in chapter 18, has some difficulty in coping with evidence from computers.

