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                 Chapter 1: Setting the Scene 

Entering a large supermarket or department store in the second half of the 1980s is an experience superficially hardly different from visiting the same establishment ten years earlier. The particular pattern of selling - attractively presented and well-lit shelves from which you load a trolley or wire basket,  a wide range of carefully-selected goods, the general absence of staff compared with the traditional retail outlet  and the check-out where your money is taken - had been well established in most Western countries several years before the mid 1970s. Indeed, there was nothing unusual or abnormal about self-service fifteen years before that at the beginning of the 1960s.

For the observer, asked to compare the late 1980s appearance of the store with how it had been in the 1970s, the most obvious feature upon which to light would be the change in prices. All would of course have gone up in the absolute units of currency - inflation will have seen to that - though using the more accurate measure of determining how many hours a customer must work in order to earn enough to purchase a given item, many goods will actually prove to be cheaper. Product lines will have changed slightly in line with fashion and innovation.  In a food store, it will probably be possible to detect changes of emphasis rather than essentials - more fresh, additive-free goods, for example, a tribute to greater concern about health. Again,  the range of products will have increased but the number of competitive brands in each category may have diminished. Overall, some smaller and medium-sized supermarkets and department stores near traditional town- and city- centre shopping areas will have been closed down, although their parent companies are still highly profitable. Large, out-of-town mega-warehouses or hypermarkets have become more important. But such alterations seem natural and evolutionary; some stores are managed well and prosper, others fail to detect changing consumer interests and go into decline.

The check-out system superficially appears more-or-less unchanged over the ten-year period. The queues are the same, the level of attention from the clerk or assistant - usually very low - is the same. Many products now carry printed bar-codes containing product identification and price information, but only a very few stores are beginning to use them. Some stores do operate semi-automated price entry into the tills - often using wands to read magnetic strips on the price label or lasers to read product bar codes and here and there are (at the time of writing) sporadic experiments in full-scale EFT/POS: electronic funds transfer at point-of-sale, where a bank or credit card is wiped into a machine and your credit status is checked; after your bill has been calculated, an automatic and immediate deduction is made from your bank current account or credit card account. But these are only experiments and although they will be with us properly in the next few years, nationally recognised and widely-adopted systems for EFT/POS have yet to come into being.

This observer, unless primed before hand, would have missed the most important transformation. For the changes that have taken place behind the scenes have been profound. Competition between all such stores for access to the consumer's household purse has been intense; the principal form of that competition has been an extended and continuing price war - with comparatively minor battles being fought in terms of product quality and store "image". The only substantive strategies in the war have been to become ever more efficient in the use of shelf-space, in the management of stock turnover, in the accuracy and sharpness of identifying customer requirements, in the assessment of areas of marginal profit and in the squeezing of suppliers for keener and keener pricing. The weapons in the war have been computers.

In the efficient supermarket or retail store, computers watch everything - not only reporting on every item that is sold so that it may be re-ordered in exactly the right quantity and at exactly the right time, but also assessing product lines against each other: how much turnover and profit is a given length of shelving providing, is one brand being preferred against another, and if so, is this due to a special promotion or an advertising campaign?  Would a given range of products do better at another site within the store - and if this is the case, what are the implications for all the other in-store 'sites' that must now be re-allocated?  What longer term trends can be detected?  How well is the test marketing of the new product launch progressing? How is one branch of a supermarket chain doing against another?  What regional or cultural differences can be found between stores in different neighbourhoods or geographical locations - and what can be learnt from that?  Finally, the computers will be managing the cash-flow with particular care. Bills will be paid at the last possible moment, the existence of any spare pool of cash at the end of the trading day being placed in the hands of the company's treasurer, who, if the Group is large enough, may seek to earn a little overnight interest from a bank.

Not only do the computers produce endless reports, they even make some of the actual decisions about when to re-order. Why leave such matters to a human who may not notice that demand is up and the shelves are emptying? Or that capital is being tied up and shop-space wasted by slow-moving lines?  When introducing a new product-line, an external data-feed can provide demographics - information about the social profile of given catchment areas - the proportions of young families to childless couples to single people, of high wage-earners to unemployed, of old to young, and so on.   By taking a data-feed from an agency supplying long-term weather forecasting, a store can ensure that its stocks react to changing purchasing patterns when the climate becomes suddenly hot, or cold, or wet or drought-ridden.   Using "expert systems" software (sometimes misleadingly called artificial intelligence), computers can detect patterns of stock turnover that might be missed by mere mortals - and can act on them. In fact, why not get the computer in the supermarket warehouse to talk direct to the computer in the warehouse of the supplier?  Such a linkage avoids double-keying of orders made and fulfilled,  and also enables the supplier to have the information with which to anticipate his customer's needs, plan production accordingly and hence offer a keener price.  In the case of food, the traditional supply chain of the farmer, the wholesale market and the retail outlet is being by-passed. Farmers, now themselves very industrial creatures in their methods, supply direct, saving the supermarket the margins of any intermediaries and getting fresher produce to the shopper. Though it's a subject for another book, the retail trade has seen a profound shift of power: ten or fifteen years ago, power lay with suppliers and manufacturers; today, it is those organisations that control the distribution networks and the places-of-sale that can dictate terms to the manufacturers. It couldn't be done without computers. The supermarket has been providing "superhuman" services for some time while still preserving an unchanged outward appearance. The growth of the use of computers in supermarkets in fact started properly in the early 1960s but has come a very long way since then.  Sainsbury's, one of the largest UK operators, serves six million customers a week and has an annual turnover of L=3.5 bn. It has 260 outlets and 60 warehouses. In addition to all the check-out tills, over 1000 screens and printers are necessary for managerial, supervisory and programming requirements. 180 of its stores have their own minicomputers and there are two computer centres with large mainframes. An ICL report in the UK in 1987 stated that 20 per cent of British points-of-sale were backed by electronic systems, but, by the following year, the figure would be 36 per cent. By 1993, 40 per cent would have laser-readers. These statistics include small single-unit retail outlets as well as the large multiples.

Supermarkets and department stores are not usually thought repositories of "high tech". You can visit one and never see anything that looks obviously like a computer terminal. The branch managers and staff of supermarkets don't often think of themselves as being involved in computers or information technology. Whereas the first generations of computers were often undoubtedly acquired by commercial companies of all kinds with little clear view as to how they were to be used - the "reason" often was that a computer salesman had told them that they were "on the point of" selling a machine to their most obvious rival - computers are now bought as a matter of essential survival. Competitive companies have to become ever more efficient and the computer is what provides that efficiency. 

What has happened in retail distribution has been replicated in many other industries and professions. Superficially the essential business activity appears unaltered, but the computer has long been providing a huge range of services in support of efficient management.  The Information Revolution, fifteen years ago a phrase used by academics and parroted by office equipment salesmen, is now well well advanced. It would be an unwise social critic who, at this point, tried to calculate all its effects up to date and an even less wise one who attempted much detailed prediction.

In this book we have more narrow concerns: nearly every organisation is changing important aspects of its information and decision-making systems every three years or so, some even more frequently. Traditional controls over the organisation's affairs and assets are having to be scrapped as competition forces the introduction of newer and newer systems. The Information Revolution has brought many benefits; it has also made every participant, conscious or otherwise, unbelievably vulnerable. For the priority of the new systems has been efficiency in the management of resources; security is hardly ever properly considered.

Understanding the Information Revolution

A book with the title DataTheft ought, at first sight, to be limited to descriptions of appalling computer crimes and proscriptions of methods for their prevention. It wouldn't do the job. Profound changes are under way in all businesses and organisations as a result of the mass availability of computing power. Because so much has been written in anticipation about this emerging revolution there is a considerable danger that people believe they understand what is happening; what needs to be said now is that the changes already identifiable are importantly different and other from those predicted, even a very few years ago. It is almost impossible to live in the middle of a extensive social and cultural revolution and keep alert to all the consequences; indeed, our instincts for survival, as Alvin Toffler identified in his 1970 book, Future Shock, make us want to hope that change - the process by which the future invades our lives - is much less profound than is actually the case. Many of the present problems of datacrime result from a failure of system owners to understand how the computer has changed for ever the range of criminal opportunities and motives.  

So, some form of instant historic recapitulation and re-interpretation of the Information Revolution, still only in its very early stages, is unavoidable:   Every so often, particular technical inventions have triggered a series of events with such an enormous impact on society that the only appropriate adjective is the over-worked word "revolutionary". In the countries of the northern hemisphere these transforming breakthroughs of the last two-and-a-half centuries have included the discovery of crop rotation, the process of learning how to manufacture machinery, the powered rotary printing press (which made mass-market newspapers, magazines and books possible), the coming of the railways, electric power, the techniques of the mass-assembly line and the telephone. For the countries of the Third World you would single out the arrival of large ships able to carry cargo - thus enabling the advanced world to commence its (initially) one-sided trade of exploitation - and the coming of the mass media which taught the Third World what advanced countries were like and that they could, if they wished, try to become like them. 

Such revolutions as these technologies cause are different from their political counter-parts: there is no direct equivalent of: "One month you are being ruled by a Czar, then there's fighting in the streets; after a short while, things settle down, the President of a Committee of People's Representatives says he is in charge, and everyone addresses each other as 'Comrade'". By contrast, changes in technological revolutions are non-linear and highly unpredictable, each small change causing many others. 

The direct consequence of Trevithick's road locomotive of 1801 was not simply Stephenson's success with The Rocket on the Stockton & Darlington railway in 1825 nor even the world's first passenger railway between Liverpool and Manchester in 1830. It was that, for the first time, it was no longer necessary for manufactured goods to be produced from raw materials all found in one location, assembled at that location and sold and consumed at that location. Materials could come from anywhere, be assembled at the most convenient point and sold everywhere. Certain industries received special stimulus: the output of pig-iron in Britain was 678,000 tons in 1830 and 2,701,000 by 1852; coal output was 10m tons in 1800 and 100m in 1865. Exports rose from L69m in 1830 to L197m in 1850, the emphasis shifting from textiles towards coal and iron fabrications. Vast quantities of population movement took place, nearly 200,000 being directly employed constructing railways by 1848, but at least ten times as many taking advantage of easy communications to migrate to where the new industrial work was. In this sense, Trevithick's steam-driven road vehicle stands in direct line as the begetter of both the modern industrial city and the British Empire.  It also introduced, for the first time on a nation-wide basis, a synchronised clock time. Before the regular running of railways, what use was "the exact time"?

These revolutions are also different in the time-scale of their effects. Although they do touch all parts of society eventually, they act on different sections at different speeds, whereas a political revolution tends to hit all areas of a nation almost simultaneously, or none. This is why living through a technological revolution seems at times deceptively placid and gives sceptics the chance to argue that the enthusiasts have got it wrong: whilst change can be perceived all around, the lives of many individuals and groups will for extended periods appear relatively unaltered. One reason for this is that technical change has its impact initially at a commercial level on an industry by industry basis, with demographic effects following afterwards. If the industry in which you earn your living is sufficiently remote from the new technology, your life-pattern could remain the same for some considerable time. A second reason is that these revolutions are more exponential in their growth than linear. A simple illustration of exponentialism is the old one of the lily in the pond which doubles in area coverage every day. Five days before the day the pond is completely covered, under expontential growth, only one-thirty-second of the surface has any lilies on it at all and on the day before the pond is engulfed, only half its area is covered. 1
--------------------------------------------------------------

fn 1 This is not a description of how lilies actually behave in ponds - their development rate is slower and a pond's natural ecosystem tends to hold growth in check as the lilies expand - nor is it an assertion that all revolutionary technological change takes place at pure exponential rates;  it is however, a vivid image of what exponentialism means.

------------------------------------------------------------

The Information Revolution is not directly about computers and data communications: it is about their effects. The collection of information of all kinds and its subsequent intelligent processing is the equivalent (though don't make the mistake of pushing the analogy too far) of the Victorian railway line. The people directly employed in the obvious computer industries are not those upon whom the eye ought to be fixed; it is what they are making possible for everyone else.

Even if the computer industry provides not a jot more innovation over the next twenty years but merely carries on the production lines of the existing models (an event unlikely in the extreme), the changes already triggered - and their chains of consequences - the specific revolution which I identify as having really started in the late 1970s - are going to be astonishing.

The Integrated Computer Resource

As we saw in the opening section of this chapter,  the changes in the supermarket industry are not visibly being driven by computer-derived or any other technological innovation. The impetus comes from competition between the industry leaders as they struggle to identify ever more accurately what their customers want and how to deliver it. In industry after industry, office after office, the pattern is repeated. It is the computer's ability to collect and manipulate data in useful ways - and the effective utilisation of that power by managers - that has made the strides of the last decade possible.

Most organisations believe that they have installed computers to carry out particular tasks; on the contrary, their computers now perform such a range of functions to optimise the benefits of the resources employed and to provide assistance to management decisions - in some cases effectively making those decisions - that the proper phrase for what has happened is computer integration.

Originally, computers were installed to carry out particular, well-defined functions:  inventory, order processing, payroll,accounts. Once all the data required to carry out these functions are fed into computers, many more facets of the company's activities can be examined. Questions can be asked that would not have been worth formulating before computerisation because deriving the answers would have been impossibly tedious and expensive. Marry together the data from a warehouse inventory/stock control system with information from salesmen's orders and you can determine, among other things: what is selling where, what seasonal and regional sales patterns exist, how far the inventory needs to anticipate consumer demand, how late the purchase of raw materials and the commitment to manufacture can be timed and still please the customer, how to manage the organisation's working capital more effectively, and so on. The marginal cost of most of these extra items of information, once the basic systems have been installed, is often remarkably low. And once a company has come to rely for its decision-making on the availability of these answers, the word "installation" is no longer adequate: the computers have become integrated into the very fabric of the organisation's existence.

The change and significance from having computers installed in order to service specific functions for organisations to regarding them as fully integrated within them has been largely unperceived and unrecognised. There has, of course, been no clearly identifiable event in the life of most organisations that definitively marks the passage from installation to integration.

A computer which is merely installed can genuinely be regarded as just another item of machinery, and its operators can be seen as particularly skilled and inventive specialist machine-minders. Once a Chief Executive Officer recognises that the organisation's computer resources and data networks are integrated with and indivisible from the organisation itself, then managing those resources and the assets they contain takes on a substantially different cast. And the risks associated with computer malfunction or abuse - however caused - become vastly more critical. 

Information in many different forms is therefore as much an asset of a company as its buildings, stock, proprietaries, goodwill, staff and cash. If the information flow stops, the company stops. If the information is corrupted, the management lose their ability to make proper decisions. If information representing sales figures and market projections ends up in the hands of a rival, the company can lose competitive edge. If the information is misleading in its totalling up of the company's physical assets - or can be made to mislead - the company can be defrauded. If the information is money itself - the automated drawing of cheques, authorisations for payment, the validation of credit lines, or (just seriously beginning) EFT/POS, fraud can happen again. If the company's facilities for collecting and processing information are abused because someone is using the computers and data network for personal enterprise, the company loses yet again.

There is a further change that takes place in organisations that are computer-integrated, one that will be examined in the next chapter: decision-making becomes quite different and new centres of power and authority arise, threatening traditional managers. Some of the displaced managers will turn to datacrime as a form of covert or overt revenge for disappointed careers. 

Computer-supported Manufacture/Computer Aided Manufacture

There are degrees to which the integration of computers has taken place within organisations: ask most people about computers in manufacturing and they will initially think of robot-dominated assembly lines and the development of new products using vdus that present the designer's ideas every which way in a cascade of brilliant visuals. The general name for this is CAD/CAM - Computer Aided Design / Computer Aided Manufacture.

But this is simply to look at the glossy, glamorous end of current possibilities. What is now commonplace for many manufacturing concerns is computer supported manufacture - to determine critical resource flows, to quantify materials requirements, to optimise the use of machinery (even if the machines themselves are run by humans and not robots), to control the movement of materials, to advise management and sales when products will be ready for dispatch.  Such computer facilities, even for quite large manufacturing concerns, can be run on relatively insignificant-looking desk-top micros supported by semi-specialised software packages. 

Just as in the supermarket where computer resources originally introduced to smarten up warehousing, re-ordering and accounts procedures grew into a powerful management instrument which transformed the whole business, so in manufacturing Job Progress Reporting, Materials Requirement Planning, and Sales Order Handling facilities are beginning to enable managers in manufacturing to change the whole emphasis and thrust of their businesses. In many traditional mechanical and electrical engineering concerns of all kinds, it is usually considered necessary to maintain stocks against demand not only of finished goods, but also of components and raw materials. Only in this way is there a guarantee that customers' demands can be quickly met. However these inventories can represent considerable sums of tied-up working capital. Further, the company's sales staff may find that what they have in the warehouse is not precisely what the customers are asking for. It may even be that the company doesn't have in stock all the components to assemble the required product. What computer-based information systems in manufacturing offer is the opportunity to Make to Order, rather than Make to Sell.

There have always been industries, of course, where customers have been prepared for long waiting periods to get delivery of what they want. As the new information systems become ever cheaper, more and more factories have been able to tailor manufacture more precisely to demand. Consumer goods - kitchen, home appliance, DIY, home entertainment - are all affected by fashion to a remarkable degree. Competitive manufacturers need to be able to offer the precise range of finishes and features that customers want. Should the maker of microwave ovens concentrate on basic switch on/switch off models at the lowest possible selling price, or offer knobs and lights, delayed action timers, temperature probes and combinations with other forms of cooking? Do the paying public want their home stereos in discreet matt black with slider controls, in shiny chrome with rotary knobs and multi-coloured displays, or concealed in fake Chippendale?   The later the manufacturer can postpone commitments about his final production line, the more up-to-date can be the sales and market research data upon which the decisions are made.

In a more extreme form, the information process can be developed into what is called Just In Time (JIT) methods. Here, the manufacturer, often in association with his key suppliers, maintains no stock of anything. All he provides is the production environment and skills. When the order arrives, the computer system works out a set of carefully-timed materials requirements and associated work-flows. Every item is delivered and handled Just In Time and the manufacturer can offer his customer very quick supply of exactly what was asked for - and retain the savings of not having to maintain speculative stocks of materials. These techniques are now in use within some of the world's leading vehicle manufacturers as well as in a number of well-known heavy engineering companies. Just In Time, in its purest form,  can only work for certain sorts of manufactured goods serving particular areas of demand, and obviously there are many situations in which the costings simply don't make sense - too much machinery, skilled labour and other fixed costs may be left idle so that what is gained from minimal stockholding is lost in expensive under-used overhead. But elements of the JIT approach can be seen in very many companies. As with the supermarket, the final appearance of the products of the manufacturing concern may be little altered by the new management technique; in fact, decision making and the utilisation of human and machine resources will have been drastically mutated.  

Process control, where a machine tool is run by a computer, is also much more unexceptional than is often imagined. Numerically controlled machine tools date back to the early 1950s and computer-controlled machine tools started being installed in the early 1960s. Many of today's machine tools don't look very different from their purely mechanical predecessors. They certainly don't have the appearance of the traditional humanoid robot of decades of science fictionalising. Computer-driven machine tools are often simply machines which use computers for repetitious and detailed accuracy; they are much more reliable than purely mechanical control mechanisms and much easier to reprogram for other purposes.

Slightly more advanced, but also increasingly commonplace are machine tools with sensing capabilities, able to modify their actions in the light of what is perceived to be happening in the outside world and so make its own decisions about adjustments. The future of this technology depends on the developing of a whole range of sensory probes, including reliable pseudo-visual devices, and the software to interpret what is happening. Once this has been done, the software to link together a large number of manufacturing modules and meld them into a harmonious whole already exists. 

Not very far down the line is Computer Integrated Manufacture, or CIM. Here the ambition is to tie together CAD/CAM design and manufacture techniques with Materials Requirement Planning and Sales Office facilities. Some of the leading computer manufacturers are already using such processes to assemble their own products. In some cases, this is linked in to automated (robotic) delivery of materials within factories and, ultimately, to  "pick and pack" warehouse technologies, where robots locate the required elements of a finished order, pack, and deliver to a dispatch bay. GM's Detroit production facilities contain some 40,000 intelligent devices. They are not yet (1987) all linked together as they come from a variety of suppliers each of which implement their own command language.  However, agreement on a universally-accepted protocol for all such machines and controllers is not far off. Computer manufacturers already have in place the beginnings of an agreed industry-wide standard to enable equipment from different suppliers to be easily connected. It is called MAP - Manufacturing Automated Protocol.

But what has already happened, even without this extent of sophistication, is that there are large number of apparently everyday objects on sale that could not have been designed or manufactured (or at least at an affordable price) other than by computer aid.

>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>

INSERT TABLE

>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>

The table gives an indication of the range of possibilities all the way from the automation of manual processes through the invention of products and services which could not exist but for the computer and to the completely automated process the size of a company or industry gives no indication of the extent to which computer-supported manufacture may actually be used:

 1.0  Movement from installation to integration - management       information, as opposed to process by process

 2.0  Standard applications

       2.1  Order processing

       2.2  Warehousing/inventory/stock control

       2.3  Payroll

       2.4  Corporate finance plans

 3.0  Early forms of management information - in the form of

      standardised computer print-outs

       3.1  Sales analysis

           3.1.1  by product

           3.1.2  by territory

           3.1.3  by salesman

           3.1.4  by time period

       3.2  Cost analysis

       3.3  Target/actual comparisons

           3.3.1  sales

           3.3.2  production

           3.3.3  corporate finance

 4.0  Later forms of management information - the manager

      can design his own requirements - formulate his own

      questions and the way in which the answers are

      presented

       4.1  Sales analysis - as before, but in much more detail

           4.1.1  by product

           4.1.2  by territory

           4.1.3  by salesman

           4.1.4  by time period

       4.2  Cost analysis

           4.2.1  raw materials

           4.2.2  production process

           4.2.3  warehousing

           4.2.4  distribution

           4.2.5  cost of sales

           4.2.6  retail discounts

       4.3  Market research findings

       4.4  Marketing analyses

           4.4.1  cost of research

           4.4.2  product development

           4.4.3  production costs

           4.4.4  sales costs

           4.4.5  distribution costs

           4.4.6  retail discounts costs

       4.5  Input from suppliers and customers

           4.5.1  suppliers production lines/warehouse inventory

           4.5.2  customers actual requirements

       4.6  Projections of possible future activity - using

            computer modelling packages

       4.7  Target/actual comparisons

           4.7.1  sales

           4.7.2  production

           4.7.3  corporate finance

           4.7.4  sensitivity analyses

 5.0  Management data that is allowed to "feedback"

      decisions without human intervention

       5.1  re-ordering of standard stock lines

       5.2  ordering up of contigency stock lines

       5.3  generating mail-out lists

       5.4  initiating sales pushes based on past performance

       5.5  delivering stock to customers based on past

            performance

 6.0  Computer-Controlled production lines - extended mass

      production lines under computer administration

       6.1  labour supervision

       6.2  supplies supervision

       6.3  individual machine supervision

       6.4  break-down reporting

       6.5  timings supervision

       6.6  reports to top management

       6.7  reports to warehousing

       6.8  reports to sales

       6.9  reports to corporate finance

      6.10  reports to suppliers

      6.11  reports to customers

 7.0  Automated production lines -  extended mass production

      lines substantially under computer control  - and

      using robots as well as computer-aided administration -       IBM's CIM, DEC's MAP; Flexible Machine Systems (FMS) able       to produce several variants on the same basic product       formula without stopping or re-tooling 

       7.1  labour and robot supervision

       7.2  supplies supervision

       7.3  individual machine supervision

       7.4  break-down reporting

       7.5  timings supervision

       7.6  reports to top management

       7.7  reports to warehousing

       7.8  reports to sales

       7.9  reports to corporate finance

      7.10  reports to suppliers

      7.11  reports to customers

 8.0  Computer-aided manufacture >> computer-aided design

       8.1  products that can only be made by computer-driven

            machines (or can only be made at acceptable costs

            using computer aids)

       8.2  products which require computer-aided design, either

            to permit conception in the first place, or to give

            variety and detail to a basis idea, or to deliver at

            an acceptable cost

 9.0  Services that could not exist but for computer aid

       9.1  market research analysis

       9.2  customised and individualised services

       9.3  high-speed response services

>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>

What is being developed, at great expense, for the world's largest manufacturing companies, is likely to appear in much cheaper form a few years' hence. In even small specialist factories, general purpose programmable sensing machine tools will receive their instructions from programs developed on cheap CAD work-stations on which the software "fills in" the rough ideas of the designer - and then, from a few basic concepts, produces designs for a whole range of notional alternative versions. The process whereby these facilities move down market will be little different from the way in which wordprocessors have, within ten years, dropped to 3 per cent (in money units, more allowing for inflation) of the cost of the original offerings.  

What will also have happened will be a vast increase in dependence on the computer information systems. As we will see later on, a small act of sabotage at a critical point could bring the entire company to an unseemly and permanent halt. These new schemes tend to need fewer human operators and though in the longer term some redeployment may take place, in the immediate future, resentment - and worse - could be common. Adding productivity measurement routines to these sophisticated programs is a trivial matter in terms of pure technical achievement; they could be a source of even more resentment.

Only very few manufacturers will be able to withstand the 

blandishments of the new combinations of technology; competition from their rivals will see to that. But, without a very carefully thought-out security policy, they will become fearfully exposed.  Their survival will depend on the continuous reliability of the flow of data through the factory floor and beyond. And increasingly, it will be the designs of the products rather than the existence of a large pool of skilled workers that become the key asset for the long term. Those designs will exist as software and data - complete instructions to be fed into off-the-shelf general purpose computer-driven machine tools - and a malign individual could walk out with them all on a few square centimetres of magnetic or laser disc storage.

Datatheft and the Information Revolution
The other great area apart from the retail and manufacturing industries where the information revolution has had uncalculated effects has been the office and the ways in which organisations make decisions. In particular we must look, in the next chapter, at the profound and on-going reverberations from the arrival of the desk-top work-station and those who use it.

It takes time thoroughly to test out the byways of computer systems; modules which individually work in a perfectly satisfactory fashion by themselves turn out, when linked together, to exhibit all sorts of peculiar behaviour. The rate at which new systems are being introduced is increasing all the time.  The drive behind the Information Revolution is competition, not pure technology.  Almost the last consideration to be introduced into all these new systems has been security; almost no thought has been given to the extraordinary exposure of risk that the hapless acquirers of these new systems now face.  It is with this omission that the remainder of this book is concerned.

_

