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          Chapter 11: Prevention: Assessing the Risks
With this chapter I must switch writing styles. Up till now I have concentrated on describing and analysing the phenomenon of datacrime, setting it in a social and historic context and identifying the main areas of hazard.  But the time has come to produce explicit advice for the manager who wishes to know how to tackle the problems described - and to speak to those individuals directly. So, from a description of the risks we move to prevention and methods. In this chapter we will be describing the ways in which the specific risks facing an individual organisation can be realistically assessed. 

"Sympathetic magic" is the term used by anthropologists and students of religion to describe belief systems which suggest that by associating like with like, supernatural results may be obtained. If a patient's illness turns his complexion red, a cure can be found from a plant with reddish flowers or leaves; if there's someone whom you dislike, making a wax model of them and sticking pins in it will give your enemy severe discomfort, and so on. Unfortunately the planning of security for many information systems seems to place heavy reliance on this discredited theory. Too often DP managers and those to whom they report appear to think that the spending of money on almost any device associated with computer security - encryption, dial-back modems, Tempest-protected vdus, access control packages - somehow accomplishes the aim of total protection.

Ask most corporate managers about their computer systems and, nearly always, they will march you down to a well-guarded, air-conditioned and sterile room filled with large metal and glass cabinets and glowing vdus. The first thing that must be understood is that what you are being asked to look at is not the whole of "the computer system"; what you and your guide may be gazing at is the heart of the computer hardware, perhaps where the largest sums of money have been spent, but it is still only a part.  The other common fault with the traditional "computer security survey" is that it tends to concentrate almost exclusively on computer rooms, hardware installations, the weaknesses of operating systems and applications software, data storage and other "computer" problems.  What this approach fails to identify are the actual risks to the business. What you need to do is to understand what your computer system does for the organisation: you must concentrate initially on the extent of your dependence on it and to examine this in the light, not of hardware or software, but in terms of administrative flows 1  or processes or tasks through the company.

--------------------------------------------------------------

fn 1  See Chapter 8, p >>. Problems specifically associated with hardware and software and examined in subsequent chapters  

--------------------------------------------------------------

There is of course no real alternative to making a proper assessment of the risks that a particular organisation and its information systems are likely to be running. The aims of risk assessment are as follows:

     *    to identify risks to which an organisation might be           exposed

     *    to quantify those risks that have been identified so           that the value of avoidance or reduction is known

     *    to avoid such risks as can be eliminated in a cost-          effective way

     *    to reduce those risks that can't be eliminated to           acceptable levels

     *    to identify risks which can be retained because they           are too small to be significant

     *    to identify risks that can be covered by insurance, so           that the burden of the risks are transferred
Very large corporations, or those that require very individual forms of insurance, can call in the services of specialist risk assessors. 1  Apart from their inherent skills and experience, what they offer is a degree of detachment from the business that is to be analysed.  Here are the main headings under which a risk assessment should be carried out; if you like, the various "triggers" to indicate that preventative action is called for. In following chapters we will review the various solutions that are available.

-------------------------------------------------------------

fn 1  A number of readers may be familiar with the practice of the computer audit, which is often carried out as an extension of the traditional auditing of assets and financial controls. It is wider in scope than a straight-forward security review and aims to identify weakness in administration and control and to supervise the way in which software is developed. Many of the standard works on computer auditing assume that their readers will be working with mainframes carrying software that has been largely written in-house. They also operate on the premise that, since so much has already been spent on hardware and software, a small additional budget on auditors is quite acceptable. The trouble is, today many significant computer operations can be run on hardware you can buy in any shopping precinct for $3000 to $4000 and package software costing from under $50 to about $1000 unless the application is very specialied; the rate for the  computer audit function, however, hasn't dropped and, whereas today's prices for computer software are a reflection of the fact that development costs are shared by the many customers for each package, auditing is by definition unique to each customer.  $5000 does not buy very many hours of an effective auditor's time.   Whilst the $5000 hardware and software combination will almost certainly be doing its job, as advertised, what no one can assess is the care with which the computer has been integrated into the company's (or department's) administrative controls. Self-auditing is distinctly risky, but better than nothing. The particular problems of small companies is examined later.

---------------------------------------------------------------

Preparation

Managers who conduct risk assessments on their own business are quite likely to be too biased in their analyses, holding back from judgement in some cases and suffering from unwarranted paranoia in others. However, with risk assessment surveys costing per day at least as much as other forms of top flight management consultancy, many managers will feel they have no alternative but to carry out the work themselves.

A certain amount of mental preparation is essential: 

     *    you must seek to view your organisation in the way that           outsiders, your employees or business rivals do;

     *    you must try and to develop and then maintain an           overview of your business and the information systems           upon which it depends;

     *    you must base your judgements on the known           statistics of what forms of information crime are           common, given your sort of business and facilities; 

     *    you must resist the temptation to give people the           benefit of the doubt: taking prudent precaution against           datacrime is not the same as accusing some-one of a           specific crime;

     *    do not, at the risk assessment stage, get too involved           in purely technical, computer-based problems; still           less should you worry about computer-based solutions;

     *    in fact, during risk assessment, don't even think too           much about solutions - that ought to be a quite           separate phase of decision-making

Defining the business    

The first step of this risk assessment is to prepare a realistic and dispassionate list of the tangible and intangible assets of the business - not so much in terms of the preparation of an annual report or balance sheet, but to answer the question: what have you got that others might want?   The following questions are designed to help you view your business risks objectively.

Let's begin by looking at the assets of businesses in general and who might be interested in them:

     The Business itself
     Who might want to destroy it?

     Who might want to own it?

     What value can you put on reputation and goodwill?

     Assets of the business of interest to employees
     These are the main categories of asset likely to be involved      if employees try to commit datacrimes:

            - payroll

            - commissions, etc

            - inventory/stock that can be sold on

            - information that can be sold to third parties

            - petty cash

            - equipment that can be used for private purposes

            - intangible resources

     Assets of the business of interest to trade associates &      rivals
     These are what your customers and trade rivals might be      interested in:

            - inventory/stock

            - equipment

            - R & D

            - proprietary designs, etc

            - internal sales figures, project costings, lists of

              suppliers, lists of customers, financial planning

              documents, tender documents and other sales proposals,

              advertising schedules

            - market research results

            - details of staff (in order that the best might be

              approached)

     Assets of the business of interest to criminals
     Criminals would tend to go after the following:

            - cash

            - inventory

            - anything which could be used in blackmail

     Assets of the business of interest to idealogues
     In most businesses, there would be no single asset of      interest to most idealogues, but if the business becomes the      hate symbol of some ideological movement, there would be      political advantage in stopping the company functioning, and      computer systems may be a suitable means of achieving this.

Next we must look at the individual specific business: how vulnerable is it?   The answers to these questions will affect the extent to which the company can survive an unexpected crisis.

     *    Is it a private or a public company? Who owns the           shares? Is there a Stock Exchange quote? How much           information about its activities is available publicly?

     *    What is its state of financial health? What are the           borrowings?  Are there cash reserves? How far are           credit-lines strung out? 

     *    What is the business's main asset base? Is it property,           or machinery, or special supply lines, or legally-          protected proprietaries, or the skills of its staff?

     *    How vulnerable is the business to competition? If the           company falters, will others quickly step in to take           advantage? Is the business run on narrow profit           margins? Is it a market leader or market follower?

     *    How many operating sites does the business use? The           more sites there are, the more difficult the company is           to manage and the more dependent it becomes on its           communications facilities.

     *    How dependent is the business on its information           systems? Are the computer services a fully integrated           feature or are they genuinely ancillary? Could there           be a fall-back to manual methods? Is there a back-up           system, how good is it, how quickly can it be brought           into action? How long is it possible to survive with           compromised information facilities? 1
----------------------------------------------------------------

fn 1 See also below p >>

----------------------------------------------------------------

     *    How vulnerable is the business to crises of confidence?           Certain businesses are expected to be able to handle           confidential information, or large sums of money, or to           manage themselves well. News of a compromised computer           or fraudulent employees would have an effect on public           and customer confidence long after the substantive           problem had been solved.

     *    How strong are the existing precautions to maintain the           physical assets of the business?

Many forms of datacrime are associated with employees. Discontented employees, even if they do not themselves indulge in acts which are fraudulent or against the company's interests, are often willing to condone such activities in others. A number of frauds carried out principally by outsiders require the collusion of staff. It is thus essential to form a view of the business's workforce.

     *    in general, the larger the work-force, the greater           proportionately the chances of misbehaviour: unless           particular effort is made, employees of large companies           tend to feel alienated from the business objectives of           the company and are thus more likely to acquiesce in           ripping the company off. In larger companies, too,           pockets of misplaced or disaffected employees are           likely to exist, following management changes.

     *    are there more management tiers than the business           strictly requires?  Middle managers who are kept on           after they are no longer needed form a prime class of           potential fraudsters: they have the knowledge of the           company's internal workings, they have time on their           hands, and they have little future prospects.

     *    are there particular groups of workers whose jobs are           especially critical to the functioning of the business?           Such people may not be particularly high in the           corporate hierarchy or possessed of special skills;           however, they will be responsible for the operation of            some "vital point". 1
-------------------------------------------------------------

fn 1  See below page >>-------------------------------------------------------------

     *    how good are employee/management relations? Is there a           history of industrial unrest - for whatever reason? If           the workforce is unionised, how good are the           relationships with the trade unions?

     *    what are staff turnover rates? How do they compare with           the norms of the industry and the local area?  High           turnover indicates a workforce that may not feel           committed to the company. On the other hand, some of           the most insidious frauds have been committed by long-          term employees.

     *    how do staff remuneration rates compare? If staff are           underpaid they will probably have a low level of           loyalty. However, very high rates of payment may           indicate particularly strong union activity either now           or in the recent past. This too can be a pointer to low           loyalty levels.

     *    is the organisation expanding or contracting?           Contracting companies tend to have staff that are           unsettled. They are more prone to want to look after           themselves and may also be more willing to talk about           the company's internal affairs to outsiders.

     *    how far are freelancers, temps and sub-contractors           used? do they have access to sensitive information and           services?

     *    how good are the existing vetting and employment review           policy?  Are references properly taken up? Are they           sufficiently thorough so that enough is known about           employees to weed out the dishonest and to spot the           growth of personal difficulties?

We now turn to the outside world: to what extent is the business vulnerable to the activities of such trade associates as suppliers and customers?  Given the opportunity and a lack of moral scruple, what damage might a trade rival be able to carry out?   You should list out both your associates and rivals and identify what they could do.

     Would they be interested in:

     *    poaching your existing customers?

     *    identifying your suppliers?

     *    reading your internal financial planning documents?

     *    learning your marketing plans?

     *    acquiring the results of your R & D?

     *    acquiring your best staff?

     *    gathering information so that they can mount a take-          over offer?

Could their staff conspire with your staff in a bit of private enterprise to rip you off?

Analysing your Information Systems and Resources

How dependent are you on your information systems - if the systems went down, how quickly could you recover - if you don't recover quickly, how soon will the company be irredeemably damaged?

To answer the questions effectively, you should draw up a list of the principal tasks your computer systems provide, and then calculate the problems associated with failure of each one of these functions, individually and collectively. In effect, you will be carrying out an audit of your resources, listing them and, eventually ascribing degrees of "sensitivity" for each case. The theme of the information system audit will re-appear in the next few chapters. The resouces/tasks could include:

  +-----------------------------------------------------------+

  ¦  Payroll                                                  ¦

  ¦  Warehouse/Inventory/Stock Control                        ¦

  ¦  Distribution Supervision                                 ¦

  ¦  Accounts                                                 ¦

  ¦  Financial Planning                                       ¦

  ¦  Word Processing: Board Minutes, Letters, Internal Memos  ¦

  ¦  Research & Development                                   ¦

  ¦  Mailing Lists                                            ¦

  ¦  Materials Handling                                       ¦

  ¦  Manufacture                                              ¦

  ¦  Cash Management/EFT                                      ¦

  ¦  Electronic Mail                                          ¦

  ¦  Management Information/Decision Support                  ¦

  ¦  Specialist Applications, eg                              ¦

  ¦        Securities Trading                                 ¦

  ¦        Travel trade booking systems                       ¦

  ¦        Insurance Broking                                  ¦

  ¦        Design of all kinds                                ¦

  ¦        Publishing                                         ¦

  ¦        Traffic Management                                 ¦

  +-----------------------------------------------------------+

Once these business-orientated questions have been answered, you can then go on to consider what additional hazards or safeguards the computer hardware and software installation provides.

For each of these tasks you should ask yourself:

>>>set as table? >>>

     *    What form of back-up exists:

          -    for the hardware?

          -    for the applications software?

          -    for the datafiles?

     *    Is it possible to resort to a manual system?

     *    How soon can a back-up be brought into full operation           and, what would be the immediate associated costs ?

     *    What would be the consequences of non-availability of           processing capacity be if it continued for:

          -    a few hours?

          -    a single working day?

          -    three working days?

          -    a week?

          -    two weeks?

          -    longer?

What would happen if several processes stopped working simultaneously?

How old established is your system, has it recently been updated or altered?   Generally speaking, unless routine maintenance has been neglected, the longer a system has remained substantially unchanged, the greater the chance that errors and gaps have been identified and rectified.  Organisations which are having new systems installed are particularly vulnerable at that time: most new software doesn't work perfectly the first time around, operators will make plenty of errors and the previous system will almost certainly be being kept on in parallel. The confusion provides excellent cover for all manner of misdemeanours.

What opportunities exist for fraud? 1
---------------------------------------------------------

fn 1 See also Chapter 16

--------------------------------------------------------

If confidential data leaks, could this lead to:

          -    loss of competitive edge?

          -    loss of confidence in the company's competence?

          -    release of material dangerous in the hands of                business rivals?

          -    public criticism?

Among the consequences you must consider are:

     *    the immediate costs of re-instatement

     *    the irrecoverable loss of live data - and the           associated consequences

     *    interruption to the company's main business and the           associated loss of turnover and profit

     *    the costs of the diversion of management time

     *    possible loss of market share and competitive edge

     *    loss of confidence in your reliability by suppliers and           customers

     *    loss of business confidence generally leading to fall           in market capitalisation

     *    cost of increasing security

     *    cost of increased insurance premiums, etc

>>>>>>>>>end of table

Some of these risks are insurable, provided reasonable standards are maintained; the issue of insurance is examined in Chapter >>.

Even at this stage you are still not asking very technical questions about the capabilities of the precise equipment you own. You should be able to rely on the answers provided by your technical staff or external suppliers.

Vital Points
Throughout the next few chapters we will be pre-occupied with firstidentifying and then protecting the "vital points" 1 or "VPs" of the information system. A vital point is an area in hardware, software, or humanware the loss or compromise of which will have a drastic effect on the whole system and the services it provides.  In the set-up of any system there are particular areas of particular and largely unavoidable weakness, where a failure will cause the entire set of facilities - or an important proportion of them - to cease to function. Most mainframe "computer rooms" and the staff who run them on a daily basis fall into this category. When, as a result of a pay dispute between civil servants and the UK Government, 60 computer operators at the Customs and Excise walked out in June 1987, one of the unions involved claimed that eventually 40 per cent of government income would be involved 

--------------------------------------------------------------

fn  1 Some military writers prefer "key" points rather than "vital" points.

-----------------------------------------------------------

>>>>TABLE

VITAL POINTS

Hardware Vital Points
      where there is no back-up
            - because the system has to be "non-stop"

            - because back-up takes some time to 

               be put into operation

            - because there is no back-up of any kind

      where hardware or peripherals are used to generate valuable        output,eg

            EFT, cheques, other forms of money, authorisations

      hardware needed for supervision of system
            - hardware used by system manager, shift supervisors,                etc

      hardware needed for maintenance
            - points in a computer system and its associated                networks where engineers must go in order to keep                it operating

      hardware needed for access to system
            - all points at which lots of people can get access                to a system via local terminals or remote dial-in                terminals without direct personal supervision

Software
      operating system
      utilities
            - eg those that can be used to alter files or                programs

      applications program
            - eg those that are unique, irreplaceable or have                external commercial value

      data
            - eg data which is unique, irreplaceable,                commercially sensitive, confidential

Humanware
      staff and others with unique skills
            - eg specialist programmers, machine operators,                 senior managers

      staff with unique authority and hence special opportunities
            - eg senior managers, those who can authorise                 expenditure, payments, release of inventory

      staff with strong work-place bargaining position
            - eg arising from union agreements

>>>>End of Table

Greater consideration of these technical matters follows in later chapters.

Formal methods of calculating risks

A number of writers have sought to impose more rigour on the process of risk assessment than this chapter has so far proposed. It is useful to examine what they are and why their value must be regarded as limited.

Questionnaires
The questionnaire method usually consists of a work-book listing every hazardous situation the compilers can imagine. The subjects are typically organised around various topics, such as hardware, software, networking, personnel, and so on. The risk analyst is supposed to work through the questions, ignoring those that don't apply and giving "points" for levels of deficiency for all those that do. At the end of the process, the points are totalled and compared with conclusions about risk exposure. To be a little unkind,  the exercise is a little like those articles in women's magazines which claim to assess your personality or attraction to sexual partners.

There are several weaknesses in the method. First, businesses and their use of computers vary enormously; in any all-embracing questionnaire, many questions must be wholly irrelevant. I am aware of work-books which contain over 800 questions. Second, there tends to be bias towards computer hardware and software, rather than the context in which they are used. Third, many of the questions assume that the main problems are likely to be associated with mainframe computers and the staff who use them. As we have seen, datacrime occurs wherever computer systems are in place and can be committed by anyone who uses them. Fourth, the quantitative results of the survey tend to be very crude.   Lastly, the end-product of the survey tends to be an assessment of general risk exposure rather than something which leads naturally onward to the location of solutions.

Mathematically-based methods
Clearly, it is possible to associate a level of risk with each hazard identified.  Thus, it is argued, it is realistic to calculate with some precision the extent to which preventative action should be taken. Writers and consultants have then gone on to produce some superficially elegant methodologies to put the theories into practice.

Although there are variants, the most common evaluative approach is this: for each category of risk it is possible to calculate the likely damage should the risk become reality. For each category of risk too, it is possible to ascribe a level of probability that it will occur within a given space of time; for example, a disk read error might be expected once a month, corruption of the working memory due to a blip in the electricity supply might be expected once every 10 days, a fire might occur once every five years, an employee might sell the company's secrets once every ten years. So, for every risk you have both a cost and a probability which you can then express as an Annual Loss Expectancy or ALE:

     If the cost of a fire is expected to be $500,000 and a fire      is expected to happen every five years, the annualised risk      would be $100,000. Anything that you spend to guarantee that      there is no fire risk (perhaps halon fire extinguishers,      fire-retardant doors and insurance) that costs under      $100,000 pa makes sense.

There's nothing conceptually wrong with this approach. The weaknesses lie in the aura of spurious accuracy of the method, the costs of accumulating sufficiently reliable data on the hazards being surveyed, and the absence of reliable industry statistics. In fact, computer technology is changed and upgraded so frequently that to say that a specific event might occur every five years is nonsense; the technology involved may not have been in existence for five years and could well be redundant before five years is up. The mathematical approach takes a series of very rough measurements, passes them through a formula, and comes up with what is often mistaken as a precise result.

The result, even if it were accurate, is limited in value: it tells you how much to spend on prevention, not how to spend it.

Computer-based Risk Assessment Methods
Both the questionnaire and mathematical methods have been subjected to attempts to place them on computers. Computerising a process makes data collection and subsequent calculations easier; it is possible to hold a database of risk information on a computer so that it interacts with the survey data that is being fed into it. However, if the underlying methods of the survey are suspect, or if the database is incomplete, the results thus obtained won't be any better; it is just that they may become available more quickly.

Efforts are currently taking place into using Expert Systems techniques for risk assessment. In Expert Systems, the software is able to draw its own conclusions from isolated facts fed into it - the software identifies new "rules" - linkages between events. It seems possible that the combination of a good expert system engine and a large amount of case material on datacrimes could produce interesting results and the best features of both the questionnaire and mathematical models might be retained. However, the value of the end-product will depend almost wholly on the qualities of the resident database of information and the ability of the surveyor to collect local information accurately.

All of these formal methods have some value, but the "informed intuitive" or heuristic approach described earlier in the chapter must be remain the most useful tool: it forces an analysis based on risks to the business in broad terms, it forces the analyst to keep up to date with changing features in information technology systems, it forces an early consideration of solutions to each risk identified.

Simple Flow-Chart for Risk Assessment and Management
               +--------------------------------------+

         +---->3     Overview of Business Risks       ¦<----+

         ¦     3                                      3     ¦

         ¦     @--------------------------------------Y     ¦

         ¦                      \/                          ¦

         ¦     +--------------------------------------?     ¦

         ¦     3      Identify vulnerabilities        3     ¦

        /¦\    3         Nature  of business          3    /¦\

         ¦     3         Personnel                    ¦     ¦

         ¦     3         Business rivals              3     ¦

         ¦     3         Computer systems             3     ¦

         ¦     @--------------------------------------Y     ¦ 

         ¦                      \/--------------------------Y  

         ¦     +--------------------------------------+

         ¦     3   Assess & rank vulnerabilities      ¦

         ¦     3                                      ¦

         ¦     @--------------------------------------+

         ¦                      \/

         ¦     +--------------------------------------+

        /¦\    3   Identify safeguards which do       ¦

         ¦     3   not need cost-justification        ¦

         ¦     @--------------------------------------+

         ¦                      \/

         ¦     +--------------------------------------+

         ¦     3  Use quantitative analysis for       ¦

         ¦     3  safeguards which must be cost-      ¦

         ¦     3         justified                    ¦              

         ¦     @--------------------------------------+

         ¦                      \/

         ¦     +--------------------------------------+

        /¦\    3  Identify safeguards to reduce       ¦

         ¦     3  or transfer risks - & cost-justify  ¦

         ¦     @--------------------------------------+

         ¦                       \/

         +-----------------------Y 

The chart contains a feedback loop which requires the risk assessor to keep constantly in mind the range and cost of preventative and controlling measures that are available to limit risk. It is these measures which are examined in the next few chapters.

To reiterate: the control of "computer security" is indivisible from protecting the business as a whole from attack. Initially, all concerns about the vulnerability of particular aspects of a computer system must be mediated by an assessment of the impact on the business as a whole.

