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Chapter 19: Conclusion: Managing the Integrated Computer Resource
At the beginning of this book I asked whether the six cases ending in conviction recorded by London's Metropolitan and City Police Computer Fraud Squad during 1986 demonstrated either that there was no datatheft problem or that there was massive failure to cope with it. The reason for choosing London was only partly because it happens to be my home patch. London is one of the world's great commercial cities; it sits at the fulcrum the old British Empire, still the basis of many trading relationships; it provides a meeting point between the European Common Market and North America; it contains one of the three centres of global financial trading; it has the world's greatest concentration of insurance companies; it has a population of over 8 million souls and the many businesses, large and small, that serve them; if there is to be any confirmation of the extent of datatheft, London is as good a place as any to look. 

The answer to my question, I think, is that while there is some evidence of a few new crimes of considerable sophistication, there is no plague of them. The very first popular book on computer crime, Gerald McKnight's 1973 effort, suggested: "...the underworld will soon make extensive use of the electronic vitals with which our world is allowing itself to become equipped, unless we can come sharply to our senses in the matter.."  McKnight's prediction, though not unreasonable for the time in which it was written, has been repeated rather too often. It was plainly wrong and contains serious misapprehensions both about actual "computer criminals" and the traditional underworld.

However, there is a very great likelihood of the existence of large numbers of petty and not-so-petty offences which have taken advantage of the many opportunities offered by the ways in which information technology is now being used. In many instances, these crimes are much more akin to routine burglaries and muggings than carefully executed attacks on banks and armoured vans. That is to say, they are are often opportunistic and, while their effects may be devastating to the victims, the rest of us have come to treat such events as mundane. The first difference is, whilst all of us who live in cities expect to be at the receiving end of burglary attempts and strengthen our homes and adjust our way of life accordingly,  it appears that very few offices and factories take even the most rudimentary precautions to limit their exposure to datatheft. Whilst the law acknowledges burglary and street crime and the police make some attempt to limit them, no comparable awareness and effort attends datacrimes. Again, these crimes usually happen privately, within offices and businesses, rather than out on the street. The other difference is that, in datacrime, there is little correlation between the skill needed to perpetrate and the reward the criminal can expect. The largest amounts of money have gone to those with the best opportunities rather than those with the greatest technical skills. 

How, in the absence of reliable statistics, can I be so confident that these datacrimes exist?  I return to the classic ingredients of any crime: motive;  opportunity to commit;  probability of not being caught;  skill to execute.  By quite early in the 1970s, most of the classic forms of computer crime - theft of resources, theft of data, theft of software, theft of equipment, data manipulation, physical attack, logic bombs, software compromise, unauthorised access - had been discovered and had entered the casebooks; McKnight, to his credit, has examples of many of them. Indeed, apart from those methods that have involved the manipulation of the internal processes of computers, nearly all of these crimes are merely updates of crimes almost as old as criminality.  The computer's role has been to expand and expedite the crimes.  But the computer world of the early 1970s was both quantitively and qualitatively different from that of the late 1980s.

There have been four outstanding changes:  The move from computer installation to computer integration has made very many organisations wholly dependent on the continuing sound functioning of their information systems, whereas before computers were simply a way of replacing older clerical processes with something more reliable and less costly. Computer systems and services have spread and multiplied throughout the organisations that use them:  additional facilities can be purchased out of departmental petty cash; often there is no longer any central point from which anyone can exercise control and supervision.  The arrival of end-user, or desk-top computing, has democratised computer knowledge.  Even those who were predicting such changes in the early 1970s over-estimated the length of time that would elapse before they were realised. What was also not realised was the rate at which such systems become obsolete and need updating - three years is not an unusually short period between installation and major modification; the obsolescence is not always in terms of computer technology; often  it results from the organisation's demands to retain competitive edge.  Alas, each time a computer system is altered, whatever security controls existed before have to be completely rethought. The phenomenal fall in the prices of both hardware and software - and no one predicted that - have created vast new classes of users who are able to purchase reliable products with which to run "standard" businesses.  The one price that has not fallen is the cost of consultants, computer- or accountant-orientated, who can take a standard computer package and set up the controls necessary to preserve the assets and secrets of the organisation that now proposes to run and view its activities through the medium of the computer system.

There is no need to concentrate on conspiracy or concealment theories to account for the lack of reporting of datacrime. The reason for non-reporting is quite clear: there is very little benefit to the victim. The law is unlikely to be able to undo the damage caused, the criminal is unlikely to be convicted, much staff time is likely to be tied up in assembling evidence (if it can be collected at all), wider knowledge of the crime is likely to harm the future prospects of the victim organisation. Where crimes are reported, in most cases they don't rank as "news"; not even the computer or local press wants to give space to yet another fraud perpetrated by false inputting. So, as we have seen, it is the bizarre computer crime which we read about.

In the last fifteen years, crimes of almost all kinds have been on the increase. In England and Wales in 1971 the police recorded 1,665,700 notifiable offences. By 1985, the figure had more than doubled to 3,611,900. For fraud and forgery, the general category closest to the subject-matter of this book, the figures were: 99,800 in 1971 and 134,800 by 1985. But these are figures for reported crime and, as we have seen, there are particular reasons why we should expect that datacrimes are under-reported. Incidentally, in the same period, the clear-up rate for fraud and forgery fell from a high of 83 per cent in 1971 to 68 per cent by 1985.  Statistics showing similar percentage changes can be expected from most Western police forces. 

By denying the existence of datacrime we would be making a quite unusual set of assumptions: that for unidentified social and technical reasons, hardly anyone has taken advantage of the manifold criminal opportunities offered by the information revolution. In fact it stretches credulity to suppose that datacrimes are not rife in almost every computer-owning organisation and that, in any single year, very many such organisations must expect to find themselves to be victims.

The manager of an organisation that uses computers faces the hazards of datacrime almost alone and with surprisingly little support and protection from the machinery of justice. Many managers will want to leave to the newspaper editorials the task of writing the polemics about the law's lack of interest in recognising information as a legal entity and an asset of value and importance to businesses and individuals.  Or to complain about the mismatch of resources and contradictions in attitude which attach to the nation's commitment to the fight against the various forms of crime in general and fraud in particular. For the manager, the problem is more immediate: what can he or she do now?

The answers revolve around the following issues:

     *    the management of information security

     *    the management of the employees in a company that is           dependent on information technologies

     *    how information technology requirements in general are           to be managed

These themes, which form the remainder of this chapter and this book, interact and intertwine.

The Management of Information Security
Traditionally, a fair proportion of the content of this book has been written about under the heading "computer security". I have wanted to redefine the subject-area because it seemed to me that the words "computer security" suggest that the fundamental problems are purely technical in nature, a question of getting the hardware and the software right, or working through a catalogue of "computer security products" and selecting the right ones. It is an attitude which many members of the computer security industry have sought to encourage. 

The substantial issue is not computer hardware and software but information;  information collected, complied, processed, manipulated and finally used as a route to the better running of an organisation;  and information as the representation of assets and money. It is what the computer handles and produces that needs to be protected, and what it contributes by way of added value to its owner's business, rather than its physical manifestation.

Few companies as yet have a procedure of managing their information resources; they have very little clear idea of how much it costs to collect the information they use, nor what contribution it makes to their profitability. Perhaps one day the statutory annual audit will include a review and valuation of information assets.  1  Few companies even have a policy for classifying their internal information.  Yet without these basic thoughts it is very difficult to develop a rational policy of information security. It means that there is no one person who directs or advises about what should be done.  Such a role falls no more naturally to a DP manager than it does to the sort of individual normally recruited to handle the physical security of a set of premises.

--------------------------------------------------------------

 1 Perhaps the argument can be taken further: writers on management science have sometimes sought to identify the dominant forces that impel various types of company forward. They might be manufacture-led, where what counts is innovation in products and methods of making.  They can be marketing-led, where the Board's thoughts concentrate on finding out what people are willing to buy and then determining how to manufacture and sell it. Companies  can be led by the concerns of the disciplines of financial planning: the emphasis is on return on investment. And there a re beginning to be companies where the key element is mastery over information systems; where the fact of possessing large quantities of information and knowing how to exploit it, is what counts: mail order companies and financial institutions as well as publishers of all kinds fall into this category.

--------------------------------------------------------------

Information security management involves more than the applying of a set of rules; it means the making of judgements, balancing the requirement to conserve the company's assets and secrets against the need to disseminate internal information widely in order that the company can prosper.

 +------------------------------------------------------------+
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 ¦  Basic Information Security Policy                         ¦

 ¦                                                            ¦

 ¦  System of the Classification of Information               ¦

 ¦                                                            ¦

 ¦  Staff Pre-employment Vetting                              ¦

 ¦                                                            ¦

 ¦  Employee Exit Procedure                                   ¦

 ¦                                                            ¦

 ¦  Continuous Information Security Awareness Program         ¦

 ¦                                                            ¦

 +------------------------------------------------------------+

The Management of Employees
Overwhelmingly, datacriminals are employees of their victims. Although there are many technical solutions which can limit the opportunities for employee fraud and datatheft, no collection of solutions, however carefully and expensively implemented, can offer full protection.  The employee has on his or her side a detailed knowledge of how one aspect of the business operates, much more detailed that any systems analyst, programmer, accountant or consultant can ever hope to gain.  The employee has time in which to discover opportunities and to decide when to exploit them.  And the rate at which information systems keep on being changed ensures that there are always new opportunities for the motivated employee-datacriminal.  There is an interesting paradox: a very common view is that the introduction of computers has created the loss of many many jobs and the de-skilling of many others.  Yet the impossibility of reaching the Holy Grail of totally secure computer makes organisations more dependent on the staff they have.

Earlier in this book I suggested two routes to reducing an employer's risk from his employees: careful pre-employment vetting and in-employment monitoring. I said that both of these operations had to be carried out in a generally open way and to a level commensurate with the degree of risk that the employer felt he might be exposed to. I added that the an employer should not indulge in practices which he would be unwilling to justify in public and in full. The issue of employee privacy is no trivial matter.

There is an additional policy which can be implemented: the introduction of an information security awareness programme. The object is to ensure that no employee is unaware of the value of the information they are handling.  It can use a variety of methods - it can be part of the company welcoming procedure, it can form part of in-service training, it can be enshrined in booklets and, if appropriate, in warning notices.  As we have seen, many datacrimes take place because datacriminals are able to persuade themselves that what is happening is not "really" a crime. An effective information security awareness program removes this crutch; by linking the continued integrity of the information to the future of the company, and hence to the future of jobs, the help of the majority of employees can be enlisted to prevent a dishonest minority from taking an advantage. One of the standard features of much employee crime is that it is institutionalised: even those who don't participate directly become accomplices by tolerating what their workmates do.

Such a policy, if it is to work, must be more than a demand for "stronger ethics in the workplace" and must be matched by an absence of corruption and greed among managerial staff. It has to call on the genuine enthusiasm and commitment of the work-force and as such, has to be part of the broader pattern of how managers and staff view each other. The need to protect a company's information assets can be a powerful reason for better industrial relations.

Managing Information Technology Requirements
The first real job that I had was for a London book publisher. Ordinary staff,  of whom I was one, were expected to use a side entrance which took you through the warehouse to the upper floors where the offices were sited. If a book had sold badly, great piles of them reproached you as you passed by.  In the mid-1960s it was still not unusual for publishers to keep their entire stocks in central London locations. Today, with high rents - and the expiry of old leases that permitted those like my first employer to be able to afford such apparent waste - the usage ofevery square foot of warehousing in Greater London is carefully calculated. Less than seven years after my first job I was still working in publishing - but in this company, non-warehouse staff were not even allowed to enter the warehouse area (more than twenty miles from where the editorial decisions were made, incidentally) without permission. It was actually too dangerous - the books were stored in huge racks and loaded and fetched on purpose-built fork-lift trucks. You could be a publisher and never see a pack of books arrive from the printer or another pack being dispatched to booksellers. The biggest book warehouses have now gone one stage further - the trucks are, more-or-less, robots and they are directed to their locations by computer instructions. Editors still read manuscripts, converse with authors, and enthuse their sales forces, but their hunches about what books sell, and in which outlets and at what rate and for how long are mightily informed by what the computers tell them.

What has happened in book publishing, and in many many other industries, is that those who make the corporate decisions have become almost entirely separated from the physical reality of the assets which they manage. Decisions are made on the basis of what a computer says is the case. If the computer has been made to mislead, the decision maker will never know, or will only know after the annual stock-take or audit. 

In the very recent past, "managing information technology" meant, at the most, deciding which specialists to employ, carrying out processing and storage capacity calculations and which hardware and software suppliers to rely on.  That was in the days where computers were installed as opposed to integrated into the organisations that used them.  It is quite evident that the fact of the computer integrated company has made the range of management decisions that need to be exercised much more extensive. For many commercial enterprises, the detail and speed the computer can offer has made their existing operations vastly more efficient in their employment of capital and use of resources. But if an individual company has employed IT successfully, so will its most immediate rivals.  Selecting the next correct step then becomes a matter of survival. 

Each new development brings the prospect both of improved performance and of disaster, if the new facilities have been badly selected and installed. Each new development changes the existing relationships within the company; new power bases emerge, older ones decline.  Managing technology also turns out to be about managing people. The particular problem is that the switch to the computer integrated company has arrived unexpectedly rapidly, giving managers hardly any time to recognise what is happening, let alone adapt. The age-range of the people who run organisations is concentrated between 48 and 62, giving an "average" of 55. Have they understood the extent to which their businesses have become dominated by information flows and dependent on computers?  Most things in the fabric of our lives have not changed much in the last decade - we live in the same sort of houses, often the very same house; motor cars, tvs, air-travel, health care are scarcely different from what existed ten years ago. The one thing that has changed is the computer: its capabilities, its costs, its accessibility, its usefulness. 

The process of this particular set of changes is not yet over. The rise of datacrime is a symptom of managers who have so far failed to make the full transition to the computer dependent company.

