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               Appendix II: Tests for Datatheft
These are some methods of testing for the possibility

of datatheft: they should be used with caution - they

may not produce sufficient evidence to satisfy a court

of law and, in some cases, may infringe employee

rights and privacy. The aim of the tests should be to

satisfy an already-existing suspicion and the degree

to which they are used should be comensurate with the

depth of suspicion and the amount of harm the

datatheft is actually likely to be causing

 1.0  Fraud
       1.1  Critical point auditing

           1.1.1  stock losses

           1.1.2  inflation of assets

           1.1.3  inflation of expenses

           1.1.4  suppression of liabilities

           1.1.5  suppression of sales

           1.1.6  deviations from normal procedures

           1.1.7  missing documents

           1.1.8  broken control/measuring machinery

           1.1.9  distortion of historical or proportional trends

       1.2  Key accounting ratios - comparison with similar

            organizations

       1.3  vulnerabilty charts

       1.4  increased use of activity logs

       1.5  invigilation and created checks

       1.6  observation

       1.7  business intelligence

       1.8  spot checking

       1.9  undercover investigations

      1.10  Computer fraud methods

          1.10.1  false inputting

          1.10.2  output manipulation

          1.10.3  forgery

          1.10.4  inpersonation

          1.10.5  file manipulation

          1.10.6  applications program manipulation

          1.10.7  operating systems manipulation

          1.10.8  piggy-backing

 2.0  Information Theft
       2.1  real-time data

           2.1.1  activity logs

           2.1.2  password checks

           2.1.3  access control check

           2.1.4  business intelligence

       2.2  historic data

           2.2.1  activity logs

           2.2.2  password checks

           2.2.3  access control check

           2.2.4  business intelligence

       2.3  on disk

           2.3.1  marked disc

           2.3.2  marked information (hidden code)

           2.3.3  business intelligence

           2.3.4  physical search

       2.4  print-out

           2.4.1  business intelligence

           2.4.2  marked information

           2.4.3  watch on photocopiers

           2.4.4  physical search

       2.5  unauthorised access/log-on

           2.5.1  activity logs

           2.5.2  password checks

           2.5.3  access control checks

           2.5.4  business intelligence

           2.5.5  enquiries among hackers

 3.0  Resource Theft
       3.1  software

           3.1.1  system - physical controls

           3.1.2  applications - physical controls

       3.2  cpu processing time - activity monitors

       3.3  network transport - activity monitors

       3.4  hardware - physical controls

       3.5  peripherals - physical controls

           3.5.1  modems

           3.5.2  printers

           3.5.3  monitors etc

       3.6  stationery & media & supplies - physical controls

