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               Appendix III: Preventative Methods
 1.0  Coordinated Security Policy
       1.1  linked with general security policy

           1.1.1  written security policy

           1.1.2  management and staff training

           1.1.3  identification and allocation of                    responsibilities

           1.1.4  random checks

       1.2  identification of risks

       1.3  review machinery

 2.0  Disaster Recovery Plan(s)
       2.1  contigency plans

       2.2  Back-up facilities

       2.3  procedures

       2.4  teams

       2.5  external expertise

 3.0  Insurance
       3.1  loss of hardware & software

       3.2  interuption to business

       3.3  fidelity

       3.4  specialist

 4.0  Physical Security
       4.1  Buildings

       4.2  Installations

       4.3  Terminals & other peripherals

 5.0  Data Security
       5.1  End-users

           5.1.1  terminals

           5.1.2  printers

           5.1.3  disks

           5.1.4  print-outs

       5.2  Operations

       5.3  Systems

       5.4  Applications

       5.5  Access control

 6.0  Communications Security
       6.1  Access control systems

       6.2  Encryption

       6.3  Hardened comms lines

 7.0  Personnel Practices
       7.1  Recruitment

       7.2  Screening procedures

       7.3  Contracts of employment

       7.4  Industrial relations

       7.5  Staff morale

       7.6  Assessments

       7.7  Career development

       7.8  Training

       7.9  Turnover of staff

      7.10  Termination procedures

 8.0  Auditing facilities (computer)
       8.1  Activity monitoring

       8.2  Event reconstruction

       8.3  Liaison with accounts audit

       8.4  Procedures for development of new software

       8.5  Procedures for acceptance and induction of new

            software

