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                  Chapter 14: Physical Controls
Half way through 1986 I was approached by one of the companies for whom I was then doing consultancy to help them in a security review for an internationally known conglomerate that had recently been involved in take-over bids, both as a predator and as a victim. 

The security company had done work for the conglomerate over a period of several years and had advised on the installation of appropriate physical protection.  Particular attention had been given to procedures for handling visitors to the corporate headquarters.  There was a two-stage welcome: the visitor first identified himself to a commissionaire who telephoned a receptionist on an upper floor. Once the commissionaire was satisfied, the visitor was asked to sign a book and then went up a floor by lift and emerged in front of a remotely-operated glass door through which the receptionist had a clear view. Once the receptionist was satisfied, the visitor was admitted to the reception desk and thence to a waiting area.  Individual parts of the corporate headquarters were divided into areas separated by doors that required the use of specially-coded magnetic card-keys.  Visitors, basically, needed to be accompanied wherever they went.

What my supervisor at the security company was concerned with, however, was computer security.  He had obtained permission from his client's chief executive to attempt a hostile hack into the conglomerate's computers.  Would I be interested in doing it?  I could think of several reasons for not wanting the job. In the first place, external hacking relies heavily on the mistakes of others; normally people who have just ordered a security review take some trouble to clean up their act before the security consultants arrive. Then, always supposing I had managed to get in, it is often surprisingly easy to cause inadvertent damage. Clearly the point of the exercise was to leave some trace that I had been there, whereas many hackers are simply interested in tourism of the insides of interesting computers, and often leave no evidence of their visitation. What the client manifestly wouldn't want was damage to his computing facilities, even in a good cause. Lastly, as I told my supervisor, it seemed to me that hackers were a fairly low-level risk to his client compared with the chances of a simple walk-in job.  If I were an unscrupulous industrial espionage agent, I would want to grab a few disks and perhaps try to bug some critical computer terminals.

Well, why didn't I try that? he asked me. I was both attracted and repelled by the offer.  I had no experience in "black bag" work and I had no wish to develop such skills in my career, and yet here was an interesting experience with a proper safety-net in case I failed.  I spent some time on research - rather more, I suspect, than a professional would have done. I checked the building from the outside; I observed the procedures for handling visitors; I delved into the recent history of the conglomerate; I enquired about other tenants of the headquarters building and researched them out as well.

In the event, very little research was necessary. One morning, dressed rather more casually than is my norm and carrying a large item of equipment in the distinctive yellow livery of British Telecom, I went up to the commissionaire and said I wanted to check their data lines. "You want Mr X," said the commissionaire, "I'll get him for you." Mr X arrived, "Have you come to move our termination points?", he asked. "We are moving around internally; I asked for them to be moved weeks ago." I shook my head and apologised for the disappointment. I brought out my cover story, mentioning one of the other tenants in the building and said, "They have been getting intermittent interference on some of their data lines and we want to eliminate yours as a possible source, can I have a look?"  I took some care not to say I was a BT engineer, I let everyone assume it. I had deliberately chosen an intermittent type of fault as this is the most difficult to find; in fact, you often don't find anything.  Mr X swept me past the reception area, used his magnetic card identification a couple of times, and took me into the switching room. Here all the telephone lines, voice and data, were terminated. Here were the multiplexors and switches controlling the various terminals about the headquarters building. "They come in here," he waved vaguely, "give me a shout if you need any information."  He then left me alone. The voice lines terminations were in a standard plastic wall box. I opened it up. Inside was a floor plan of the entire headquarters, prepared by one of the most expensive office design companies in the country. By each symbol for a desk were marked details of the telephones each person had. A little further along the wall were the terminations for the data-lines - they connected with other offices, factories and a computer bureau. On the bottom of each termination I left a small bright sticker with the name of the security consultancy that was employing me. I hadn't actually come to bug their lines, but it would have been easy to have done so - there was plenty of spare mains power for the bugs, a mass of wires so that only on a close physical inspection would the bugs have come to light; there was a window nearby through which the radio waves could have been transmitted. I moved out of the telecoms area and looked at the two PCs in the immediate area and decided to "borrow" a disk or two to see if they contained any useful passwords to bigger computers. 

All this had taken a few minutes. "I can't see anything obvious at the moment," I told Mr X, "I hope it isn't necessary, but I may have to come back again."  "That's okay," he said. To prove it could be done, I went back a second time and again, was whisked past all the "visitor" security procedures.  The problem of writing the report for the client's chief executive was to ensure that he didn't think that his telecoms man was uniquely bad, just average. I had simply updated the G K Chesterton story The Invisible Man in which Father Brown unmasks the villain as disguised as a postman. "Nobody ever notices postmen, somehow." Physical security can be breached almost as easily as that.

The aims of physical security
The physical protection of computer equipment and its various peripherals used to be the meat of computer security: that was in the days when the mainframe ruled supreme. Today, when attention is focused on the value of the roles computer systems perform for their owners rather than the intrinsic value of the hardware, and when processing power and access to a computer is spread right through an organisation, protection of the physical incarnation is only a part of the total picture of securing information systems. Its particular concerns are:

     *    security from the conventional accidental hazards such           as fire and flood

     *    security from theft of equipment and peripherals

     *    security from wilful damage

     *    security of magnetic and other storage media

     *    prevention of unauthorised access to a computer system           via an unsecured terminal, or telephone line

     *    prevention of eavesdropping by any special technologies

     *    prevention of the introduction to the computer systems           of unauthorised software or hardware, especially           devices that could be used to compromise its           performance 

Generally speaking, the sources of these various hazards are:

     *    natural events, acts of God, failures of electricity           supply, etc

     *    employees, requiring unauthorised access to a computer           in order to execute a fraud or obtain materials for           industrial espionage; or wishing to secure equipment           which can be used or sold elsewhere; or wishing to           induce a breakdown in order to secure some overtime; or           wreaking revenge on the employer for some supposed           wrong; or as part of an industrial dispute; or as an           ideological statement

     *    maintenance staff, for the same reasons as employees           might have

     *    criminals, hoping to acquire equipment and peripherals           for re-sale 1 
--------------------------------------------------------------

fn 1  Although there have been criminals who specialised in stealing mainframe equipment, such as Jerry Neil Schneider ( see p >>), the very small number of installations, all of which are known, and the small number of potential customers who could both buy the equipment and use it without going back to the manufacturer for support and service, has meant that theft of mainframes is rare. Most theft is of micros, which these days are just another item of office equipment.

--------------------------------------------------------------

     *    vandals, seeking to destroy equipment for amusement,           in pursuit of an industrial dispute, or for ideological           reasons. As we saw earlier, terrorists seem to prefer           attacking the physical incarnation of a computer.

The Concentric Ring Principle
In traditional books about computer security, the writer usually describes the problem - and its solution - in terms of the ground-plan of a medieval castle.  The castle stands on a hill or open ground, surrounded by a moat full of water which butts on to high walls. Immediately within the walls are the less essential requirements of the community while the holy of holies, where the baron lives, is right in the middle, in the keep. To get to the baron, you must cross the moat, scale the walls, traverse the courtyard and finally storm the keep.  The medieval castle is designed on the principle of concentric circles surrounding the elements that are regarded as most precious.

The concentric ring principle is still the foundation of the theory and practice of physical security and can be widely seen in operation on buildings and military establishments all over the world. The task of those who plan and survey physical security measures is to ensure that the levels of protection are adequate to the risks anticipated and that poor design doesn't result in illusory security, because the protective measures can in fact be easily circumvented.

In the days when corporate computing power was concentrated in a central mainframe, controlling physical access to it was relatively easy. You built a computer room complete with double doors. Indeed physical protection formed a substantial part of the range of measures necessary to achieve security.  Today, the computer system is spread all over the buildings owned by an organisation and, thanks to leased lines and dial-in ports, far beyond it as well.  To put the problem at its crudest: there is little point in securing the main computer room against terrorist attack if, through any of a number of terminals or personal computers connected via dial-up telephone ports, someone can crash the computer or steal all the company's assets. More, it may well turn out that the most sensitive items of information are not to be found on a central mainframe at all, but on a single PC in a headquarters office, or on a group of PCs loosely linked together via a local area network in the corporate planning suite. There is a considerable temptation to lavish the  largest amount of protection on the computer equipment that was most expensive buy. In so far as you would not want a costly asset to be damaged, this is a reasonable approach; but in terms of protecting the business as a whole, the focus must be on the quality of the information held on each computer. The $2000 corporate PC may need much heavier security than the $1,000,000 warehouse inventory/order processing mainframe.  The concentric ring model still holds good, but it needs to be extensively modified if it is to supply a proper recipe for physical security.

The revised principle is this: what really needs protecting are information (in the sense in which it was used in chapter 12) and administrative processes, the compromise of which would cause immediate harm; although no one would want to see any part of a computer compromised or damaged, the emphasis has to be on those physical parts of a computer network that are most "sensitive". These might include:

     *    in a company that has to carry on non-stop operations,           the mainframe (but a mainframe that simply processes           orders in batch-mode may be rather less crucial)

     *    any terminals that give the user particularly high           privileges on the system

     *    any terminals left "open" with access to important           system privileges or to critical information

     *    any terminals that can be abused to perpetrate a fraud

     *    any PCs that hold important files

     *    any specialist printers (eg for producing cheques or           magnetic stripes or bar codes that can be recognised by           machinery), the exploitation of which could lead to a           fraud

     *    dial-in ports where people can attempt to access a           computer from outside without being physically           observed

     *    telex links

     *    fax links

     *    facilities for staff and service engineers to "take over"           the computer resources during maintenance

     *    data media containing software, current data and back-          up data

     *    documentation

     *    print-outs

For each of the areas involved, you must see that they are protected by concentric rings - in other words, more than one independent levels of protection with the the second and subsequent ones nested inside the first. Physically-based and software-based  1  protection methods often need to work together and support eachother. Although you are immediately aiming to limit physical access, some of the barriers could take another form: for example, a vulnerable PC could be kept in a secure office - no one allowed entry without the right card, have a keylock to prevent the keyboard being used or disc drives opened, and have a password protection system. There could be rules that no work files were ever to be kept on a hard-disk and that disks had to be removed from the machine and kept in a special locked cabinet whenever the computer user left the room. Even here, there can be confusion about what must really be protected: if important work-files are always kept on removable media, then it is these that require the concentric rings, rather than the hardware.

------------------------------------------------------------

fn  1 See the next chapter

-------------------------------------------------------------

Perhaps the most important ring of all is neither hardware nor software but is provided by the attitudes of employees who have received a proper security awareness program and understand why certain procedures are necessary. Essentially the reason I was able to beat the physical controls in the anecdote at the head of this chapter was that, whilst the company had selected the right equipment, the staff lacked sufficient concern for security matters.

Analysing your hardware
It is time, yet again, to return to the risk assessment process that was first described in chapter 11. We have already identified the administrative processes that must be protected and in the chapter on controlling information, we identified the datasets associated with those processes. We must now bring in the last element: the physical locations where those processes take place (which machines, which networks, which terminals, which specialist peripherals) and the physical incarnation of the data and software (disc and tape drives, print-out). We must see how vulnerable these are to direct compromise. 

The process is two-fold: to obtain an inventory of the hardware and to seek to associate specific sensitive activities with each item. Having done that, one can examine the catalogue of devices able to protect the hardware at a physical level.

To complete the first part it is necessary to return to overview provided in chapter 8 and try to make sense of the system one wants to protect.  As we saw, one of the most important things to realise is that systems which appear very similar in their outward activities can derive their functionality in very different ways. Superficially, a system based on a single large mainframe looks almost identical to one operating on a network of distributed processors: what you see is lots of vdus (and possibly printers) all performing various services. In the mainframe system, everything is centralised and the vdus are, in the jargon, "dumb". In a distributed system, a great deal of the processing is carried out in the machine right next to the operator and communication between various computers (for example to get further data, or to send messages) is done on  a "as necessary" basis. Increasingly, some analysts prefer to say that "the network is the computer"; in other words, don't worry what is happening inside each piece of hardware, concern yourself with the traffic between them and the overall effects.

Most DP managers or systems installers can be relied upon to produce a diagram of the computer systems in use within an organisation. They should also be able to produce a list of the various information services and other administrative processes that are associated with each equipment. 1  The security-conscious manager ought to take this away, build up some understanding of how it all fits together and then impose a hostile mind to determine areas of security weakness. 

---------------------------------------------------------------

fn  1 Many companies still have separate managers for Data Processing and Telecommunications. One of the consequences of this can be that no one has a single set of diagrams to show the inter-relationship of telecommunications and computer facilities. On one survey I was called in to,  my colleagues and I spent three days examining a very large IBM installation which had had installed many of the standard security bells and whistles, both hardware and software. It was only at the end of the third day that we realised that the IBM kit was concerned mostly with the processing of internal material and that the company's main business was conducted via telex. The telex was connected by a message switch into the IBM mainframe, but the telex machines, which were under separate management, were completely outside the DP security rings. In fact, until we advised otherwise, they were located adjacent to a loading bay which was often open to passers by for most of the day.

----------------------------------------------------------------

In a large, heavily-computerised organisation, such a diagram can look quite intimidating. The first task is to develop an overview: 

     1    Has the system got an obvious centre, perhaps in the           form of a large main-frame or mini? This is the           traditional sort of set-up; you would expect to see           this organisation with requirements to keep very large           accounts or stock control or a database.

     2    If it has, is there simply one actual machine plus a           series of supporting disc drives and printers, or is           there a cluster of processors which work together and           back each-other up? Such an arrangement is increasingly           common, particularly where large minicomputers are           used.

     3    Or, does the organisation have a series of departments           each with their own computer systems?

     4    Or perhaps a series of departmental systems which are           linked together via some network - this would be a           form of distributed processing?

     5    Or a hybrid system, where there is a mainframe and some           satellite computers which are connected to it, and           others which are not?

     6    Are there small computer systems, perhaps desk-top PCs,           which do not appear on the diagram?

For each of the items in the inventory you will require details of their physical location.

Next, you must take the list of "sensitive" processes that were identified during the risk assessment procedure and ask to be told which items of hardware are associated with which processes.  1
---------------------------------------------------------------

fn 1 See Chapter 11, page >>

-------------------------------------------------------------

The other feature to be watchful are the vital points. In one sense, the whole of a computer system is a vital point for the organisation that uses it, but within the computer itself, some points are more vital than others. The theft or destruction of a single printer or vdu in a largish installation might be comparatively harmless; on the other hand, if someone gets physical access to the master console terminal (which is the location from which the system manger runs the entire operation), then all the services and secrets of the system may be compromised.

 +------------------------------------------------------------+

 3                                                            3

 ¦ Hardware Vital Points                                      3  

 ¦                                                            ¦  

 ¦   *   no back-up                                           ¦  

 ¦             system has to be "non-stop"                    ¦  

 ¦             back-up takes some time to be put into operation¦  

 ¦             no back-up of any kind                         ¦  

 ¦                                                            ¦  

 ¦   *   used to generate valuable output,eg                  ¦  

 ¦             EFT, cheques, other forms of money             ¦  

 ¦             authorisations                                 ¦  

 ¦                                                            ¦  

 ¦   *   needed for supervision of system                     ¦  

 ¦                                                            ¦  

 ¦   *   needed for maintenance                               ¦  

 ¦                                                            ¦  

 ¦   *   needed for access to system                          ¦  

 ¦             local                                          ¦  

 ¦             remote                                         ¦  

 ¦                                                            ¦

 +------------------------------------------------------------+

Generic Problems: Checklists
Although the security analysis approach advocated this book eschews check-lists, there are certain items which always need careful reviewing:

     Back-up facilities  How far is the hardware backed up? Is      there a complete duplicate for everything and, in so far as      there isn't, on what basis were the decisions made? Are the      back-up facilities co-sited with the main services and, if      they are, what would happen in the event of arson or some      other physical calamity?  How far does back-up rely on the      performance of third parties? How quickly can the back-up be      activated? If storage devices such as disc and tape drives      are back-up, how easy is it to load them with up-to-date      software and datafiles?

     Power supplies  What happens if the power supply fails, for      whatever reason? Is there, or should there be, an      uninterruptable power supply (a stand-by generator or      batteries)? How long before it comes into play and how long      will it operate until normal supplies are resumed? Is the      stand-by power co-sited with normal power? If deliberate      physical action is taken against the usual power supply,      what chances are there that the secondary supply will remain      functional?

     Telecommunications services  What sort of telecommunications      services are essential for the information system's      operation? Who supplies them?  How far are they backed up?      What level of non-availability is tolerable?  Where do the      services enter your building?  Are they vulnerable at that      point? How are they connected to your computers? Are there      long cable runs or termination boxes which are susceptible      to outside interference?

     Access control facilities  Most access control facilities      (for example, a facility for asking passwords) rely on      software, but some use hardware methods, for example,      magnetic cards, keys, dongles, dial-back modems etc. Do      these seem satisfactory - who issues the hardware, how is it      managed,  what happens if a particular item is lost, or      stolen?  1 Can the hardware device be easily circumvented,      has it a "by-pass" or "master" facility?

----------------------------------------------------------------

fn  1 Access control facilities in general are dealt with in the next chapter

---------------------------------------------------------------

     Data and software storage procedures  Assuming that all data      and software is properly backed up, how and where are the      back-ups stored? Can they be got at to be destroyed? Is it the      case that, whilst "live" data is carefully protected,      getting access to back-ups - and the opportunity to copy      them - is easy?

     PCs Check out each personal computer within the      organisation? What does each do?  Who is responsible for it?      Who uses it?  Who sets it up and is first to be called when      things go wrong?  Is the machine in a physically secure      location? Who orders new software? What are the      back-up policies? The data storage policies? Is there a      scheme for the external review of the way in which it is      being used?  Are there connections to a mainframe? Or to the      outside world? 

     Networks Are all or some of the computers linked together in      some sort of network?  How does this network operate? Is      there some central supervisory entity, or is information      just passed along as appropriate?  Who is responsible for      the running and security of the network? How far is it      possible for information to be pulled of by those who should      not be seeing it?

     Documentation, Stationery Internal documentation, explaining      not only the working of software, but also the manual      procedures that it supports, is one of the prizes sought by      fraudster, industrial spy and hacker alike. How good is the      documentation?  Where is it kept? What are the issuing      procedures?  Are all copies individually numbered? What      happens to obsolete versions - are they collected up and      properly disposed of?  What about "sensitive" stationery      supplies? Are they under good physical control? Are they      individually numbered? What happens to "spoils" and "test      runs"? Are appropriate logs kept?

     Remote peripherals Under the heading "remote peripherals"      are included cash-tills, magnetic and laser readers,      warehouse monitoring devices, industrial counting and      measuring devices, and some intelligent machines -      anything, in fact that can send or collect information from      a computer.  Can any of these be made to read falsely?  Can      they be by-passed, or over-wound?

     External suppliers and maintenance Who has physical access      to your facilities and is not on your permanent staff?  Do      you have a list? What do all these people do? How much do      you know about them - and their employers? How are visits      handled? Is there a way of physically limiting the areas      into which they can move?  Are all visits properly logged?

     Physical security  Who in your organisation is charged with      the responsibility of maintaining physical security?  How      far does this extend to computer- and network-related       equipment? Do the security staff understand the relative      importance of the various devices?  Is responsibility      divided between a "physical" security officer and some-one      who handles just computers?  What sort of relationship is      supposed to exist between them? If there are disputes, who      would resolve them?  If there are areas that no one seems      to take responsibility for, would you ever know?

The table below provides a series of questions you should have answers for to complete your analysis:

  +-----------------------------------------------------------+ 

  ¦                                                           ¦

  ¦   Analysing Your Hardware                                 ¦

  3                                                           ¦

  3         Mainframe                                         3

  ¦               Single site?                                ¦

  ¦               Existing security procedures - who manages? ¦

  ¦               Physical access                             ¦

  ¦               Back-up facilities                          ¦

  ¦               Power supply services                       ¦

  ¦               Telecommunications services                 ¦

  ¦               Access control facilities                   ¦

  ¦               Data control procedures                     ¦

  ¦               Software control procedures                 ¦

  ¦               Development procedures                      ¦

  ¦               External contractors/suppliers              ¦

  ¦                                                           ¦

  ¦         Mini                                              ¦

  ¦               Single site?                                ¦

  ¦               Distributed processing?                     ¦

  ¦               Existing security procedures - who manages? ¦

  ¦               Physical access                             ¦

  ¦               Back-up facilities                          ¦

  ¦               Power supply services                       ¦

  ¦               Telecommunications services                 ¦

  ¦               Access control facilities                   ¦

  ¦               Data control procedures                     ¦

  ¦               Software control procedures                 ¦

  ¦               Development procedures                      ¦

  ¦               External contractors/suppliers              ¦

  ¦                                                           ¦

  ¦         Network                                           ¦

  ¦               Wide-area/local area?                       ¦

  ¦               Simple/hybrid?                              ¦

  3               External contractors/suppliers              3

  ¦               Distributed processing?                     ¦

  ¦               Existing security procedures - who manages? ¦

  ¦               Telecommunications services                 ¦

  ¦               Back-up facilities                          ¦

  ¦               Power supply services                       ¦

  ¦               Access control facilities                   ¦

  ¦               Physical access                             ¦

  ¦               Data control procedures                     ¦

  ¦               Software control procedures                 ¦

  ¦               Development procedures                      ¦

  ¦                                                           ¦

  ¦         Micro                                             ¦

  ¦               Who uses, who sets up, who manages?         3      

  ¦               Existing security procedures - who manages? ¦

  ¦               Physical access                             ¦

  ¦               Data disks procedures                       ¦

  ¦               Back-up facilities                          ¦

  ¦               Power supply services                       ¦

  ¦               Telecommunications services                 ¦

  ¦               Access control facilities                   ¦

  ¦               Software control procedures                 ¦

  ¦               External contractors/suppliers              ¦

  ¦                                                           ¦

  ¦   Locations                                               ¦

  ¦         central installations                             ¦

  ¦         terminals                                         ¦

  ¦         connected PCs                                     ¦

  ¦         dial-in ports                                     ¦

  ¦         network nodes                                     ¦

  ¦         cash-tills, etc                                   ¦

  ¦         manufacturing monitoring devices                   ¦

  ¦         warehouse monitoring devices                      ¦

  ¦                                                           ¦

  +-----------------------------------------------------------+

Measures
Having associated hardware and processes, we can now decide what forms of physical protection should be selected. As we saw in chapter 11, the cost of a measure must be related to the level of damage that it is supposed to limit:

     Visitor Procedures There should, even in the smallest      offices and other work locations, be a properly thought-out      visitor procedure. You should work out which areas you      regard it as safe for visitors to move around in unattended.      There should be definite barriers which indicate "public"      and "private" areas, even if the barriers are only token. A      visitor in a private area should immediately cause a query.       All computer-related equipment, even of the lowliest status      should be inaccessible from public areas, preferably not even      in view. In a large office where there can be a proper      receptionist, there should be a visitor's book and, if there      is any possibility that visitors will move around      unaccompanied a system to issue temporary passes should be      in place.

     The cost of these measures is negligible, but merely      requires some planning and ensuring that staff understand      the need to follow the laid-down procedures.

     Locations Every place where a computer, terminal,      peripheral, telecommunications connection point or power      supply is located should have at least one level of      protection from the outside world. For each item of      equipment there ought to be a list of authorised users or      service engineers and it should be made as difficult as      possible for anyone else to get near to the equipment      without drawing attention to themselves. If it is practical,      each item should kept in a lockable room, which should be      locked when empty. There should be a list of those      authorised to be there alone.

     Where it is not possible to place each item in a separate      room, perhaps because the office is open plan or the      equipment is located in a retail outlet, or warehouse, or      factory, the equipment itself should be capable of being      locked. If more than one person is authorised to use the      equipment there should be a formal log kept of signing on      and signing off, or of opening up and inspecting.

     Terminals and PCs Each terminal and PC should have its      individual list of authorised users and usages. There should      be someone "responsible" for each terminal or PC.      "Responsibility" means seeing that a terminal is not left      "open" when unattended and that a PC is closed down and its      disc media secured (see below) when not in use. In the case      of the PC, "responsibility" also implies knowing what the      machine is being used for.

     Today personal computers are only slightly more expensive      than traditional "dumb" terminals and many companies have      installed PCs in traditional mainframe and mini environments      because they can both act as terminals and provide, for very      little additional cost, local processing. The existence of a      disc drive on what used to be a dumb terminal means that      files from the mainframe may be extremely easy to copy (see      below). In some circumstances it may be wise to replace PCs      with a dumb terminal or, as they are sometimes being called,      diskless work-stations, which behave exactly like a PC and      enjoy all the flexibility of one, but without having any      local storage capacity. Diskless workstations can also be      used in local area networks where data storage is kept on a      central device called a file-server.

     Rooms Equipment which is identified as a "vital point" must      be kept in an appropriately guarded room with access      controlled by a card-reader or combination-type key. If      hostile physical attack is feared, a double-door procedure      should be followed: any visitor should be required to pass      through two doors before being admitted to any vital area.

     Closed Circuit Television Any equipment that is regarded as      especially vulnerable and where it is not feasible for it to      be under constant supervision can be over-viewed via a      closed circuit television system. 

     Power supplies Even if an organisation believes it has no      enemies in the world, a back-up or uninterruptable power      supply is a good idea. At its simplest, this is no more than      a set of batteries which are kept charged up by the mains      during normal times and which switch over as soon as the      mains fail. More elaborate systems use stand-by generators.

     Telecommunications Any vital links should have some proper      back-up; many of the professional information services used      by the finance industry have duplicate leased lines for all      terminals. As an alternative, a leased line can be backed up      with dial-up line. However, dial-up lines of any kind are a      security risk; whereas the connections on a leased line are      permanent - one terminal to one port on a computer system,      for example - a dial-up port will accept anyone with the      right password.

     Disc media Particular attention must be given to the usage      and storage of disc media. In an organisation with      mainframes and large minis, regular staff do not have access      to disc and tape media and a proper library and archive      procedure should be in place. The acute problems are the      ones associated with personal and desk-top computers. 

     Almost any disc or tape can be easily copied. Any file on a      hard-disk can be copied onto a floppy disc. There is no way,      short of physically searching all staff and visitors as they      leave, to prevent the removal of discs from a building.  All      you can is make it more difficult and increase the moral      pressure against copying:

     *    the issue of software and storage media should be kept           in a log. A regular review of the log should indicate           if abnormally large numbers of discs are being used up.           Although this is a matter which will be covered in the           next chapter, for each computer there ought to be a           list of authorised software. The use of unauthorised           software, even on a personal computer, should be           discouraged          

     *    all disc media should all bear some characteristic mark           (perhaps a unique label) to indicate that their use is           "official". The use of unofficial media should be           discouraged

     *    in circumstances where sensitive data files are           prepared, such material should not be kept permanently           on hard-disk unless the size of each file makes           storage on floppies difficult. 

     *    if such a procedure is not already in place, separate           groups of information should be stored on separate           floppies. This makes security classification easier;           particularly sensitive material can be isolated and           treated with special care

     *    floppy discs should always be kept in a locked drawer           and not in open boxes. 

     Back-up procedures The usual way of maintaining back-ups of      files in various circumstances is shown in the following      diagrams

     <<insert>>

     Particular attention must be made to the storage and      maintenance of back-up material. There is little point in      taking elaborate precautions to restrict "live" data discs      if material only one day old can be easily borrowed.

     Anti-eavesdropping Most companies are unlikely to suffer      from eavesdropping most of the time, but many may be under      threat from time-to-time.   There are plenty of precautions      that can be taken without recourse to professional help:  1
---------------------------------------------------------------

fn  1 These measures relate to devices used by private sector agencies; a rather wider armoury of techniques is available to the police and government.

------------------------------------------------------------- 

     *    require all service and maintenance men to provide           evidence of who they are

     *    ensure that visitor procedures (see above) are           carefully followed

     *    double-check that termination points for data lines,           telephone lines, etc are not accessible except by           authorised personnel

     *    double-check all modems, telex and fax machines and           examine for evidence of physical interference

     *    taps require lines running away from them to a remote           site where a tape-recorder may be located: are there           any cables which appear to be recently installed and           for which there is no obvious explanation?

     *    bugs require both a power source (though this may come           from a phone line) and an antenna through which to           transmit the captured signal. The antenna, if it is to           building. Radio signals cannot be transmitted through           metal and are attenuated by steel-frame buildings.           These considerations act as limits on the locations where           bugs can be placed if they are to operate effectively

     *    bugs require a site where a receiver can be operated;           can you identify convenient locations for such a           receiver?

     *    the risks eavesdropping by vdu radiation are at their           greatest where there is a single vdu carrying           information of great sensitivity. Although there are           devices which claim either to restrict the amount of           radiation or to mask it, careful siting of terminals           away from windows and near the centre of buildings will           maximise the benefits of the attenuating qualities of           most buildings

     "Sweeping" for bugs requires professional equipment and the      knowledge how to use it.

This last table relates possible hazards to measures:

 HAZARDS                       ¦ MEASURES 

----------------------------------------------------------------

 natural events, acts of God,    Back-up equipment, back-up sites,     failures of electricity     Back-up software, back-up data,     supply, etc                 Duplicated or uninterruptable

                                 power supply

 employees,                 

     fraud                       Physical location of terminals,

                                 Keyboard & equipment locks, 

                                 Secured data media,

                                 Secured stationery supplies,

                                 Software controls (Chapter 15)   

     industrial espionage        Physical location of terminals,   

                                 Keyboard & equipment locks,      

                                 Secured data media,              

                                 Secured stationery supplies,     

                                 Software controls (Chapter 15)      

     equipment for re-sale       Physical location of equipment &                                  peripherals

     induced breakdown           Physical location of, and limited access                                  to, equipment                               

     revenge                     Physical location of, and limited access 

                                 to, equipment                                 industrial dispute          Physical location of, and limited access 

                                 to, equipment                            

     ideological                 Physical location of, and limited access 

                                 to, equipment                            

 maintenance staff,              Same measures as for employees

     fraud                  

     industrial espionage   

     equipment for re-sale  

     induced breakdown           revenge                

     industrial dispute     

     ideological            

 criminals,                      equipment for re-sale       Similar protection that would be used to                                  protect other physical assets, plus

                                 Ensure all data media, including hard-                                 disks are regularly backed up and stored                                  elsewhere  

     industrial espionage        Physical location of terminals,   

       professionals             Equipment sited to limit eavesdropping

                                 Keyboard & equipment locks

                                 Secured data media,

                                 Secured stationery supplies,      

                                 Software controls (Chapter 15)    

                                 Control of dial-in ports 

                                 Sweeps for bugs

 vandals,                        Good "visitor" handling 

     amusement                   procedures            

     industrial dispute          Careful pre-employment vetting 

     ideological                 Careful in-employment

                                 monitoring

