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         Appendix I: The Obligations of Data Protection
Throughout this book we have been talking about datacrimes that might be committed against an organisation.  There are, however, circumstances in which organisations may find that they themselves are committing datacrimes.

Objects and Principles
Although this appendix concentrates on the UK Data Protection Act, 1984, and which came into full effect at the end of 1987, the general principles apply in all countries with similar legislation.

The requirements of the act are as follows:

     *    All personal data and the uses thereof must be           registered

     *    Personal data must not be used, disclosed or sent           abroad except in accordance with the registered           particulars

     *    Every computer bureau handling personal data must be           registered

     *    The data subject (the person about whom data is held)           is entitled to be told what the data is

     *    The data user (the owner of a computer which hold           personal data) must abide by eight listed principles.

These principles are:

     1    The information to be contained in personal data shall           be obtained, and personal data shall be processed,           fairly and lawfully

     2    Personal data shall be held only for one or more           specified and lawful purposes

     3    Personal data held for any purpose or purposes shall           not be used or disclosed in any manner incompatible           with that purpose or purposes

     4    Personal data held for any purpose or purposes shall be           adequate, relevant and not excessive in relation to           that purpose or those purposes

     5    Personal data shall be accurate and, where necessary,           kept up to date

     6    Personal data held for any purpose or purposes shall           not be kept longer than is necessary for that purpose           or purposes

     7    An individual shall be entitled -

          (a) at reasonable intervals and without undue delay or           expense -

               (i) to be informed by any data user whether he                holds personal data of which that individual is                the subject; and 

               (ii) to access to any such data held by a data                user; and

          (b) where appropriate, to have such data corrected or           erased

     8    Appropriate security measures shall be taken against           unauthorised access to, or alteration, disclosure or           destruction of, personal data and against accidental           loss or destruction of personal data.

In interpreting this last principle, the Act has this to say:

     Regard shall be had -

     (a)  to the nature of the personal data and the harm that           would result from such access, alteration, disclosure,           loss or destruction as are mentioned in this principle;           and

     (b)  to the place where the personal data are stored, to           security measures programmed into the relevant           equipment and to measures taken for ensuring the           reliability of staff having access to the data.

The effect of the Eighth Principle is that companies holding personal data are compelled to have adequate security measures, even if they have decided not to implement them for any other reason.

The act is only concerned with data about persons so that a company's research, marketing and manufacturing data is quite unaffected. There are a number of exemptions to the operation of the Act:

Exemptions for the ordinary business
     *    the Act does not apply to payroll, pensions and           accounts data, nor to names and addresses held for           distribution purposes

     *    Subjects do not have a right to access data if the sole           aim of collecting it is for statistical or research           purposes, or if it is held under the Consumer Credit           Act (which does give the subject a right to see - the           legislators wanted to avoid a duplicated right), or           where it is simply for back-up

     *    Data can be disclosed to the data subject's agent (eg           lawyer or accountant or other person), to persons           working for the data user, and in response to urgent           need to prevent injury or damage to health

Exemptions for Special Categories
These include data held:

     *    in connection with national security

     *    for individual use, including family and household           affairs

     *    for club use, provided this is an unincorporated           members' club and not a business of any sort

     *    for the prevention of crime - this may include data           held by private detectives as well as that held by the           police

     *    for the collection of tax and duty

     *    for health purposes

     *    for social work purposes

     *    for the regulation of financial services

     *    for judicial appointments

     *    for data available to the public by law (this includes           the Electoral Register)

     *    for data held under professional legal privilege

There are two main criticisms of the Act: it only applies to material held on a computer; the same data written on card indexes is not subject to registration and there is no right of subject access. From a civil liberties point-of-view some of the most alarming aspects of incorrectly-compiled data affect material held by the Security Services and Police. There is no mechanism where a respected and independent third party can make a compulsory inspection as to necessity and accuracy.

