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    Chapter 2: The Desktop Revolution and End-User Computing

The arrival of the computer on the corporate desk-top has not only democratised computing and destroyed for ever its quality as an esoteric skill,  it has spread the extent and availability of the vital data upon which key corporate decisions can be made. And this in turn has had profound effects on how organisations are run - and how corporate information is controlled.

There are already many ways of writing computer history. The favourite seems to be by reference to successive generations of hardware: the move from thermionic valve (tube) technology to transistor, from transistor to integrated circuit, from IC to large-scale integrated microprocessor; the sequences by which central processors became more sophisticated, how the price of random-access memory plummeted, how mass production made the costs of essential peripherals like vdus and disk-drives ever lower, and so on. Hardware has got steadily smaller and smaller, another theme goes: in his 1979 book The Mighty Micro, Dr Christopher Evans calculated the decreasing physical size of electronic circuitry with ten thousand million switches, the same number as the human brain has neurones. In 1950 under thermionic valve technology, this unit would have covered Greater London; ten years afterwards, bipolar transistors would have brought the size down to that of the Albert Hall; ten years thereafter you would be contemplating a double-decker bus; in the mid-1970s it would be the size of domestic television. In the mid-to-late 1980s, you can just about cram all that circuitry onto one or two printed circuit boards. If the circuitry is simply used for memory storage, the size comes down to that of the compact disk. 

A similar theme is that of declining costs, all the way down to the Sinclair (Timex) ZX-81, a complete computer for a few days' work at average earnings levels and requiring the addition merely of a home tv and low-cost cassette player. The ZX-81 was really too stripped down to be particularly useful and subsequent machines had much more extensive facilities - like keyboards that could be used without personal injury to the fingertips. The table shows falling costs simply over the last ten years in terms of micros; in fact, the fall has been even steeper in real terms, as the figures take no account of inflation. 

Another strain of history examines the development of software - operating systems and applications programs - and their various functions.

The second table covers some of the key events in the short history of computing: 

>>>>>>>>>>>>>>>>>>>>>>>>>>>>

                  History of Computing Timetable

This timetable shows the main influences and themes in the history of computing. Obviously here and there the particular choice of significant innovation is slightly capricious since, at nearly every stage, several competing groups of people were separately working to the same end. The bias in this history is the way in which computers have been used in business organisations, not how they are used by the military or by scientists.

Date   Invention                       Significance

----------------------------------------------------------------

       The Abacus                      First counting machine

       Arabic numerals                 The decimal system - made                                        arithmetic easy

1610s  Logarithms                      John Napier's discovery                                        provided, among other                                        things, the theoretical                                        foundation of the slide-                                       rule

1640s  Pascal's mechanical             First adding machine

       adder

1670s  Leibnitz's discovery of         Theoretical foundation of

       binary arithmetic               computer processing

1821   Babbage's Difference            These were general purpose               

       Machine                         mechanical calculators       

1840s  Babbage's Analytical            which, particularly in the   

       Engine                          case of the Engine, were too 

                                       complex to be constructed                                           with purely mechanical                                              technology, but they showed                                         the way for the earliest                                            electronic machines                 Jacquard loom cards             The first form of stored                                        programs

1854   The Laws of Thought by          The foundations of logic        George Boole                    and binary arithmetic

1877   Patent for the Telephone        Alexander Graham Bell's                                        apparatus

1880   Edison's Electric Light Bulb    The beginning of the                                        electric age     

1887   Hollerith cards                 Used in the US Census,                                        this was the first                                        mechanical calculating                                        machine which could sort                                        data as well as add. The                                        company founded eventually                                        became IBM

1900s  First electronic valve          Edison's light-bulb plus                                        one extra plate

       First triode                    Lee de Forest's thermionic                                        device which permitted                                        amplification

1924   IBM founded

1936   Turing's paper: On Computable   The first theoretical 

       Numbers                         proposal for a general 

                                       purpose computing machine 

1936   Zuse's Z1                       The practical realisation                                        of Babbage's Engine using                                        electro-mechanical relays                                        from telephones

1938   Schreyer's proposal to use      Computing becomes all-       thermionic valves for rapid     electronic       switching                     

1943   Harvard Mark 1                  IBM's electro-mechanical                                        computer

1943   Colossus                        The code-cracker built to                                        defeat Enigma at Bletchley                                        Park. It was all-                                       electronic with 2000                                        thermionic valves

1946   ENIAC                           19000-valve computer

1946   The Von Neumann machine         Proposal for a readily re-                                       programmable computer (The                                        early ones had to be                                        rewired in order to change                                        function) and also one                                        which could have a program                                        that could call up other                                        stored programs as needed

1947   Remington Univac I              Computer with programs on        (later Sperry)                  tape, not cards

1948   Shockley's transistor           Thermionic valves required                                        vast power sources, over-                                       heated and failed easily.                                        The transistor, or solid-                                       state valve, promised more                                        compact, more reliable,                                        more complex and much                                        smaller computing machines

1950   Shockley's p-n-p device         First usable transistor

1950s  IBM 70x series                  Hybrid (valve and                                        transistor)  computers 

1953   LEO - Lyon's Electronic         First purely civilian        Office                          computer                                 

Airline reservation computers?

1956   Fortran                         1St. version of programming                                        language for scientific                                        applications, still in use                                       today

1957   Sputnik launched                Impetus for major US                                        computer development programs

1959   Texas unveils the 1st           The first complex                

       integrated circuit              electronic building block

1959   IBM 709 TX                      Transistorised computer

1960s  CTSS, Multics                   Time-sharing operating                                        systems - each user gets                                        the illusion of having                                        sole control of a mainframe

1960   ALGOL                           Programming language

1960   COBOL                           COmmon Business Oriented                                        Language - still in use   

1961   DEC PDP-1                       Predecessor of mini-                                       computing

1961   First "underground" computer    The arrival of the hacker

       games - spacewars

1962   Telstar launched                Commercial satellite                                        communications -                                        transportable applications

1963   IBM 360                         First computer family -                                        other families that                                        appeared shortly after                                        included Control Data                                        6000, Sperry Rand 1108, GE                                        600, Honeywell 200

1964   Invention of BASIC              Beginner's programming                                        language which allowed                                        programmers to trace what                                        was happening during                                        execution - early programs                                        had to be run and run                                        until they were perfect

1964   RPG                             Report Program Generator

1964   PL/1                            IBM language

1964   DEC's PDP-6                     The first mini-computer                                        (semi-personal)

1960s  On-line retrieval systems       Introduced as electronic (mid)                                  index to research material                                        for the internal use of                                        large companies and                                        government, these became                                        the earliest form of                                        electronic publishing

1969  Unix                             Multi-user, multi-tasking                                        operating system devised                                        by Bell Telephones

1969  CICS                             IBM's Customer Information                                        Control System - online                                        transaction processing

1970  DEC PDP-11                       Top-selling mini-computer

                                       family

1970s  ARPAnet                         Experimental packet-                                       switching network linking                                        many major US government                                         agencies, research                                        institutes and companies -                                        used by hackers to keep                                        contact

1970   Pascal                          Programming language

1971   Intel produces 1st micro-       This was only 4-bit and        processor                       for hand-held calculators                                        or process control

1972   Pong invented by Nolan          The first ever consumer        Bushnell                        video game - lead to                                        founding of Atari

1972   Calculators                     Simple calculators cost                                        #80/$150

1972   Lockheed DIALOG                 First large-scale 

       founded                         commercial on-line                                        bibliographic database                                        service

1972   Intel produces 1st 8-bit        The immediate predecessor

       micro-processor                 of the chips found in the                                        early home and personal 

                                       computers

1973   Micom Wordprocesor              Invented by Steve Dorsey,                                        this was the first                                        "electronic office"                                        product; wordprocessors                                        were dedicated products                                        until personal micros                                        arrived. 

1973   1st DIY terminal project        Enter the hobbyist

       published

1974   Intel's 8080 chip               The first really                                        successful driver for                                        personal micros,                                        predecessor of Z80

1974   CP/M  operating  system         The first microcomputer                                        operating system that  was                                        not manufacturer-specific.                                        CP/M is still in use in the

                                       late '80s         

1974   Radio-Electronics "Build        The beginnings of hobbyist

       Your Own MiniComputer"          computing

       article

1975   Zilog produces the Z80          The outstanding success of 

       chip                            microcomputer chips

1975   MITS Altair 8080                First diy computer kit

1977   The Apple ][ and Commodore      The  first  production        Pet                             personal computers, soon 

                                       joined by Tandy TRS-80

1977   Hayes Modem                     One of the first low-cost                                        modems - devices for                                        allowing computers to                                        communicate down the phone

1979   VisiCalc                        The  first  micro-based                                        business application:                                        businessmen bought Apples                                        because of Visicalc, not                                        vice versa

1979   WordStar                        One of the longest running                                        successes in microsoftware                          

1979   Prestel                         The first mass-market                                        public access database

1980   Sinclair ZX80                   The first ultra-cheap                                        micro, later followed by                                        the ZX81 (1981) and                                        Spectrum (1982)

1980   Microsoft's MS-DOS              The dominant operating        operating system                system for 16-bit micros,                                        eventually used, as PC-                                       DOS, on the IBM PC

1980   Motorola 68000                  Powerful chip later to                                        appear in Apple LISA &                                        Macintosh, Sinclair QL,                                        Commodore Amiga, Atari ST,                                        etc

1981   IBM PC launched                 Although neither the first                                        nor the best                                         business-orientated                                        personal computer -                                        Commodore had an 8-                                       bit machine and                                        Victor/Sirius a 16-bit                                        machine, IBM's marketing                                        power made their PC the                                        standard product for                                        several years to come

1982   BBC Micro                       The machine launched with 

                                       the BBC's massive computer 

                                       literacy tv programmes. 

                                       The BBC computer was 

                                       widely adopted in the UK                                        educational system but,                                        alas, not much elsewhere.

1982   Lotus 1-2-3                     The first big software                                        success for the IBM PC;                                        previous software had                                        been ported across from                                        earlier micro computers                                        and did not make full use                                        of the machine's                                         capabilities

1982   Intel 80186 & 80286             The foundation chips for        chips                           more sophisticated PCs;                                        the 80286 would appear in

                                       the IBM AT  

1983   Apple LISA                      The first affordable icon-                                       driven desk-top micro.                                        Icons made computers much                                        easier for the non-                                       specialist to use. LISA                                        was not quite the first to                                        use them - Xerox had been                                        the true inventor - and                                        LISA was not a commercial                                        success, but its ideas                                        later appeared in the                                        Apple Macintosh and the                                        GEM operating system. It                                        used the Motorola 68000                                        32-bit chip.

1983   IBM PC/XT                       The hard-disk PC becomes                                        standard for business                                        desk-top use

1983   Tandy 100                       1st successful "lap-top"                                        micro

1984   Apple Macintosh                 see above, about LISA

1984   IBM AT                          The next development on                                        from the PC, using a more                                        advanced chip - 80286

1984   Digital Research's GEM          Icon-driven operating                                        system

1985   Intel's 80386                   The chip which could allow                                        an easy way for IBM PC-                                       type software to become                                        part of a multi-tasking                                        machine

1986   Commodore Amiga                 Machines using the 68000        Atari ST                        processor offering high-                                       resolution screens and                                        considerable power at very                                        low cost

1986   Amstrad PCW8512                 An innovation not in                                        technology but in pricing;                                        a complete wordprocessor,                                        including printer, for                                        #400/$550. Later Amstrad                                        produced IBM PC clone at                                        start price (without                                        printer) at same price

1987   IBM Personal System/2           Family of replacements                                        for the original IBM PC,                                        bringing multi-tasking to                                        the affordable desk-top                                        computer; based mostly on

                                       80386 chip

>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>

The historic process which is most relevant to this book, however, is the story of how control of corporate computing became removed from the Electronic Data Processing Department and became, up to a point, potentially the property of everyone within the organisation. How, in consequence, the ways in which decisions are arrived at within the organisation have become drastically altered, with new centres of corporate power emerging while certain traditional middle management skills have become displaced. And how, by corollary, the opportunities for datacrime have ceased to be the sole perk of computer operators and programmers. 

The Personal Corporate Computer
The first of the threads to this story is the arrival of "end-user" or "desk-top" computing. In other words, the stages by which it became possible for relatively ordinary, untrained individuals to tell computers what they wanted them to do and, with very little external help, get the results they required. "End-user" computing can happen on any sort of computer; it is most obvious on the hobbyist micro, but, with the right sort of system "front-end",  the business executive user of a mainframe or large minicomputer can also specify his own applications without having to go back to the DP department every time. One of the less well-publicised consequences of the arrival of the micro, as we will shortly see,  has been the demand that mainframe software should look a lot more attractive. 

There's nothing new, of course, in the notion of non-specialists using computers - airline staff have been taking bookings for more than twenty years, nearly every big computer ever built has had its support army of "key punch operators" to transfer written documents into computer-readable format; we are all used to interrogating banks via ATMs to get cash withdrawals or be told our "balance". What separates  "end-user" computing from these operations is the power, within limits,  to be in charge of what the computer (or part of it, any way) does.

In the mid-1970s, some of the best research and marketing brains in what was to become British Telecom were deciding to develop a mass market public access database service. It was to be available down ordinary telephone lines and the display would appear, screenful by screenful,  on a modified domestic television receiver. The service was eventually launched in 1979 as Prestel. The design criteria then selected now make extraordinary reading. It must be remembered that the designers were not stupid men; they solved a number of quite tricky computing problems - the most obvious of which was how to run a reliable service with a very large number of people simultaneously making an enormous number of requests for different types of information and while several hundred suppliers of information were updating their material in real time. And all of this was to operate on unmodified public telephone lines. Prestel was designed around assumptions about public knowledge of computing that were fully accepted in the mid 1970s.

"People" it was decided, would not be able to cope with anything more complicated than a numbers-only keypad. It was rash to conceive of the untrained typing in whole words or simple commands. The on-line retrieval databases that existed in the 1970s were strictly for professional computing users: to obtain information from them you had to type in a precise series of grunts, usually abbreviations of English words. Get the spelling, punctuation or even the word-spacing wrong, and the computer would throw back a ? or syntax error message at you. Not having anything else to compare with, Prestel's designers decided that everything its customers would want must be available simply by keying in the numbers on a series of "choices" menus. It might take a little longer to find the desired item of information, but it would be safer. The second design decision was to make all information appear as a series of electronic file cards or pages. Traditional on-line retrieval services used a "scrolling" method of display. This means that the information, however long or short, starts to appear at the top of the screen (or printer) and and carries on till it has finished. "Scrolling" seems very sensible compared with an electronic file card which may be too long or too short for the information, in which case more file cards have to be located and displayed. But scrolling services imply the ownership of a printer and in 1976, computer printers were extremely large, noisy and expensive. Prestel's method of display was to be the slightly-modified domestic television set.

But by the time of Prestel's public launch in 1979, these assumptions were beginning to look drastically wrong. The hobbyist micro revolution had started in 1975. It had already passed the point where you had to build your own machine from a kit in order to participate. Ready made computers, with displays and (initially) cassette drives, complete with BASIC programming capability, could be bought easily. Various forms of software, including primitive business applications, were available. The Great Untrained, those who had never had any proper computer education, it turned out, were not only coping with the keyboards of micros, they were managing to teach themselves programming. 

In fact, at almost the same time as Prestel was being launched, the first item of serious business software for a personal computer was being released. Moreover, it did not merely mimic something that had previously been available on mainframes or minis. It was for the Apple ][ and was called VisiCalc. 

The VisiCalc Effect
The program presented a grid of cells on the screen into which the user could load letters, figures and calculation formulae. Its value was that it made it incredibly easy for the user to set out a simple model of a business plan, sales forecast or whatever and then try out variants in terms of operating costs, sales expenditure, commissions and so on. Adjust one figure in a single cell, and all the other cells were automatically amended.  In other words, its forte was the "What if...?" calculation all managers must play with if they are to get a grip on the dynamics of running their business or department. 

It is almost impossible to underestimate the significance of VisiCalc. Not only had nothing quite like it existed before on mainframes or minis, it was almost the first PC program not intended either for the pure computer hobbyist or the games player. The documentation, certainly by the standards of the day, was outstanding... it did not assume that the user knew much about computer programming - or indeed was ever likely to become interested. For at least two years afterwards an overwhelming majority of business people selected the Apple ][ as the definitive personal computer because it was the machine upon which VisiCalc ran - and for no other reason. And for many of those who learnt VisiCalc, the investment paid for itself very quickly. It genuinely gave, for the first time, individual computing power to the corporate executive, independently from the efforts of the EDP Manager. It created a new sort of computer buff, one who had no formal computer training, who had little interest in games or programming languages but was attracted to the latest applications programs that boosted productivity. Finally, it caused irretrievable cultural changes in the business use of all computers, a notion we will examine further. 

VisiCalc spawned imitations and improvements. Soon it was joined by high-quality database packages to replace file cards of information - dBase II was an  early and prolonged success. 

Word processors, specialised machines that combined keyboard, display unit and printer and provided an infinitely correctable typewriter and the ability to generate thousands almost identical documents, but uniquely customised, appeared in the early 1970s. By the end of the decade, software products that had all the features any professional might wish were available on the personal computers originally designed for the hobbyist market. Another element in the desk-top revolution was in place. 

And at about the same time, the first affordable modems - devices for connecting a desktop machine to the telephone line and thence to other computers in the outside world - and the associated communications software - surfaced as well. Database services for the new generation of communicating personal micros were started up shortly afterwards. In the first years of the 1980s, in the US there was CompuServe for the hobbyist and domestic user and for business customers, Dow Jones provided almost instant share prices and company news. In the UK, Prestel had its first proper commercial success after failing in the tv set-based domestic market by opening a specialist service for personal computer buffs called Micronet; soon it was joined by specialist services for the financial service sector, for travel agents, and for agriculture. For executives in companies with their own mainframes, the ambition became to get corporate data from there on to their own desk-top machines where it could be analysed and re-presented - a task which in many cases has turned out to be easier to describe than achieve.

These four elements, spread-sheet, database, wordprocessing and external communications, have been the essential ingredients of the desk-top revolution. They all appeared in fairly mature versions in 1979 or 1980.  Further new forms of personal software followed within the next few years - schedulers that assisted in the planning of projects, "thought processors" or "outliners" which produced nested lists of ideas that could be assembled into coherent plans (some of the material in this book was generated with the help of one), presentation graphics that let the user paint a series of displays onto a PC screen and then run them as a slide show to illustrate a set of ideas, desk-top publishing - wordprocessing that ends up looking as though it has been professionally designed and printed in an expensive magazine, and so on.  Almost no one had predicted it, not even the hacker pioneers who had conceived the possibility of assembling personal computers from the microprocessor devices that had been originally developed for industrial process control and "advanced" calculators. Right into the early years of the 1980s decade, management consultants' predictions about "the electronic office" - they still don't exist by the way - were based on master mainframe installations graciously feeding data out to a series of satellite workstations at which the office worker of the future would sit. The workstation exists, and it is autonomous, with the individual user determining its use and applications. 

When the IBM PC was launched in 1981, despite the fact that it had a rather less impressive technical specification than many other personal micros of that year, on the strength of its provenance it rapidly became the favourite of the corporate PC user, displacing the Apple ][ within about a year. Soon, new software packages, capable of exploiting the IBM PC's facilities, appeared; Lotus 1-2-3 became the best-seller.  

IBM PC users represent a key new influence in the development of computing within corporations. At the beginning of 1986 there were 5.4 m PCs installed in US business alone, of which 1.9m had been purchased in the previous year; a further 2.3 m were expected to be sold in the following twelve months. The survey that provided these figures - by Romtec - showed that 24% of US businesses had at least one PC and that among companies with more than 500 employees, penetration was 90%. As a computing sub-culture PC users are quite different and distinct from both the mainframe-trained systems or programming specialist and from the traditional micro-computer enthusiast. In fact, many of them cannot program in the usual sense of writing code in languages like BASIC, Fortran, Pascal or C. However, they are a whiz at stringing together ready-made programs and utilities so that they can develop their own unique applications. They have built up a considerable skill in the byways of the one machine that every corporation owns. They have their own clubs - User Groups - through which gossip and special public domain software are distributed. These people can contribute much to the corporations in which they are employed but also present a considerable challenge both to the EDP Manager, whom they criticise because he is slow to respond to the desk-top revolution, and to Senior Management.

The Corporate Computing Environment
The second strand takes us away from the personal micro back to the corporate mainframe, the changes that are being demanded of it and the way in which it is managed and controlled.

For fifteen or twenty years until IBM PCs started to appear in quantity on corporate desk-tops, the role of the DP or EDP department in a large organisation was clear: it operated apart - geographically and culturally - from the mainstream activities that provided the justification for the organisation's existence. Its temple - still to be seen widely in organisations across the world - consisted of three large rooms: one was double-sealed and air-conditioned, full of clean grey boxes  upon which lights winked or within which tapes whirred; one was a library and consisted of row upon row of tapes; the third was open-space but divided into many cubicular work areas at each of which a programmer sat in front of a vdu.  The man who ran it provided the sole link between his machinery and his staff and the rest of the organisation. He did not expect - and mostly did not get - much questioning of his decisions. The organisation's top management's role was simply to wince and pay up when he quoted prices and lead times for the introduction of new facilities - or stated that the announcement of new hardware from the manufacturers compelled the organisation to go in for a complete upgrade if they wished to keep pace with technology.

These upgrades would have taken the company through a series of computer architectures and methodologies, from batch to real-time, from single user to time-sharing, from multi-user/multi-tasking to virtual machines, from flat databases to relational databases, from punched cards to paper tape to magnetic tape to disc and Winchester drives, from magnetic core memory to silicon memory,  from line printers to laser printers,  from vdus that were glass teletypes to graphics work-stations.

In some circles it is now fashionable to mock this DP priesthood and its acolyte programmers, who were reckoned often to be too in thrall to the succession of technological novelties produced by computer hardware salesmen. It was not only the arrival of the desk-top micro that demystified and dethroned the priesthood: simultaneously other events were beginning to change the political status quo within organisations using computers.

One of them has been referred to in chapter 1, information processing was becoming simply too important to the future of ambitious and competitive companies for line management to feel that they could merely await suggestions from DP managers as to the "next move". Managers had become used to receiving print-outs of sales activity, budgets and profit margins; they realised that with more detail and greater speed and accuracy they could improve the organisation's industry position. The performance of mainframe computers was looking increasingly sick compared with the apparent ease and savviness of the PC. PCs have created expectations in terms of speed of response, flexibility and alterability of result, and slickness of presentation. Couldn't the newly acquired desk-top machine - which its owner now knew how to handle - be linked direct to the mainframe so that central data could be input direct into the experimental spread-sheet? The new end-users might not realise the work involved in producing the new facilities, but they knew how they could transform the information thereby derived into profits. It was in the seeds of this managerial discovery that DP departments began to come under the same pressures to perform as all other sections of the organisation. 

Increasingly, the most aggressive and competitive of line managers would not accept "impossible" as an answer; they wanted results in their time-scale and not that of the DP department. As the price of hardware and software fell - the minicomputer revolution of the 1970s saw to that - so it became more feasible for the individual department to say that they weren't interested in getting their information from the central mainframe, they would buy their own minicomputer complete with ready-to-runpackaged software instead - out of existing departmental budgets. The departmental secretary typed in the raw data.  By the early 1980s, it wasn't even necessary to buy a mini, a desk-top PC with a hard-disk would do the job - and that could be purchased out of petty cash.

Within a few years the inherent security of a centralised data processing facility disappeared in most companies, as DP departments could no longer keep all an organisation's activities on one large mainframe. The mainframe became relegated to big "number crunching" activities and the maintenance of huge databases;  all the sensitive innovative work - the key research data - migrated to the micro. And with it, the task of securing the company's secrets became considerably greater.

But, as organisations expected their computing power to become accessible over an ever wider geographic scale, DP managers had to become alive to two other threats.

The Telecommunications Manager
During the early 1980s large companies began to realise that their bills for telephone and telex, if left to themselves, were becoming unacceptably large. In the United States, the Federal authorities embarked on a series of judicial decisions which had, by 1984, resulted in the ending of the traditional quasi-monopolies of AT&T - Ma Bell; first competition was permitted on long distance connections, then Ma Bell was forced into dismembering itself into a series of regional utilities. In the United Kingdom, the government used different legal devices to break up the British Telecom monopoly, but the effect was to allow competition among suppliers of equipment and to license one alternative, Mercury, to compete in the main types of service area.  These new commercial opportunities within telecommunications, the chance for a skilled manager to make careful assessments of his company's actual requirements and to play the field in terms of suppliers, came at the same time as the technology itself was changing. The telephone conversation between human beings has, until recently, relied on analogue techniques. Increasingly even on public networks, the conversations are digitised because it is then possible to utilise more reliable and flexible switching and communications methods. An adept telecommunications specialist can take advantage of this and cram several conversations - human and machine - along the one physical path, thus lowering the bill payable to the telecommunications authorities. Analogue telecommunications technology requires ultimately that there be one physical path per conversation. Similarly, telex traffic can be converted into electronic mail and perhaps handled by a message switch for optimum advantage of the tariffs. Satellite links and cable tv technology also can offer competition to more traditional forms of communications link. 

In short, the "man who orders the phones" has been replaced by a new sort of technological expert. And his territory keeps encroaching on that of the DP manager. The demand for having computer power delivered to every last corner of an organisation's geographic locations - the "end-user" revolution - has meant the use of telephone and other communications lines. Human telephone conversations are being digitised both for convenience and economy and thus resemble computer conversations. 

The security consultant isn't concerned with the bigger political battle here, the questions he will want to ask are: Where does the demarcation line between the two jobs - DP manager and telecommunications manager - fall? Who is responsible for what?  And if you see the organisation's system security as depending on the resilience of both computers and telecommunications - who carries out the supervisory security function? But this is not the end of the story.

Management Information Services/Information Resource Management
By the late 1970s, it was also becoming evident that the largest corporations were beginning to suffer from information over-load. The computers were producing so much data that managers were in danger of being overwhelmed with print-out, most of it not particularly useful.

So it was, in a movement parallel to the arrival of the first personal computers with usable business facilities, but actually independent from it, these corporations started to set up what were called Management Information Services (MIS) Departments or to speak of IRM - Information Resource Management. The purpose of the department was to mediate between the EDP department and line- and top management. Part of the job was to prevent the rise of the independent departmental mini ( see p >> above ), but more creatively, to use management skills to handle information overload. John Diebold, one of the more reliable of computer gurus, set the scene in 1979:

     Information, which in essence is the analysis and synthesis      of data, will unquestionably be one of the most vital of      corporate resources in the 1980s. It will be structured in      models for planning and decision making. It will be      incorporated into measurements of performance and      profitability. In other words, information will be      recognised and treated as an asset.

MIS/IRM departments, in other words, were a recognition that the EDP staff weren't particularly good as systems analysts and traditional line managers not sufficiently trained to articulate their requirements clearly to computer staff.

When the personal computer arrived, many MIS departments made a successful bid to seize control of corporate policy over their implementation. EDP Managers lost out in this battle, by and large, because of their contempt of what they regarded as the low-specification PC. Yet some form of management control was needed - the PCs and their associated software had to be set up correctly for their end-users: an in-house PC-help facility was obviously required: managers didn't have time to learn how to connect up the various boxes and peripherals involved  and in many cases didn't want to have to learn how to program in dBase II - they simply wanted the results. Where in-housing training was required, for example in the use of spreadsheets like Lotus and Symphony, the MIS Department stepped in. MIS staff were also able to make sure that there was some coherence in the purchase of hardware and software - so that information and analyses once generated could be shared.

By 1986 it was being suggested by the Systems Security Technology Manager of Xerox Corp, James Schweitzer, that MIS/IRM should expand to include information security; however there is very little sign that this has actually happened. In the short term, security responsibility ends up being divided between resentful EDP manager, ambitious telecommunications and MIS/IRM  managers and the traditional "physical" security chief who guards the buildings. In a few short years, the inherent security derived from the fact that sensitive knowledge belongs only to a clearly identifiable elite has been replaced by a free-for-all.  

The Battle for Control of Corporate Information
There is a third major theme to this story about the desktop computer revolution: it has also brought into reality a prediction of the 1960s about the way in which business organisation and management would develop. The forecast, most vigorously promulgated by Peter Drucker in a whole series of articles and books, concerned the coming primacy of what he called the "knowledge worker": in Technology, Management and Society in 1969, he said:

     A primary task of management in the developed countries in      the decades ahead will increasingly be to make knowledge      productive... The basic capital resource, the fundamental      investment, but also the cost centre of a developed economy,      is the knowledge worker... To make knowledge productive will      bring about changes in job structure, careers, and      organisations as drastic as those which resulted in the      factory from the application of [Frederick Winslow Taylor's]      Scientific Management to manual work.

In the same book of essays, he explained the historic process at work as an extension of the automation argued for in Taylor's classic tract:

     Between 1910 and 1940 the machine operators became the      largest single occupational group in every industrial      country, pushing both farmers and labourers out of first      place.  The consequences for mass consumption, labour      relations and politics were profound and are still with us.      [Taylor's] work resulted in a tremendous expansion of the      number of educated people needed in the work force and,      ultimately, in a complete shift in the focus of work from      labour to knowledge. 

     What is today called automation is conceptually a logical      extension of Taylor's Scientific Management. Once operations      have been analysed as if they were machine operations and      organised as such (and Scientific Management did this      successfully), they should be capable of being performed by      machines rather than by hand.

It is,  however, his prediction of the effects of this on organisation structure that are of most immediate interest:

     There is sufficient reason to wonder whether the traditional      organisation structure, with which we are all familiar, is      going to work tomorrow the way it has worked for the past      forty years. Everybody is familiar with the pyramid. We took      our organisation structure from the military, and so it is a      rank-focused structure. When you look at the high-technology      and high-knowledge businesses, this structure does not work.      You do need the authority of the decisions. There has to      somebody who finally can say 'yes' or 'no' after which      debate ceases. You do need an orderly process for on-going      work. But ideas do not observe these channels, or they die.

     What we see emerging are, essentially, very complex      structures, the analogy to which is not mechanical, as it      has been the traditional organisation, but biological...

     The high-technology companies are simply showing the way.      Their problem is very acute. You may have a physicist next      to a cell biologist, next to a communications engineer, and      you cannot say that one is more important than the others...      So you need to be able to have spontaneous teams, with a      high degree of purpose and order and self-discipline, within      a framework of orderly decision making and procedure..... As      we move from an organisation where there were a few people      at the top who had all the decision-making power and all the      knowledge, while the rest were at their machines, to an      organisation where the bulk of people are paid for knowledge      input and, above all, for innovative input, we are going to      see more of this development.

By 1982, Drucker was beginning to see the implications for information security. In The Changing World of the Executive he says:

     Information is the manager's main tool, indeed it the      manager's "capital", and it is he who must decide what      information he needs and how to use it. Managers will also      have to come to grips with some critical questions about the      role of information in their organisations. Who shall have      access to what information? How can information be protected      against fraud, industrial espionage, or prying and gossip-     mongering? How can personal privacy be guarded?  How can      confidential information be confined to those who are      legitimately entitled to it, without a secretiveness which      encourages scuttlebutt and demoralises?

Top Management
The final element in this examination of the desktop revolution is to scrutinise the impact of all of this on Chief Executive Officers and other members of top management. 

The people who make the key decisions within most organisations are in their fifties and sixties. Theoretically, any information which the organisation possesses or produces is theirs for the asking - always supposing they know what to ask for and how to make useful interpretations.  Their formative experiences took place either in a totally computer-free environment or within a company in which the computer was a simple processing machine. Most of them have not adapted; anything that smacks too much of using a computer is thought demeaning; either it is too much like secretarial work or it fills the mind with useless clutter.  These are common findings in surveys carried out by consultants. In a study at the end of 1985, management consultants Kepner Regoe, Inc asked the chief executive officers of the Fortune 500 companies about their attitudes towards computers. 52% said they never used computers; only 18.5% said that they personally used computers "often"; 27% said that they studied computer print-outs "often" and 13% said they never looked at print-outs. Only 27% of chief executives had a computer terminal in their offices. 

The situation is neatly illustrated by a double-edged story about the European head of Wang, the mini-computer manufacturer, Arend Vleggeert, which he seemed astonishingly happy to spread. 'I refused to use my own equipment for 16 years in a row.  It was too complicated,' he told the Financial Times,  'I asked them how long it would take to teach me to use it and they replied:  one week. I said I was too busy and they should come back when they could teach me in a day. ' By 1985,  Vleggeert was told it was now possible to teach him how to use Wang machines in a day.  'I told them my time had become more valuable and I wanted to be taught in two hours. ' And so matters continued, until 1986, when his colleagues were able to teach him the mysteries of the machines in an hour.  

A 1986 report by Eosys backed by the UK Department of Trade and Industry confirmed the other side of this equation: although many of the respondents to its questionnaire claimed that progress in information technology was being driven by top management, many managements were less in the driving seat than they felt they ought to be.

The story of the consequences of the desktop revolution - so far - is now almost complete. In organisation after organisation, the benefits of democratic information availability have been accompanied by corporate warfare for control over computer and systems resources as departments both old and new have fought to show that they alone have proved their right to be in command. Standing above them, but not really in control, are top management who, through a combination of fundamental computer illiteracy and a lack of awareness of the profound changes that the last ten years have brought about, seem unprepared for the vulnerabilities that their businesses face. In too many cases they do not appreciate that the changes they have overseen have resulted in an extensive abandonment of traditional hierarchical methods of responsibility and reporting, that information processing and management has become such a crucial element in their future viability, that much incipient discontent exists in lower managerial ranks as individuals come to realise their loss of importance and status, and that their security policies are wholly inadequate to cope with the new circumstances. 

In the next chapter we must look at the ways in which people have attempted to quantify the range of risks that exist.

