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          We are shortly moving into the phase where computers           will become one of the cheapest pieces of technology on           earth - cheaper than tv sets (they already are),           cheaper than portable typewriters, cheaper even than           transistor radios. They will also, for exactly the same           reasons, become the most common pieces of technology in           the world, and the most useful.

                   Dr Christopher Evans, The Mighty Micro, 1979

          The medium, or process, of our time - electric           technology - is reshaping and restructuring patterns of           social interdependence and every aspect of our personal           life. It is forcing us to reconsider and re-evaluate           practically every thought, every action and every           institution formerly taken for granted

          Marshall McLuhan, The Medium is the Massage, 1967 

          Information is the manager's main tool, indeed it the           manager's "capital", and it is he who must decide what           information he needs and how to use it. Managers will           also have to come to grips with some critical questions           about the role of information in their organisations.           Who shall have access to what information?  How can           information be protected against fraud, industrial           espionage, or prying and gossip-mongering? How can           personal privacy be guarded?  How can confidential           information be confined to those who are legitimately           entitled to it, without a secretiveness which           encourages scuttlebutt and demoralises?

          Peter Drucker, The Changing World of the Executive, 1982

          What was called computer security in the 1960s and data           security in the 1970s is today more accurately called           information security. Information security underscores           the value of information in today's society - the           recognition that information is a valuable resource,           that is more than discrete data elements.

               President's Council on Integrity and Efficiency                Prevention Committee, 1986

          Computer-related crime is not just one type of crime;           it is a ubiquitous variant of all crime.  Ultimately,           the variant will become the dominant form, and most           non-violent and even some violent types of crime will           involve computers.

                Donn B Parker, Fighting Computer Crime, 1983

          In a nutshell, there are several good reasons why you           might consider a career in computer crime. First of           all, no one will ever know if you commit one. Second,           no one will ever tell if you do. Third, no one will           ever punish you. Fourth, you don't really have to know           an awful lot about computers to commit this crime.           Fifth, the opportunities for advancement are           phenomenal. And, finally, there's no time like the           present.

                 Jay BloomBecker, US National Center for                     Computer Crime Data, 1985                     

                        D A T A C R I M E

                          Hugo Cornwall
                          Introduction

For at least two decades now, scare stories about the imminence of computer crime have been part of the common currency of newspapers, magazines and tv programmes. Such stories have often been countered by accusations of exaggeration. During 1986, for example, in Britain with its 6000 or so mainframe installations and population of micros in excess of four million, there were less than ten cases of computer fraud (at least as so identified by the police) that ended in the criminal courts. Six of these were worked on by the country's only specialist police unit, the Metropolitan and City Computer Fraud Squad. Does this low conviction rate confirm the absence of a computer crime epidemic or reflect our inability through inadequate legislative machinery and poor managerial competence to come to grips with it?  This book seeks to redefine the subject; it argues that the focus on pure "computer crime" - whatever that phrase actually means - has distracted attention from the rather broader risks faced by all of us from information crimes of every kind, of which computer crime forms the most important and fastest growing sub-set. 

Over the last five or so years, since the very end of the 1970s, a large number of subtle but important adjustments have been taking place in the way in which computers are used. In brief, computers have become more powerful in their range of attributes, have been designed to be easier for the untrained to use, and, most crucially,  have discovered new roles for themselves in organisations which have changed the ways in which those organisations operate. At the same time, thanks more to the desktop PC of the IBM family rather than the games and programming machines of the hobbyist, effective computer literacy is now widespread.  

The consequences of these changes, familiar enough as outline ideas, have proved quite difficult to keep track of as they have interacted, interbred and reinforced each other. The computer revolution has been only partly the result of technical innovation, it also been about the computer's acceptance and adoption by, and eventual absorption into, commerce and society. In particular, these changes have had a marked effect in two quite separate areas. The first is managerial: the ways in which decisions get made in companies and how a company's assets are handled. The second concerns the employment experiences of individuals, how they have reacted to alterations to their relationship with their employers and how, along with many other forms of social disturbance prompted by the arrival of electronic data processing,  conventional notions of what is right and what is wrong have been upset.

This book, therefore, is not going to be a mere collection of Dreadful Tales of Computer Crime. I want, among other things,  to place datacrime in the unambiguous historical and social context of change within corporations and businesses because it is only in this way that the subject can be rescued from the Syclla of sensationalism and the Charybdis of management ignorance. In fact, we will be concerned with one of the least anticipated by-products of the on-going information revolution. 

The simple equation - "more computers means more computer crime" - appears to summarise all that can usefully be offered to explain the modern phenomenon of datacrime: information crimes of all types and in particular:  datafraud - computer assisted fraud; dataspying - theft of computer-based information; datatheft - theft of the computer's corporeal and calculating  resources; and physical attack on computer facilities.  I propose to demonstrate that datacrime is now an all prevalent hazard for every organisation that makes use of computers. I will be showing how nearly all present accounts of "computer crime", however you define and measure the term,  are guilty of considerable understatement in terms of the risks that commercial undertakings, public authorities and private individuals face. These crimes are now as common-place and banal as house-breaking is in the suburbs, pilfering is in retail outlets, warehouses and workshops,  and petty embezzlement is in offices; the inevitable press attention on exotic manifestations of computer crime has alas, encouraged managers to protect their information systems against unusual risks whilst leaving themselves open to the everyday predators they should really fear.  The problem of information crime - and its solution - is not in essence "high-tech", but one of understanding, acceptance of managerial responsibility and the exercise of appropriate administrative controls. The "answer" to datacrime lies only partly in the introduction of ever more sophisticated computer security facilities. 

With all the benefit of hindsight, we can now see how various trends, originating from developments in computing but impacting in all sorts of unexpected ways on commercial and private life, have been building up to the present state of affairs. A huge range of new destructive and criminal opportunities has been created, without the corresponding means of limiting them.

The uncomfortable fact is that nearly all organisations and individuals that use computers - and that tends to include nearly all organisations and enormous numbers of individuals - underestimate the extent to which they have become dependent on them. The commodity of information is itself an essential asset of all organisations - accurate information about markets, raw materials, production processes, the position of inventories, the management of accounts - all contribute to making an organisation efficient in the utilisation of its tangible, physical assets. "Information" in this sense is produced and held within an organisation's computers; if they fail, are abused, are suborned to assist fraud, or if they leak, the organisation itself can collapse. In a way, money too has become "information"; often it is the representation of money on a computer, together with the authority to move it, that has become critical to the way in which business is conducted.   That is why fear of vulnerability to datatheft should be in the forefront of the minds of every executive, manager, director and individual whose organisation uses computers.  

The single most important message of this book is that the traditional worries and remedies  associated with "computer security" should be subsumed into the greater subject-matter of "information security", into which one includes not only computer hardware and software but information held in print and in people's minds. Computers are critical because they collect, store and generate so much information. 

Datacrime is an issue which affects more than just the manager of an organisation. For the manager, the prime concern must be that loss by datacrime can hit profits directly, not just turn-over. If a manager is not in proper control of his data resources, then he is not in control of the organisation. If, as a result of a spectacular fraud or manifest leakage of information, this becomes apparent to others, then customer and client confidence will be sorely tried. If, in addition, the organisation is commercial and has shareholders, then their lack of confidence can lead to a fall in share price.  Even if the existence of the fraud or leakage remains a secret, the resulting loss has the same effect as a large drop in productivity. It can easily lead to loss of market share. In any event, the manager's job will be on the line.

The manager must also guard his data not only against misuse by his employees and rivals, but must also protect those on whom data is maintained. Computers have unique abilities in acquiring, sorting and regurgitating information about individuals. Many legislations now require collectors of such data to list their activities in a publicly-available register and, upon suitable demand from the individual affected, to make available the records maintained. If such records are incorrect, the individual can use threat of legal sanction to get the record corrected. One of the cardinal features of these same data protection laws requires the database managers to take steps to maintain the security of their data. 

But the consequences of datacrime extend far beyond this. Companies have gone out out of business or undergone severe reduction in size. The veteran analyst Dr Ken Wong tells of a Hong Kong-based bank that had to close down following a fraud that swallowed up too much of its reserves; no one knows how many companies have quietly folded because one day the computer failed beyond recovery or how many enterprises have become bankrupt or asset-stripped because vital internal data was allowed to leak. There is a view among insurers that the first serious computer disaster a company suffers is also their last. Market research analysts Dataquest say that 80 per cent of disaster victim companies who experience extensive computer down-time are bankrupt within eighteen months. Employees, blameless and unaware of the insecurity of the computers that help run their organisations, can lose their jobs. And for individuals with skills in declining industries and living in geographic areas already suffering from high unemployment, datacrime can lead to long-term joblessness. Datacrime deserves to be as much a social issue as more traditional areas of "law and order" such as  crimes against the person, crimes against property and the maintenance of public peace.

Introducing individual high-level security measures into large data systems where few existed before is easy; much more difficult is to analyse the type and extent of threat and link these to appropriate technique. In any event, the point can soon be reached where too much security is counter-productive: the fundamental business of the organisation can be stifled through increased difficulty in using the computers for their intended legitimate purposes and employees can feel untrusted and alienated. Forming an "information security" policy for an organisation has implications far beyond its obvious subject-matter. Ultimately, tackling datacrime and  "computer security" raises important questions about centralised control and personal privacy; organisations ignore these issues at their peril.

            ******  ******  *******  *******  *******

Those who earn their living from advising on computer security are aware of a paradox: popular perceptions of computer crime suggest that it is only a real hazard for very large computer systems and/or those handling financial transactions. Those same perceptions offer the figure of the errant programmer or teenage hacker as the typical computer criminal. Sensational journalism warns of devilish systems techniques to corrupt whole networks and of exotic devices to eavesdrop into the activity of a visual display unit; it alerts readers to the dangers posed by terrorists and organised crime. Such stories are not without foundation - the very biggest corporations really do need to take anticipatory action against these possibilities; however, every single serious survey of computer crime shows that the criminal is usually employed by the victim, that the crimes are not particularly sophisticated in pure computer terms and that the typical crime would previously have been described as an 'average' embezzlement or betrayal of confidence. Further, small computers are much more vulnerable than large ones and are far less likely to be adequately secured. The existence of these computer crime surveys is not secret; it is almost as though there has been a wilful disregard of their conclusions. Datacrimes are important not because they are new and strange, but precisely because they have now become so banal. 

In this book, I will be arguing that, in the last five or so years,  we have been passing through a particular and relatively unrecognised stage in the development of computer sophistication which has left the executives and managers of organisations unaware - and poorly equipped to become aware - of how their organisations have changed in function and behaviour. In some cases, almost the only thing that protects such organisations from destruction at the hands of datathieves is the fundamental honesty and motivation of their employees. This holds as true for small organisations that have only acquired their first computer during this period as it does for very large ones that are on their fifth or sixth successive new mega-machine.

Perceptions about computers within organisations have not kept pace with reality; as a result, most chief executives still firmly believe that the management of computers is a technical function with which they need not concern themselves other than to use "general management/common-sense" skills to ensure they employ competent specialists working to defined aims within a controlled budget.  Alas, in many large companies there is an internal guerrilla war for control of its computers and communications services; access to the data they hold and can generate gives corporate power. The fighters include the traditional DP managers, telecommunications managers, management information services departments, but, more importantly, end-users like sales and marketing, financial planning and management accounts. Worse still, the falling cost of computer hardware has permitted departments in some organisations to specify and purchase their own computer resources directly.  Who then takes responsibility for securing all these systems?  Usually - an individual considered not quite good enough to head up a "productive" department. 

Computer systems also create what in military circles are called "vital points" - areas or nodes where activity crucially depends on the performance of a particular item of equipment or individual. In a computer system, the existence and location of these vital points may not be at all obvious, at least until the equipment is compromised or the employee starts to misbehave or decides to take industrial action.

A particular hazard from a security point of view has been the development of the desk-top personal computer, embodied by the family of IBM PCs, their work-alikes and the "decision support" or "management productivity" software that they use. An organisation's most precious secrets - its letters, plans, forecasts, market research, most important customers - may be held not upon a glamorous mainframe with in-built elaborate security - but on these simple, cheap micros which have no protection whatever.

The result is that no one is really keeping track of what computers are actually doing for the organisation that owns them. Still less is any one watching the growth of dependence on information  resources of all kinds. No wonder that embezzlement, industrial espionage and theft of resources are so easy.  

There has been one further critical consequence of the integration of computers within organisations which must be examined closely as it provides the key to much of the motivation of datathieves: computerisation has centralised the making of decisions. Whereas five or ten years ago many organisations would have had a tier of localised or middle- managers to purchase supplies, control production, run warehousing and to operate a sales force, today the organisation's computers provide such a wealth of information that a few top executives feel that they know all they need in order to make effective decisions.  What the organisation is left with are a number of slightly less-talented employees with little prospect of promotion, a reserve of resentment that is not always very clearly articulated, considerable knowledge of the organisation's activities and plenty of opportunity.  In fact, some of the classic preconditions for white collar crime.

White collar crime itself is an area which many chief executives prefer to view through blinkers. It is the difficult province of ethics where the unofficial perk shades into the corporate rip-off. It is the area where the manager feels a heel for mistrusting his peers and subordinates. It is the area where the criminal persuades himself that what he is doing is not "really" wrong.  It is the area where the desire to preserve the organisation's assets must be balanced against the effects on staff morale of oppressive security procedures. Very large numbers of contracts of employment have a hidden agenda of covert benefits in terms of perks and fiddles. The introduction of new computer systems can threaten these, and not always in terms of benefit to the employer.

In these times of fast moving social change, users of computers have been poorly served by the framework and machinery of law. The pace of legal reform has not operated at the speed of the adoption of new technological artefacts; large parts of the substantive law have difficulty in coping with the fact that much evidence of commercial activity now only exists in computer-readable form. Much "computer law" has been developed by attempting to extend the range of older legislation; the same is true of such computer insurance as exists. But victims are not helped by the inadequacy of the machinery of law and the lack of policing facilities. As we will see later on, the datatheft victim who decides to go to law embarks on a risky gambit - being "responsible" in reporting crime may make the actual damage suffered worse.  For the orthodox police forces of all countries the proliferation of computer crime requires them to reappraise their role: few policemen today are recruited because they might show aptitude in tackling technology-based crime - or handle criminals drawn from the professional middle classes.  Proper training is almost non-existent. Career structures do not encourage policemen to seek out the computer as an area of specialisation. A whole area of crime is being ignored because no one knows how to tackle it. The manager who suspects he may be a victim of datacrime is on his own.

Parallel with the changes in the functions performed by "big" computers to serve the organisations that own them, has been the extraordinary series of cultural shocks that have transformed the computer, in its various forms, into a mundane object used every day by every one.  It is not only the hobbyist's home computer that has been significant in demystifying the entire technology: the importance of the IBM PCs and its cousins has been to bring desk-top computing to the business executive. It has shown the decision-makers in the business community that computers are not, after all, that difficult to understand. 

What has happened as a result, of course, is that widespread knowledge of computing, the greater ease of using computers now available to the non-specialist and simpler access to mainframe data have destroyed one of computer security's most powerful safeguards: that knowledge of how to run a machine used to be the sole province of an elite - and therefore readily identifiable - priesthood.

Take all these connecting elements together and you will see that the phenomenon of datacrime threatens to undermine every computer-using organisation.

            ******  ******  *******  *******  *******

However, this book is not intended merely to offer social criticism or to scare.  I want to guide the way to some potential solutions. Traditional computer security methods - access control via passwords, activity limitation control via special operating systems, the use of activity logs, "threat monitoring" packages, encryption and anti-eavesdropping and anti-hacking devices - all can have their place, but they have two crucial areas of weakness. The lesser of these is that the main shortcoming of many of the standard texts on the topic is that they assume that all computer installations consist of a large centralised and self-contained mainframe, the software of which has been written in-house and is maintained by a department of systems analysts and programmers. The future risks of datacrime are substantial and are only partly going to be understood and appreciated by reference to older crimes perpetrated on the less sophisticated and less extensive computerised world of a few years back. Almost no attempt has been made to update the disciplines of computer security to the modern realities of distributed processing, extended communications links, user-friendliness in program design,  bought-in off-the-shelf software packages, the use of external contract staff, the desk-top PC, and programming by end-users.

But there is a more important weakness in the traditional approach to computer security: it limits itself to hardware and software and fails to relate the computer system to the rest of the business; it neglects the broader issues of business risk management, information requirements and systems, and personnel motivations. The  wrong solution in the wrong location creates hazards of its own - by intimidating customers or staff, or by inducing a false sense that the problem of computer security has somehow been solved. In short, during the last few years the emphases within the subject have changed out of all recognition and a fresh description of the essential disciplines is overdue. 

Understanding a computer's functions does not imply the ability to determine the full specifications of a computer installation or to write programs. It does mean appreciating that the computer has effects on an organisation miles away from the physical location of computer terminals, that every time the computer is asked to perform a new task or provide a further report, critical effects may be felt in the furthest reaches of the organisation.

DataTheft the book, is intended for all those that rely on computers to manage organisations, or a part thereof. In this introduction I have used the word "organisation" rather than "company" or "corporation" because datacrime is a problem in the non-profit-seeking world as well as in the overtly commercial one. In fact the absence of profit-orientation can make an organisation even more vulnerable to internal corruption.  Most of the material I have, however, comes from the commercial world, but the words "company", "corporation" and their synonyms can nearly always be interpreted to include the non-profit organisations, utilities and services in public ownership and indeed many government and federal departments.  Whilst we are on the subject of synonyms: I recognise that women as well as men run, and have responsibility for, organisations and computers; I have tried to use language that makes no assumptions about the gender of the reader. I haven't always been successful so, where appropriate, "he" can also mean "she."

You do not need to know much about computers in order to benefit from this book. There are, alas, still too many people who have decided that they will never "understand" computers and eagerly delegate responsibility for them to others. The idea of "understanding" computers is a chimera, no one any longer "understands" all about computers in the way that a dedicated scholar can become an authority on, say,  Mozart concerti. Coping with computers consists in knowing enough for your own immediate purposes and having sufficient self-confidence to believe that you can, from time to time, extend your knowledge as needs arise. Such self-confidence is not too difficult to acquire; as with other tasks which strike us initially as difficult, like swimming or riding a bicycle, the first essential step is to realise that most people who try, succeed.

Most of DataTheft the book, is concerned with management and administration in their very widest meanings; the computer's involvement is almost incidental. There are certain arguments which must be made, certain hazards which must be described, which require a level of technical explanation if they are to be useful. But even here, no person of reasonable managerial competence need fear being left adrift. 

The assumption I have made about you as a reader is that you have some responsibility or concern for an operation - company, public authority, educational establishment, voluntary organisation, supplier of professional services -  that makes use of computers;  you may be a chief executive officer, a manager, or self-employed professional; that every now and then you are prepared to think conceptually about your job and environment as well as getting on with day-to-day tasks; and that you suspect that the prevention of datacrime is something for which you should take precautions.

This is not, therefore, either a technical or academic book, nor one addressed to DP professionals, specialist auditors or computer security consultants. Certain aspects of information security require technical solutions; indeed the professional literature seems dauntingly pre-occupied with academic studies of encryption algorithms and the design of secure operating systems that will support effective memory partitioning. Here, however, we will concentrate on ensuring that you know what solutions you require, what to look for in a computer and/or software package -  and which experts you should use to supply them.  We will emphasise the importance of examining the context in which the computer services are used and the relationship between the computer- and non-computer administrative systems.  And the start of all of that is to give you a frame-work within which to understand the problems you face. I have included "overview" check lists which enable you to carry out your own information security review and provide a list of standard "tests" indicating the presence of various forms of datacrime. These are only overviews; more detailed checks are available elsewhere and in this book I have wanted to concentrate on attitudes and explanations. Similarly I have not sought to provide exhaustive cover of the various preventative measures that are available; I have concentrated on those which ought to be both effective and easy to implement in a normal commercial environment.   Where illustrations of computer-based methods are appropriate, I have tried to concentrate on those operating systems that are likely to be most familiar to most readers and users of small and medium-sized installations - MS-DOS and UNIX. In many cases they provide examples which can be carried through to other - and much larger - computing environments. Chapters 12, 14 and 15 are more specifically addressed to those who run medium and small systems and who are in consequence likely to feel they can't justify the use of external consultants.

            ******  ******  *******  *******  *******

Much of my raw material has come from the case-books and observations of others. The diligent researcher can soon track down published collections of computer crimes though, as will become apparent later, many reports need to be examined with scepticism. 1 Further reports, available from the handful of specialists in computer crime investigation and from insurance underwriters, have never been published and probably never will because the victims fear that the one way in which to compound their existing loss is to promote alarm among their customers. Also useful have been a series of risk assessment surveys prepared by consultants so that organisations have been able to obtain insurance cover. These are interesting because they show an organisation's attitudes towards computers away from the trauma of having just been ripped off. 

-----------------------------------------------------------

fn 1  A number of frequently reported cases almost certainly fall into the category of modern urban myth - stories and themes which re-appear repeatedly in different locations and for which precise evidence of their occurrence never seems to be forthcoming. Jan Harold Brunvard quotes the vanishing hitchhiker, the cement filled Cadillac and Kentucky-fried rat as examples. It seems likely that, among stories from the world of computer fraud, the Zwana case and the "Pay me half of what I stole and I'll show you how I did it" programmer are candidates. For a case to be treated non-sceptically here I have hoped to find at least one fairly detailed contemporaneous report written by someone who appeared to understand a reasonable amount about computers. In some instances, of course, I have been able to rely on personal knowledge or have interviewed participants.

---------------------------------------------------------- 

I have been fortunate to be able to prepare most of this book in London where, for a variety of reasons, a great deal of the world's expertise in computer security is concentrated. British pioneering work in decryption and coding is well known through publications about the war-time eavesdropping and decoding activities at Bletchley Park, the parent of both the NSA and GCHQ. Far less well-known, though, has been the work of the British "clearing" or retail banks which, because of their large individual size, small number and the way they bestride the British national economy, were very early users of computers. Banks have always had to take special care both to avoid fraud and to preserve client confidentiality. Many of the common-place disciplines of computer security in the commercial environment - technical and administrative - were first developed by UK banks. Finally, Lloyds of London has always been the place where new forms of insurance policy have been developed. Within a few hundred yards of each other in the shadow of Richard Rogers' new Lloyds building in the City of London you can find the offices of the leading underwriters and brokers specialising in the sector as well as the consultants upon whose judgement they rely.

Such information has been available to me only after signing non-disclosure agreements such that I must disguise the identity of the victim or simply use the information as general background. Computer crime investigators have, to varying degrees, been willing to discuss their work informally but often on a non-attributable basis. There are a number of statistical surveys but all of them much more defective in formal methodology than most crime statistics. How on earth do you gauge what is often not reported - or deliberately concealed?

All this leaves me as an author in the position of making a series of claims and assertions for which I cannot publish all the evidence and where I have to rely intuitively on my own experience in deciding which evidence to accept, which to reject. Of course I am uncomfortable in this stance but it is not unusual for certain types of writer. Those newspaper correspondents who specialise in politics or defence know that often the only way in which they can write a story is by agreeing to terms set by their source - a source whom they ought, in other circumstances to be exposing. Their justification is the same as I will make: it is better to offer the best partial truth you can than to publish nothing at all. There are two tests the reader can, in these circumstances, apply: first, do the assertions make sense in terms of what is already known?  Second, do later events show that the stories and perceptions must have been true?

            ******  ******  *******  *******  *******

Readers of my earlier effort, The Hacker's Handbook, may be curious to know how it fits in with this present work. The Hacker's Handbook was written - very quickly - for an audience of computer hobbyists at a time when many of them were in the process of making their first purchase of modems to enable their home machines to talk to the outside world. They needed books to fill the gaps of explanation in the documentation provided with the equipment they had bought. The hacking theme was chosen because, in the form in which I described it in the book, it is a fascinating and more-or-less harmless pastime for a certain sort of fanatic. Those who condemn hacking usually operate on a different definition of the activity from mine.

The book's publication coincided with a peak of public fascination with hackers who, by and large, were believed to possess a level of skill and achievement far in excess of anything that I actually ever came across. The psychological reasons for the attractiveness of hackers as public heroes is almost worth a book in itself. Not the least disconcerting aspect of the book's success - it was in the Sunday Times Bestseller List for seven weeks - was how I found myself being described. "Hugo Cornwall", as he appeared in the press and in computer magazines, was much more a product of what people wanted him to be like than anything else.

One more pleasant consequence, however, was a series of invitations from top-line computer security consultants to carry out free-lance assignments for them. The first such was to assist in a fraud where over L=900,000 had disappeared. It was a combination of my annoyance at misconceptions about the importance of hackers as security threats and the lack of overall public understanding of the problems of information security that first lead me to want to write this book.
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