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                   Chapter 9: Hardware at Risk
Most of the subtle forms of attack on computer systems consist of manipulating or compromising software. Threats to computer hardware, by contrast, are usually more brutish. They tend to take one of the following forms: 

     *    an all-out attack on hardware with the aim of           destroying it or at least causing damage; 

     *    partial destruction of equipment or peripherals in           order to create opportunities for overtime;

     *    total or partial destruction of data and software media           with the aims of damaging the owner, extortion or to           create overtime opportunities;

     *    theft of equipment - this subject was covered in           chapter 6; 

     *    theft of media containing valuable data and/or           programs - this will be examined in chapter 12;

     *    interfering with input or output devices as an aid to           fraud or to create overtime opportunites; 

     *    eavesdropping. 

Of these, only the interference with input and output devices and eavesdropping involves much sophistication of method; however, as we have seen already, in computer-related crime, there is very little linkage between elegance in the means of execution and damage caused to the victim.

Perpetrators
The instances of spectacular hardware attack best known to the general public are those promoted for ideological reasons by terrorists. In Chapter 7 we met a number of these cases: Beaver 55, the IRA, the German Red Army Faction. In another case, in 1970, five student activists at the University of Wisconsin bombed the Army Mathematics Research Center. A physics researcher was killed a mainframe computer completely destroyed. The total loss in buildings and equipment was estimated at $2.4m and the research data lost was claimed to represent 1.3 million man-hours, an investment perhaps of $16m. In the same year a Molotov cocktail was used at a state college in California and an attempt was made to extort $100,000 bail money from New York University by placing petrol bombs near a computer used by the Atomic Energy Commission. The bombs were defused before the ransom was paid. A similar spate of terrorist activities aimed at computers, perhaps ten altogether,  occurred five or six years later in Italy.

In quite early cases guns were used: as far back as 1968 someone aimed a pistol at a computer in a state employment office in Washington State; in 1972 a computer in a municipal office in Johannesburg was fired at; in the following year an anti-war demonstrator used a double-barrelled shotgun at an Amercian computer manufacturer's Australian office.

Sometimes the aim is unadulterated extortion: shortly after The Sun newspaper started to be produced from a new site in Wapping, East London, it received a demand for L=50,000 to avoid having an attack mounted on its brand-new computer editing and type-setting installation. Eventually a 31-year-old bricklayer was jailed for eight months. 

There are also a number of cases of pure vandalism; pure in the sense that no reason could ever be found for the attack. An example comes from 1970: a vandal broke into an IBM installation and used an iron bar to smash equipment before being over-powered by security guards. In a 1983 case, vandals threw a petrol can followed by a lighted match into a computer room owned by a consultancy. A Hewlett Packard 3000 had to be written off and  tapes carefully cleaned before the data could be recovered. About L=150,000 of damage was involved.

However, there is a numerically more important type of perpetrator: the employee of the victim. Some of these act out of ideology as well, but more significant are cases where the employee is seeking revenge for a supposed wrong, trying to create opportunities for some over-time, or attempting a fraud. This last includes a series of cases where hardware measuring devices have been modified to give a false reading, and will be dealt with later. Sometimes the offender is not an employee but a contractor, perhaps a freelance, or employee of a maintenance company.

As with idealogues, there are plenty of examples of arson: a 1980 case involving an accounting and inventory control system at a wholesale tobacco distributor; another in the same year reported by Ken Wong where L=3m worth of equipment, plus phone exchanges and a furniture were lost - quite a lot of the actual damage coming from water than had been used to stop the fire; yet another 1980 case from Ken Wong, and again damage came not directly from the fire but from smoke and water. A gun was used in a 1974 case by a frustrated computer operator at the Charlotte Liberty Mutual Life Insurance Company of North Carolina. Not all anti-computer weapons are obvious: in a 1980 case orange juice was poured into a disc drive. In another, two years before, the damage was caused by manually twisting the read/write head of a disk-drive so that it crashed into the surface of the disk media; the culprit had complained of excessive working hours. In the same year, a dismissed tape librarian at a mail order company had, while serving out his notice, cut off the first few feet of a tape of important invoicing data, as a result of which the entire run had to be aborted and the data expensively re-created. 

One of the things computers do is threaten to displace human jobs.  Fears of this can lead to sabotage, as in a 1978 case involving two computer operators employed near some docks. The company was upgrading from one version of the IBM 370 to a rather larger one and the operators decided to discredit the performance of the new installation by swapping over two printed circuit boards, and changing their labels so that no one noticed. The computer kept failing until IBM engineers were called in. There are a whole sequence of cases in which workers have sought attention for themselves or have wanted to maintain or increase their income by creating opportunities for overtime. A typical case occurred in 1972 when Keith Noreen, an operator working for the US National Farmers Union Corporation, used a key to short-circuit a disc drive associated with a Burroughs B3500. He did this 56 times in two years and on each occasion the disc drive became completely unuseable. He was eventually caught when a concealed closed circuit television monitor was installed. In a remarkably similar case in 1980, again by coincidence involving a Burroughs machine, a machine operator was caught using a screwdriver to scratch short-circuiting lines across the tracks of printed circuit boards. A couple of years later a 9-volt battery was used by an engineer to cause electrical malfunction. The trouble with these "overtime-creation" cases is that the perpetrator does not always intend the full extent of the harm that is caused. Computers, particularly at the electrical level, can be extremely complex and a simple scratch to a printed circuit board can result in damage to expensive hard-disc drives and to irreplaceable data.

Hardware damage also occurs in industrial disputes. In 1971 there was a strike at the computer manufacturer Honeywell. One of its big customers was the Metropolitan Life Insurance Company. It had a system for gathering information from remote offices which required the mainframe to make a telephone call to terminals in these offices overnight, exchange identity codes and, in the first instance, collect data. Later in the night, after the mainframe had carried out processing, the remote terminals were again called up and given instructions to print out results and responses. This overnight polling of remote terminals is an extremely common method for central office mainframes to support the requirements of large numbers of out-stations. What the strikers did was to create tape recordings which would confuse the terminals in the remote offices; instructions were sent which effectively emptied the printers of paper. The perpetrators were caught with tape recorders operating from their union offices.

Compromising input and output
As we saw in chapter 4, most computer frauds consist of deceiving the computer by entering false data, which is then accepted by the system with benefits to the perpetrator. The computer itself, apart from failing to detect the deception, behaves faultlessly.  1   In most cases the false data is entered manually by a human being, either the actual fraudster or someone acting under their instruction, as in those cases where a form used by input operators is forged. But computers can obtain information from, among other things, such devices as bar-codes, magnetic stripes and measuring sensors. So one particular line of fraud consists of compromising these devices.

--------------------------------------------------------------

fn  1  There are instances in which the internal workings of software can be induced to misbehave; these are covered in the next chapter.

--------------------------------------------------------------

A fairly simple sample appears in a 1979 edition of the Computer Security and Fraud Bulletin: a department store chain installed some microchip-controlled cash-tills. The usual arrangements for handling the float and checking takings applied: at the end of trading, the till would be asked to give a print-out of the total of all its takings for the day and this was compared with the amount of cash in the till, less the opening float. The till was thought to be protected both mechanically and electrically against tampering. There was a weakness - you could "over-wind": once a total of L=10,000 was reached, the accumulated total returned to L=0.00 and recommenced counting. The fraud carried out by cashiers was quite simple: you kept your own running total of the day's receipts. Before asking the till to print out the total that would be compared with the cash in hand, you rang up non-existent sales until the L=10,000 limit was reached and then carried on until the total came up slightly less than the true running total of sales. You took the difference from the cash-tray, asked the till to print-out, checked you hadn't got your sums wrong and asked the branch accounts staff to confirm that everything was as it should be. The department store knew it had losses, but could not attribute them to the cashiers. In fact this is very similar to the second-hand car-dealer's trick of giving cars a spurious low mileage. Most milometers can't be wound back without destroying the gear teeth; nothing prevents you from over-winding. This cash-till fraud is usually prevented these days by maintaining a complete duplicate record of all transactions that take place. 

Forged ATM cards, where the magnetic stripe is over-written  1  is also an example of compromised input. Here the input device is unable to detect the impersonation. Credit cards can be forged as well: in one of the few computer fraud cases where a mafia linked can be detected, Alfonse Confessore, a repair man was working at a security printing company which had a contract to produce Diners Club cards. In 1967, the key information was embossed on the plastic cards. The security printer received instructions about members and their numbers on punch tape. The printer made provision for "spoilt" cards and test runs. The repair man was able to get duplicates made of authentic cards and he passed some 500 of these on to mafiosos who set about using them to obtain goods - the bills were sent to the proper card owners. Following some detective work, the repairman was identified as the perpetrator. After conviction, but before sentencing, the repairman was discovered with three bullet-holes in the back of his head. It is believed that he fell foul of the Colombo Family.

------------------------------------------------------------

fn  1  See page >>

------------------------------------------------------------

Another set of cases involve compromised output. Typically a printer is used to create cheques or authorities to issue payments or release goods is persuaded to make a few extra "runs".  In a fairly early case, a handyman turned up at a data processing centre owned by an insurance company. Over a period of several days he renovated old paint-work, replaced cracked glass and did all manner of useful jobs. After a while he left. Three months later the insurance company discovered it had lost $56,000. The "handyman" had persuaded the specialist cheque printer to produce some extra cheques. Another case of using a computer to produce cash-cards comes from Norway in 1976.

PROMs
The wide use of EPROMS - Electrically Programmable Read-Only Memory - in a wide range of devices has created new opportunities for fraud. ROMs, or read-only memory, are computer firmware  1  chips that are neither processors nor banks of memory in which data can be stored while the computer works. The ROM carries permanent instructions, which could be a small program in its own right, or part of a program, or data. As we saw in the last chapter, one of the typical uses of the ROM is when a computer first fires up: one or more ROMs take charge of the preliminary testing and ensure that, as the computer wakes up, it starts to look for the disc drive where more information will be found to complete the "boot" process. Another use of ROMs is in some calculators, particularly those that can carry out complex conversions between different measurement standards. The PROM is a variant: you can program data or instructions into a ROM yourself, provided you have the appropriate equipment. You can get a suitable accessory for most popular desk-top and hobbyist computers - it consists of a board which can generate the slightly-higher than usual electrical voltages necessary to burn the instructions in, and a piece of software. This enables engineers and hobbyists to make highly-specific, very fast, very compact and very cheap devices. ROMs and PROMs abound these days in cookers, washing machines, video players, tvs, digital radios, children's toys and so on. ROMs and PROMs are also to be found in the cartridges of some home computer games. The EPROM is one stage further down the line in terms of convenience: it doesn't even require special accessories to be programmed.

-----------------------------------------------------------

fn  1  See Chapter 8

-----------------------------------------------------------

A favourite use of both PROMs and EPROMs is the embedded password. First adopted, I think, in some vdus, the idea is that, on sign-on to a computer service, the host computer sends a "Who are You?" query down the telephone line. (Incidentally, this is often the character ENQ, which is a standard element of the alphabet most computers recognise). Upon receiving it, the vdu's ROM automatically sends back its embedded password. The process is usually invisible to the user of the vdu. In its simple form, as just described, the practice has fallen into disrepute, as it was obviously easy for anyone to come to the computer terminal and just sign on.  If the terminal has important privileges on the main computer, perhaps to order goods or transfer cash, impersonation leading to fraud is easy.  Any engineer with a bit of ingenuity can also find out the embedded code (if necessary by connecting the terminal to a home computer which would then issue ENQ to it; the password is then saved on disc file on the home computer and its owner can then call into the host without ever having to use the "special" terminal.  However it is still common to use partial passwords embedded in PROMs or EPROMs, leaving the user to input the last few characters by hand. Many tv sets modified for Prestel work on this basis.

PROMs also appear in most modern telex machines and all fax devices, to supply the automatic answerback and/or owner's address. If you wish to send a message pretending to be someone else, or to receive one, you can alter the identity PROM. There are also opportunities for fraud and impersonation in modern telephone systems. If you are a small-scale user of Mercury, the authorised alternative to British Telecom, you are supplied with telephone equipment that is actually connected to the regular BT dial-up network; you then dial a three digit code which passes you to the nearest Mercury node. To progress further, you must then send your Mercury ID, so that you can be identified; after that you are properly on the Mercury network and can take the benefit of the different tariffs. On much Mercury equipment for the domestic and small business markets, the connecting process is conveniently accomplished by hitting a special M button. It really isn't too difficult to get these phones to disgorge their IDs, after which anyone with any tone-phone can access Mercury by hand-dialling their network and sending the ID, which you can send manually. The phone bills get sent to the authorised owner of the ID. You can do a similar trick with cellular telephones. Cellular phones are normally sold by the suppliers with a programmed ID (the same ROM or PROM also determines which network(s) you have paid to be connected to). The PROM can be reprogrammed with someone else's ID and, although you will receive their calls and not be able to get any yourself without fear of detection, you will be able to make calls out - and have the bills sent on elsewhere.

----------------------------------------------------------

fn  1  See Chapter 8, page >>

---------------------------------------------------------

Modified PROMs can also appear as a way of compromising a measuring device. In 1981 two Swedes offered a printed circuit board to replace a similar one in a petrol-vending machine. The usual PROM had been modified so that petrol could be obtained free-of-charge. The fraud spread widely over Sweden.

Hardware viruses 

PROMs are also the building blocks with which to make hardware computer viruses. These advanced logic bombs are usually made in software and will be described in more detail in the next chapter, but the idea is to corrupt a computer or the data it holds, preferably in a slow and difficult-to-detect fashion. The idea appears in SoftWar, a novel that became a best-seller in France.  The authors garnish a formula cold war story in which a East Coast professor makes renewed contact with a former pupil, a beautiful Russian computer specialist. The Russians want advanced computers, allegedly to improve weather forecasts, but perhaps, so cynical US analysts suggest, for war. The computer, as delivered, appears to go wrong every now and then: what is triggering it to misbehave and, assuming that it is a hardware virus, where exactly is it, how does it work, who put it there - and why? Can the East Coast professor and his Russian former lover (who is now married to an ambitious security official) find out in time and save the world from being blown up by hard-line militarists?

Eavesdropping
Eavesdropping is the one spy technology most people think they know about. In chapter 5 we showed why bugging computers is such an attractive weapon in the industrial spy's armoury. Eavesdropping can be easy, but not quite as simple as many people imagine.  Special effects men in the cinema can make space ships cruise at faster-than-light speeds, can show dinosaurs gobbling up chunks of Atlantis and can give the leading man more lives than the most charmed of cats. They can also supply on-screen simulations of electronic devices that could never exist - and permit their heroes liberties in their handling that are never given to real people.

What the Bond films  1   and Mission Impossible have achieved is a considerable contribution to public illiteracy about the capabilities of surveillance technology. Whilst no one expects the pace of thriller entertainment to be held up while boffins discuss in detail the design of the equipment they propose to deploy, it is difficult to justify the downright absurdity of much of the gadgetry and the way in which it is used. To take one trivial example - why, once a hostile bug is discovered, is it always immediately destroyed? In the real world there are a number of beneficial alternatives: you could leave the bug on, and feed misleading information into it; you could attempt to catch the perpetrator handling it and cause him embarassement. Here's another example: in movie representations of the use of radio, the operator always finds the exact "spot on the dial" after a few twiddles of the tuning knob and whistles from the loudspeaker. Now in practice, the whistles - heterodyne "beat" notes - are uniquely a feature of AM broadcasts and are usually absent in the modes used either for surveillance equipment or for long distance communications; again, the radio frequency spectrum is incredibly crowded in places, and the practical problem faced by the operator of a surveillance receiver is to eliminate all the many unwanted signals.

----------------------------------------------------------------

fn  1  It appears that Ian Fleming based Q, the supplier of Bond's gadgetry,  on a real employee of the Secret Intelligence Service.  Peter Wright, later to achieve fame by his assertion that one head of SIS had been a Russian spy and from his allegations of participation in a plot to investigate Prime Minister Harold Wilson, was originally enroled as a spy on the strength of his abilities in designing surveillance equipment.

--------------------------------------------------------------

The result of this illiteracy has been first, to make it more difficult for potential victims to form a clear picture of the extent to which they might be at risk and second, to create a none-too-scrupulous service industry of companies purporting to offer James Bond/Mission Impossible type merchandise - and, of course, the means to detect and counter-act them.

As far as the eavesdropping of data transmissions is concerned, the techniques divide into the following:

     1    tapping into a telephone line by piggybacking: the data           is either carried away by a separate line to a point           where it can be captured and then analysed or fed into           a tape recorder from which the tapes are gathered at           convenient times and then analysed. The technique is           easiest to apply on regular analogue telephone lines

     2    bugging a telephone line - not very different from           tapping except that the captured data is converted into           a audio-modulated radio signal which is then received           remotely and then analysed. 

     3    detecting signals direct from computer peripherals such           as vdus and printers on suitable equipment

     4    capturing radio-based transmissions originated by the           legitimate users. These could use HF, VHF or UHF radio           or microwave links. Here no bugging or tapping is           necessary, the eavesdropper simply has the appropriate           receiving equipment and places a suitable antenna in a           location where it will captute the signal. The           eavesdropper ends up with an audio feed which can then           be fed into suitable analytical equipment.

Tapping and bugging use the same sort of device as would be applied to capture ordinary voice conversations on a telephone. Current (1987) prices for suitable bugs (using radio to get the signal out) in London are in the L=35 to L=75 range.  1  For this you get a small box with a two or three wires protruding, two of which you fasten internally to the phone or better still, inside a junction box where it is less likely to be noticed. Fitting time, less than one minute. No battery is required as power is drawn from the phone line. The lower price ones will radiate a signal for about a quarter of a mile, the more expensive might reach one mile in good conditions. Such devices would be found by a debugging expert, but at those prices you can afford to lose a device every so often. 

-------------------------------------------------------------

fn  1  By common consent, London is regarded as the bugging capital of the world. There are several reasons. Under English law, whilst it is an offence to use taps and bugs - there is an Interception of Communications Act to cover interception and the Wireless Telegraphy Act to cover the use of unlicensed radio transmitters - there is no offence in owning, manufacturing or selling them. (In both of these cases the standards of proof required are rather high so that convictions are very rare). In addition to the local market of private detectives and paranoid businessmen, there is a considerable business from overseas agencies.  Again, the Security Service MI5 appears to be prepared to make regular use of freelance buggers, partly because such men can be conveniently disowned and also to reduce their own staff overheads.

------------------------------------------------------------

When data is sent along regular phone lines, dial-up or leased, it is first converted into a series of audio tones in a device called a modem. At the far end of the link, another modem captures the audio tones and reconverts them into the electrical signals required by the computer. What the eavesdropper does is capture the audio signals and then feed them into his own modem and computer. The eavesdropper will face a number of practical, but not insurmountable difficulties:

     *    bugs in particular are less powerful and reliable than           is often imagined, particularly if they are small in           physical size. The limiting factors are the amount of           power that can be fed into them - "drop-in" devices           that rely on batteries as opposed to mains are           particularly limited - and the quality of the antenna.           Bugs are also relatively easy to detect; most of the           readily-available models on both sides of the Atlantic           operate on one frequency-band - 108-136 MHz - chosen           because it is easy to adapt regular FM broadcast radios           to act as receivers; counter-surveillance equipment can           thus also be cheap.

     *    taps tend to leave physical evidence of their           installation; if the data is to be collected on tape,           someone has to retrieve the cassettes; a fresh hazard           each time

     *    the tones that will be heard on the captured tape will           vary in frequency, speed and modulation depending on           the computer protocols (or standards) in use. Even when           the data is properly read into a computer it may be in           particular formats. Many programs sent down telephone           lines rely on instructions which place bits of           information on specific parts of the vdu - to fill in           an electronic form, or a spread-sheet or a window - and           this is achieved by "cursor addressing" commands which           vary from terminal to terminal. All of these problems           require skill and experience on the part of the analyst           as well as suitable equipment.

Once captured and decoded, the results can be used either for fraud or industrial espionage. One example of the former occurred in Japan between 1979 and 1982. A technical engineer with Nippon Telegraph and Telephone was responsible for maintaining a leased line used by a bank to transmit cash card information. The engineer developed equipment which enabled him to tap into the leased line and record the results on a cassette recorder. He then printed appropriate information onto mag-stripe cards which he had been given for test purposes. Three out of the four cards he manufactured worked well and he was able to withdraw cash from various dispensers around Sapporo and his final "take" was around Y130m. It did not take the police very long to catch the thirty-eight year-old engineer, simply because, once the fraud was discovered and the modus operandi worked out, it was evident that very few people had both the opportunity and skill to commit the crime. This is a neat illustration of why technically sophisticated computer crimes are so rare: there are usually simpler ways of achieving the same ends and the chances of identification after the event are considerable.

The same techniques used for eavesdropping onto telephone lines handling data traffic can be used equally effectively to capture fax material. Unlike computer-originated traffic, where there are a large number of different protocols, all fax material is encoded in the same way, in one of three standards all of which most fax machines can handle.

Other forms of electronic eavesdropping onto computers and peripherals have had some publicity, in particular those associated with the code-name Tempest. Most computers and peripherals emit a wide range of electro-magnetic radiation - the cpus, vdus and printers. Tempest is the name given by the US government to a set of standards which reduce the amount of this radiation.

The particular radiation of most use to eavesdroppers appears to be that associated with vdus. The principle is this: the screen radiates a broadband signal which is at its strongest in the range 200 to 300 Mhz (this is just above broadcast band III television and in a portion of the rf spectrum chiefly used for military purposes). The signal can be picked up on a domestic television with a slightly modified tuner. However in this form you won't see anything apart from a slight intensifying of the usual "snow" you get when no tv signal is being received. The reason is that the picture needs a series of synchronising pulses so that each tv line starts at the right moment. The sync pulses from the original vdu do not radiate out nearly as far as the does the video component of the signal. So, to re-assemble the original image on your tv, you must re-create the sync pulses locally. This can be done at very small cost.

There is no doubt that vdu emanation receivers of this kind work after a fashion. What is in dispute in how effective they are as a practical tool of industrial espionage or fraud. I am personally sceptical:

     *    whilst it is possible to demonstrate the principles of           the technology - and do so quite cheaply - the results           are difficult to read even in the best of           circumstances: the image "swims" as the sync pulses           fight to lock the picture properly; there is a great           deal of "snow" and most domestic tvs can't cope with           the detail of 80 character by 25 line text displays           even in the best of circumstances. Once you start to add           refinements to the basic device, the technology becomes           extremely expensive and hence more difficult to cost-          justify

     *    many desk-top PCs are now using much higher-resolution           displays than modified televisions can cope with

     *    it is quite difficult to operate where there is more           than one vdu in the vicinity, particularly if they are           all of the same make. It may sometimes be possible to           tune the receiver to discriminate between vdus, but the           only real solution is to use highly directional           antennas which can null out the unwanted signals. Such           antennas are not inconspicuous: to be effective it           would need to have a minimum length of over two meters           and have elements over half a meter wide - scarcely the           stuff of covert surveillance.

     *    although the defence industry and national government           have different priorities, in a commercial environment           anxieties about vdu radiation are easily allayed: move           sensitive vdus away from near windows where they can be           overlooked. In a steel-framed building the signals will           be severly attenuated.

     *    even at its best, the most the technology can offer is           a window, one screen at a time, on what the computer           contains. Unless the computer log-on sequence actually           shows the password being put in (most services echo           back dashes or stars to prevent over-the-shoulder views           of passwords) the eavesdropper never has the           opportunity to see more than what the operator is doing           at that moment in time.

     *    as we observed in chapter 5, practically-mind           industrial espionage agents impose a costing methodoloy           on their activities; they and their clients want           results, not ingenuity. The bugged computer line, the           stolen computer disk, the filched print-out or           dcumentation, the password acquired by looking over           some-one's shoulder or by finding it taped near a           terminal, are all much more attractive and cost-          effective methods.

Less well-publicised are devices which can reconstruct what is being output on a printer. All you need to capture is the sound of the daisy wheel or matrix head striking the paper; a well-placed room bug will do this. As each letter of the alphabet is struck, a slightly different sound is made. These can be recognised and distinguished by quite simple apparatus - it is much easier than trying to understand human speech, for example. Once you have a collection of sounds a computer can build up a table associating each one with a particular character using readily-available letter-frequency tables, as employed in decoding - in English text, for example the letter "e" is the most frequently used. Once a table has been built up for a given printer, the computer can decode with almost total accuracy almost instantaneously. 

Perhaps the final caution on eavesdropping hazards should be to remind that the easiest thing to listen in to is that which is broadcast anyway. Increasing amounts of data traffic are being carried via radio signals of all kinds. Sophisticated receiving equipment, able to light on a channel less than 5 kHz wide over a range from d.c to the bottom portions of the microwave spectrum can be bought for around $600. Such equipment can be programmed to search-scan for wanted frequencies, can retain large numbers of different frequencies in memory banks and can be hooked up to personal computers. Lower cost devices, in the $250 range, give a smaller coverage of the radio frequency spectrum, but can be held in the hand and are the size of a walkie-talkie. Guidance how to look for particular services of this kind can be obtained partly from offical publications (the GPO in the United States, HMSO in the UK) and partly from semi-underground publications. "Scanning" or "monitoring" is carried out by some radio enthusiasts, but also by private detectives. Voice-based radio-telephone conversations are quite easy to pick up, once the principles are understood, though traffic on cellular telephones is more dificult because, as the mobile phone's owner moves from one cell to another, the frequency changes. In a city area, where the cells are many and small, during a single telephone conversation there may be several frequency changes. Out in a rural district

there is a much greater chance that an entire conversation will be overheard.

Data or text transmission over the air has a very long history indeed: before the advent of trans-oceanic cables and satellites, the normal method of sending long-distance telegrams was via High Frequency (short-wave) radio and even to day considerable amounts of commercial and diplomatic traffic still use this medium. VHF and UHF radio are also used for data-links in situations where it would be costly to lay cables. Increasingly, use is being made of microwave links and satellite paths. HF, VHF and UHF radio are easy to intercept and the data as easy to interpret as if it were going along a conventional phone line. Radio modems cost little more than telephone line modems and cater for the type of coding and protocols used. With microwave and satellite links, interception is more difficult, partly because the receiving equipment is more esoteric (though becoming less so) and partly because the signal path is more directional than is the case at lower frequencies and the siting of the intercepting antenna is more critical. Decoding is also more difficult as, on the typical microwave or satellite link, many "conversations" are muliplexed and combined and indeed may be packetised  1 . However decoding is not impossible.

-------------------------------------------------------------

fn  1 More detail on this subject can be found in The Hacker's Handbook
--------------------------------------------------------------

