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            Chapter 6: Datatheft: Stealing Resources

According to one of the "computer crime" surveys quoted in chapter 3, the largest number of incidents do not involve fraud, embezzlement or theft of data, but theft of hardware and software and misuse of computer resources for private benefit. In the study conducted by Mercy College, New York State, during 1985, theft of hardware, at 23.8 per cent of all reported incidents, was the highest single category, followed by misuse of corporate computers for employee benefit at 17.5 per cent and theft of computer software at 14.3 per cent. Embezzelement and fraud amounted to only 13.2 per cent. Destruction or alteration of corporate data came to 10.1 per cent

These findings are rather different both from the popular perception of computer crime and from many other surveys, perhaps because the questions were not put 1. 

One of the earliest of the classic computer criminals, Jerry Neil Schneider 2 both used illegal access/impersonation as his modus operandi and stole physical computer and communications equipment parts.

--------------------------------------------------------------

fn 1 See chapter 3

fn 2 See chapter 7                                            

--------------------------------------------------------------

Many common forms of datafraud are simply an updating of traditional embezzlements, forgeries, deceptions and other swindles. Industrial espionage had a vigorous history long before the arrival of the computer disc. But although the stealing of computer hardware and peripherals like printers, vdus and modems is clearly little different from any other sort of theft, the stealing of a computer's processing facilities or of software or of computer-readable data has very little precedent in history of crime.

Theft of software goes back at least to the celebrated 1968 case when the airline management software known as BOADICEA was plagiarised and offered out by employees of the developer, the British Overseas Airways Corporation.  1  But in 1968 nearly all software was written uniquely for each customer. It was two years later, with the arrival of the minicomputer that software piracy started to make commercial sense. The whole idea of minis was low cost: software houses began to try to produce standard solutions to common business problems so that development costs could be shared between a number of customers. So the software, being non-specific, began to have a value on the open market. At the same time, the very quantity in which minis were being installed made the crime more difficult to detect: an individual piece of software could have come from any of a number of sources; there were too many installations for the original suppliers to be able to monitor.

-------------------------------------------------------------

fn  1 There may have been an earlier large-scale case, in 1964: $5m worth of software was offered to Texaco, who declined and reported the perpetrator.

---------------------------------------------------------------

Ten years later, with the establishment of the desk-top PC, the piracy problem for software houses had become acute: for MicroPro, the producer of one of the most successful wordprocessors of all time, estimates suggested that as many as four out of five computers using WordStar had pirate copies.  Software houses attempted to cover themselves by introducing devices which made copying of original discs more difficult - all computers are supplied with a simple utility to copy discs and files, so until "copy-protection" devices started appearing, software piracy required almost no technical ability whatever. Many of the copy-protection devices were - and are, for they are still with us - a considerable inconvenience. Floppy disc media can be damaged by many of the normal hazards of office life - spilt coffee, being left near heaters or windows - and also by electrical perils associated with computers - magnetic currents from vdus and pwer supplies, and voltage spikes. Some software houses reckoned that, for your $300 or $400 license fee, what you were entitled to was one copy-protected disc. If you wanted another, you paid a further $300 or $400. Owners of PCs with hard-disks discovered that they had to use a floppy "system" or "master" disk before their favourite program would run. If they used several copy-protected programs, the owner of a hard-disk machine found he was having to do almost as much disk manipulation as if he had bought an all-floppy machine.

Special programs to defeat copy-protection became available; the software houses retaliated by devising even more complicated copy-protection schemes; always within a few months, protection-defeat software appears. Some writers believe that the long-term solution to software piracy is for software writers to go for a very low price/very large volume publishing formula so that large-scale piracy becomes as pointless as photocopying a paperback.

Most software stealing takes place by copying disks or tapes. However it is also possible to steal it down a telephone line by downloading the appropriate file from one computer to another. The most famous instance was in 1970 (which appears to have been a vintage year for new types of computer crime). The case was in the courts for twenty months whilst lawyers argued about precisely what offence had been committed. Hugh Jeffrey Ward, the "criminal",  was a programmer based in California engaged on a Computer Aided Design package; what he currently lacked was a facility to print the results neatly on a plotter. He was aware that a good plotter module was available on a computer, very similar to the one owned by his company, upon which was running a time-share bureau. After a bit of masquerading and exploration, Ward called down a listing of the program from the bureau onto his company's machine. He also asked for punched cards (then the usual method of data input) and this was his downfall as the cards were later spotted in his wastebin. Following what is now a standard procedure in the investigation of computer crime, the computer's activity logs were examined and sufficient evidence was eventually accumulated to get Ward convicted of theft of a trade secret, for which he received three years on probation and a $5000 fine. The bureau got $300,000 damages from the associated civil proceedings.

Theft of data files was covered in the last chapter; its history goes back at least to 1970, when the 2-million name-and-address file of Encylopaedia Britannica was offered for sale and when two employees of a computer service bureau copied and sold the population data tapes produced by the Swedish Census

Theft of CPU Time
But it is theft of the actual resources of the computer for which there is no real parallel in previous criminal history; what is stolen is the processing and storage power of the machine; indeed it is not always possible to show that an offence has been committed. Employees can be dealt with by their employers on the basis of their contracts of employment, but if one wants to rely on the criminal law, one may have to resort to such round-about methods as "stealing electricity".

The normal perpetrator is usually someone with existing legitimate access to the computer: an employee, contractor or maintenance engineer. Three motivations stand out: the first is analogous to the abuse of the office telephone or typewriter and, as we will see in the next chapter, many employers would probably be prepared to turn a blind eye to small-scale violations. The second is simply curiosity - internal hacking or exploration of the computer to see what it can do, coupled perhaps with some non-malevolent interest in corporate "secrets". The third is financial gain.

A few typical examples: the Audit Commission report a 1978 case at the time of the interest in biorythm charts. An employee of a regional gas board responded to a newspaper advertisement for personal computer-generated chart. When he received it, he realised that it had been produced on his departmental computer and suspicion quickly fell on two of his colleagues. The same collection oif case-studies mentions how a whole computer department was dismissed for running a private computer bureau on their employer's hardware and software. More amusingly, a systems analyst at an insurance company set up a whole series of private programs on an IBM 3101 during 1980; they included a football pools aid, a household inventory and a picture-printing program that could create images of Raquel Welch and Mickey Mouse. The systems analyst was developing a program for his girl-friend's catering business when his activities were detected. 

Another case shows how matters can get out of hand: two programmers wrote a program which automatically re-scored sheet music. They ran it on their employer's machine. After a while, word of their achievements spread through the music publishing business and, as they commenced a modest advertising campaign, work flooded in. The programmers decided that they would soon quit their jobs, purchase their own machine, and progress from there - but not just yet. Their prices assumed they were getting free processing power. By the time a colleague reported them, they were using up nearly three-quarters of the computer's entire storage space and the regular processing work was being held back in long queues.

Some extra-curricula activities, however, almost certainly have a social benefit, even if the owners of the computers might not think so at the time. During the 1970s, the boys of Kettering Grammar School in the English Midlands had a remarkable record in beating the US National Aeronautical and Space Administration in their announcements of new Soviet satellite launches. Inspired by an enthusiastic science teacher and using second-hand amateur radio and and radio-taxi equipment, they eavesdropped on the satellite transmissions, worked out launch sites and predicted orbits. Less well-known is that the teacher relied on the help of a friend with access to his employer's computer to collate all the data.

There are also instances of breach of computers by outsiders in order to use the processing facilities.  Although most of today's activities by hackers seem to be primarily aimed at showing that protective measures can be breached, the early hackers of the 1960s were mainly interested in getting time on the machines in order to learn how to use them.  1    They were mostly university students who were not authorised to use the campus machines but there were cases of complete outsiders managing to gain access. In 1974 a 15-year-old schoolboy broke into a London time-sharing bureau from his school's teletype terminal. Although this case preceeds by a decade the peak of interest in teen hackers, it has all the features of the classic story: the boy apparently had no specialised knowledge, simply curiosity and ingenuity; he discovered by trial and error how to read main memory and get a print-out of the operating system. From there he was able to progress to write a data-piggyback program  2  to read the activities of each terminal and so discover sign-on passwords for each user. 

-----------------------------------------------------------------

fn  1  Hacking is dealt with at greater length in the next chapter

fn  2  See Chapter 10 

----------------------------------------------------------------

The story of the music scoring program shows how why computer owners should be concerned: computers have finite powers to process and store data. Each additional program provides an incremental load on the overhead and tasks which should get completed within a particular time-frame will take longer. Sensible managers will take a pragamtic view of each situation: in one sense, the modest use of a computer for private applications could be considered a perk of many computer-orientated jobs. The additional overhead on computer resources might, in many cases, be quite low; in fact, employees may be careful only to utilise computer resources when the organisation's own demands are at a minimum. Again, some exploratory activity can be seen as a form of self-training by employees and so to the benefit of the company's management. We will be exploring these matters later on, but in general, a mildly permissive attitude towards the private use of cpu time by employees, coupled with threats about large-scale abuse or commercial exploitation, is likely to the best course for most commercial enterprises that do not carry particularly sensitive data or processes on their machines.

Theft of equipment
Nearly all offices routinely expect to lose a percentage of their stationery supplies to their employees; they know that photocopying machines will be used to replicate private correspondence; they assume that part of the mail and phone bills they pay include items completely unconnected with their business. When things get bad, they know that office equipment like typewriters may disappear also.

In factories, the problem can be the disappearance of components, spares and even finished goods. When managers fail both in maintaining proper physical security and at employee relations, matters can deteriotate to the point where large percentages of a factory's output can disappear: in the early 1970s there were highly organized conspiracies between employees in a well-known automobile manufacturer based in Oxford and local spares dealers and garages. British Telecom have had to introduce frequent purges to stem the flow of telephone equipment to its own engineers involved in private contract work. (The fact that the BT bureaucracy took so long to attend to the legitimate orders of some of its business customers pushed them into the hands of those engineers willing to moonlight in return for cash-in-hand).

In the days when computers meant mainframes and minis and the most that would be seen in ordinary offices would terminals and printers, the opportunities for theft of computer equipement and peripherals were limited to those willing to undertake serious risk. Although throughout the 1970s there are a few cases of whole minis being stolen, on the whole the equipment was large and heavy; some of it couldn't be moved without expert assistance; there was a limited market-place in which it could be sold; those who bought "second-user" equipment would tend to require maintenance contracts - and these would be only available only from those who had supplied the equipment in the first place.  Until the early 1980s, thieves of computer hardware were either those possessed of considerable quantities of chutzpah, like Jerry Neil Schneider, those who stole with a particular customer  1  in mind or engineers trading in spares.  2 
------------------------------------------------------------

fn  1  In one 1977 case, components for a a specialist type-setting machine were stolen. There were only 200 installations of the machine world-wide and only 35 in the UK, where the crime took place. Most people would have regarded this as a risky enterprise, but the perpetrators were never caught.

fn  2  This form of activity carries on and on: whilst I was writing this chapter an ex-employee of Wang was jailed for four years for stealing L=500,000 worth of Wang spares which he had obtained by corrupting four current Wang employees - he had paid L=20 a part, a tiny fraction of the official list price.

------------------------------------------------------------

It seems to have been the Apple ][ that became the first computer around which routine thefts began to make sense. The Apple ][ had begun as a hobbyist machine but, as we saw in chapter 1, it was the first contrivance of the micro revolution to make it into offices. One of the clever features in the Apple's design were the slots for the add-on boards. You could considerably expand the capabilities of the basic device by adding-in cards for further memory, to give an 80 column by 24-line display, to link in printers and modems, to speed the machine up and, even to provide the Apple with a second central processor so that you had two machines almost for the price of one. But, particularly in the United States, you had substantial populations of Apple ][s in homes as well as offices. So you had a perfect recipe for thievery: offices and businesses bought software which was copied for use at home; they bought floppy disks, a percentage of which vanished just as stationery did; they bought add-on boards and other peripherals and these vanished as well. Unlike the minis and mainframes, routine servicing was not concentrated in the hands of the original suppliers. There was a lively and informal market for second-hand equipment via computer clubs, swap meets, and classified advertising in specialist magazines. 

The IBM PC, when it appeared in 1981, also featured slots and needed additional boards to bring it up to a reasonable level of specification. As prices fell, and as IBM clones started to appear, the IBM became a home machine. Discount companies set up to supply the needs of the small businesses in search of PC bargains. Larger businesses discarded early models in favour of more recent ones.

But today, desk-top PCs are just another item of office equipment and so are the targets of "break-in" thieves many of whom have fences ready to give ready cash for their haul. There's considerable evidence of "shopping-list" burglaries - theft more-or-less to order. The thieves know enough to avoid taking obsolete or unpopular equipment - and to look around for manuals and operating system software, as this enhances the re-sale value. 

Not all thefts of computer equipment are successful, however: thieves removed an office micro from an engineer's car and then found they had no place to sell it; they dumped the machine on waste ground where it was discovered by four boys who had been seen a report of the loss on a popular tv programme.

Sometimes theft of equipment and of data can be combined: it was an everyday sort of crime: thieves broke in and stole an IBM PC AT.  New, it could have cost between #1500 and #2000 in 1987 when the event happened; a fence might have offered #200. Unfortunately, this particular machine was in the research and teaching block at the Withington Hospital in Manchester where four consultants were collecting data on patients suffering from gastro-enteritis, the better to understand the illness. They hadn't "got around" to making back-up copies and the research data - and how does one put a price on that? - was lost for ever.

