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A few figures …A few figures …

•• 2006:  13.9m UK households have Internet access 2006:  13.9m UK households have Internet access 
(57%);  69% of Internet connections use (57%);  69% of Internet connections use 
broadband accessbroadband access

•• Internet sales to households = £21.4bnInternet sales to households = £21.4bn
•• 14.6% UK businesses 14.6% UK businesses soldsold over the Internet; over the Internet; 

56.3% made purchases;  Business purchases 56.3% made purchases;  Business purchases 
over the Internet + £72.8bnover the Internet + £72.8bn

•• 70% UK businesses had a website70% UK businesses had a website
•• 50.5% UK businesses interact with central and 50.5% UK businesses interact with central and 

local government over the Internetlocal government over the Internet
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Cost of Personal Computers…Cost of Personal Computers…

•• £400 = 5 days’ £400 = 5 days’ 
earnings @ £30,000 paearnings @ £30,000 pa

•• Many households now Many households now 
have several PCs, have several PCs, 
including obsolete including obsolete 
onesones

The lowest speed of DSL The lowest speed of DSL 
service available in west service available in west 
European and North European and North 
American markets costs American markets costs 
households 1% or less households 1% or less 
of median monthly of median monthly 
income (EIU, 2007)income (EIU, 2007)

Cost of Media StorageCost of Media Storage

18p / 1000 MB!
1 MB=100,000 items of 

correspondence; 20,000 
medium-res pictures; 250 

songs
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NonNon--conventional computers conventional computers 
and/or storage mediaand/or storage media

OverviewOverview

•• Types of CrimeTypes of Crime
•• Sources and Types of Digital Sources and Types of Digital 

EvidenceEvidence
•• Some Challenging casesSome Challenging cases
•• Emerging ProblemsEmerging Problems
•• How to Instruct a Computer ExpertHow to Instruct a Computer Expert
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Types of CrimesTypes of Crimes

•• New HiNew Hi--Tech Crimes Tech Crimes 
•• Old Crimes / New MethodsOld Crimes / New Methods
•• Almost Any Crime / Digital Evidence Almost Any Crime / Digital Evidence 

is importantis important

CrimesCrimes

•• “Computer Fraud”“Computer Fraud”
•• “Hacking”“Hacking”

1994 multiple-
site global hack 
– DataStream 
Cowboy/Kuji –
“information 

warfare”

Computer program 
which deducts 1p 

from many 
accounts and 

deposits them to 
fraudster’s benefit
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GAO ReportGAO Report
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CrimesCrimes

Multiple murder to acquire 
haulage business as 
cover for narcotics 
trafficking – Regan 

convicted via cellsite 
evidence but computer 

held drafts of a document 
agreeing sale of business

CrimesCrimes

“People smuggling” / 
snakesheads

58 dead Chinese 
immigrants at Dover in 

2002;  on computer of 2nd

defendant: apparent draft 
asylum applications + 

email usage by third party
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CrimesCrimes
Operation Crevice:

Evidence of research,  CD 
viewing, Terrorist 

Manuals,  Inspirational 
videos and texts,  email,  

Internet cafes

CrimesCrimes
“Fake Sheik” / News of 

the World / “Red Mercury” 
plot

(one def’s relation was 
legit chemistry academic)
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CrimesCrimes
W0nderland Club:  NCS-lead 
Operation Cathedral – global 

investigation – lead to changes 
in sentencing and setting-up of 
NCS/POLIT and CEOP > Op 

Ore:
Libraries of pictures;  email + 
chats;  “Traders’ Handbook”

CrimesCrimes

•• Money LaunderingMoney Laundering
•• Deception / FraudDeception / Fraud

Consumer, Business, Investment, CarouselConsumer, Business, Investment, Carousel

•• Narcotics Importation / DistributionNarcotics Importation / Distribution
•• Handling Stolen GoodsHandling Stolen Goods
•• Harassment Harassment 
•• Sexual assaultSexual assault
•• Representation of the People ActRepresentation of the People Act
•• PerjuryPerjury
•• Attempt to pervert course of justiceAttempt to pervert course of justice
•• Police Disciplinary ProceedingsPolice Disciplinary Proceedings
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Sources of Computer EvidenceSources of Computer Evidence

How to Acquire EvidenceHow to Acquire Evidence

•• By preBy pre--planning planning –– system designsystem design
Access Control SystemsAccess Control Systems
Audit logsAudit logs
Serialing Serialing of transactionsof transactions
Authentication of People, Files, TransactionsAuthentication of People, Files, Transactions
Digital FingerDigital Finger--printing of documents, logs, etcprinting of documents, logs, etc

•• Forensic ComputingForensic Computing
Unintended “digital footprints”Unintended “digital footprints”
Evidence identificationEvidence identification
Evidence PreservationEvidence Preservation
Evidence Analysis, often based on reverseEvidence Analysis, often based on reverse--engineering engineering 
of OS, apps, etcof OS, apps, etc
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Hard Disk EvidenceHard Disk Evidence

•• Substantive DocumentsSubstantive Documents
Files, graphics, photos, etcFiles, graphics, photos, etc

•• Recovery of deleted documentsRecovery of deleted documents
•• EmailsEmails
•• Installed ProgramsInstalled Programs
•• Internet ActivityInternet Activity

Sites visited, files downloadedSites visited, files downloaded
•• Timeline of activityTimeline of activity
•• Registration issuesRegistration issues
•• PasswordsPasswords
•• Earlier installationsEarlier installations

Facts,
Corroboration.

Inferences,
Interpretations. 
Indications of 

Intent,  
Research, 
Planning,

“Bad 
Character”

Forensic procedures..Forensic procedures..

•• Freezing the sceneFreezing the scene
a formal processa formal process
imagingimaging

•• Maintaining continuity of evidenceMaintaining continuity of evidence
controlled copyingcontrolled copying
controlled printcontrolled print--outout

•• Contemporaneous notes > witness Contemporaneous notes > witness 
statementsstatements

•• ACPO ACPO Good Practice GuideGood Practice Guide –– 44thth edition dueedition due
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Disk ForensicsDisk Forensics

•• Forensic imagingForensic imaging
Captures every element on disk mediaCaptures every element on disk media
WriteWrite--protect to prevent contaminationprotect to prevent contamination
Imaging products need to be able to Imaging products need to be able to 
cope with many disk operating systemscope with many disk operating systems

•• Subsequent AnalysisSubsequent Analysis

Disk ForensicsDisk Forensics

•• First products appear end 1980sFirst products appear end 1980s
•• Disk “imaging” / bitDisk “imaging” / bit--copycopy
•• Subsequent analysisSubsequent analysis
•• Report CreationReport Creation
•• “Tool“Tool--box” /  “Integrated”box” /  “Integrated”
•• Live AnalysisLive Analysis
•• DIBS / DIBS / Safeback Safeback / / MareswareMaresware / NTI / NTI 

Authentec Authentec ((VogonVogon)  / EnCase / )  / EnCase / AccessData AccessData 
FTKFTK / ILOOK / / ILOOK / ProDiscoverProDiscover



12



13



14



15

Disk ForensicsDisk Forensics

Most products for PC/Windows,  but:Most products for PC/Windows,  but:
•• TCT TCT -- Coroner’s Toolkit Coroner’s Toolkit by Dan Farmer and by Dan Farmer and Wietse Wietse 

Venema Venema 

•• TASKTASK
•• SMART SMART –– ASRDataASRData
•• SleuthkitSleuthkit
•• HelixHelix
•• FarmerdudeFarmerdude
•• Blackbag  Blackbag  (Apple OSX)(Apple OSX)

File from remote computerFile from remote computer

•• But how do you demonstrate that the But how do you demonstrate that the 
download is “reliable”?download is “reliable”?

admissibleadmissible
authenticauthentic
accurateaccurate
completecomplete

•• What happens if you are downloading What happens if you are downloading 
from a www site?from a www site?

caches caches -- local and at ISPlocal and at ISP
dynamic pages, etc etc,  XML etcdynamic pages, etc etc,  XML etc
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Controlled printControlled print--out from large out from large 
mainframesmainframes

egeg from banks, larger companies, government from banks, larger companies, government 
organisations ….organisations ….

•• we can’t “image” a clearing bankwe can’t “image” a clearing bank
•• can we take a live “snapshot”?can we take a live “snapshot”?
•• how do demonstrate the system is working how do demonstrate the system is working 

properly?properly?
•• what forms might “improper working” take?what forms might “improper working” take?
•• is the evidence complete?is the evidence complete?
•• how can the other side test?how can the other side test?
•• Disclosure Disclosure –– CPIA complianceCPIA compliance
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How much to seize?
Adequacy to prove 
evidence reliability 

/completeness; 
Disclosure 

requirements

Customer information from Customer information from 
ISPs/ISPs/CSPsCSPs

•• usually by notice under RIPA, Chapter II or usually by notice under RIPA, Chapter II or 
certificate under DPA, 1998,  s 29(4) or production certificate under DPA, 1998,  s 29(4) or production 
order under PACEorder under PACE

•• evidence admissible under CJA,2003, s 117evidence admissible under CJA,2003, s 117
•• customer identitycustomer identity
•• time and duration of connectiontime and duration of connection
•• ?? IP address assigned ???? IP address assigned ??
•• Data Retention legislationData Retention legislation
•• warrants to seize ISP equipment possible,  but warrants to seize ISP equipment possible,  but 

would have huge impact on ISP would have huge impact on ISP -- and all its and all its 
customerscustomers

•• reliability / testing ??reliability / testing ??
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External LogsExternal Logs

•• System LogsSystem Logs
•• Web LogsWeb Logs
•• Intrusion Detection System LogsIntrusion Detection System Logs
•• AntiAnti--Virus LogsVirus Logs
•• ISP LogsISP Logs

RADIUSRADIUS
WebWeb--LogsLogs

Subject to 
DPA/ RIPA 

authorisation!

Squid LogsSquid Logs
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Network LogsNetwork Logs

InterceptionInterception

•• Product of Interception Warrants under Product of Interception Warrants under 
RIPA, 2000RIPA, 2000

material comes from ISPs/material comes from ISPs/CSPsCSPs,  whose technical co,  whose technical co--
operation is neededoperation is needed
conditions of warrant issue must be metconditions of warrant issue must be met
communications datacommunications data (who is connected to what, when (who is connected to what, when 
and for how long) plus and for how long) plus contentcontent (what is said or (what is said or 
transmitted) can both be collected,  transmitted) can both be collected,  butbut
contentcontent cancan only be used for intelligence and only be used for intelligence and 
investigationinvestigation
communications datacommunications data is admissibleis admissible

How, in the digital How, in the digital 
domain, can we domain, can we 

differentiate differentiate 
“communications” data “communications” data 

and content?and content?
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Computer IntrusionComputer Intrusion

•• Product of “interference with property” Product of “interference with property” 
warrant under Police Act, 1997, Computer warrant under Police Act, 1997, Computer 
Misuse Act, 1990,  exceptionsMisuse Act, 1990,  exceptions

covers covert entry into computerscovers covert entry into computers
installation of keystroke monitors, etcinstallation of keystroke monitors, etc
legally tricky because relatively untriedlegally tricky because relatively untried
evidence from suspect’s computers has been evidence from suspect’s computers has been 
compromised and may therefore be questionedcompromised and may therefore be questioned

•• s 78 PACE, 1984s 78 PACE, 1984
•• in cross examinationin cross examination

Computer IntrusionComputer Intrusion

“Remote “Remote 
Management Management 
Tools”Tools”

•• Back OrificeBack Orifice
•• Sub SevenSub Seven
•• Hack’a’TackHack’a’Tack
•• D.I.R.TD.I.R.T
•• Magic LanternMagic Lantern
•• SpectorSoft SpectorSoft ProPro

But investigator has the But investigator has the 
opportunity, covertly to opportunity, covertly to 
alter data alter data –– or may be or may be 
doing so inadvertentlydoing so inadvertently
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Movement TrailsMovement Trails

•• Bank recordsBank records
ATM usageATM usage

•• Credit card recordsCredit card records
•• Retail store recordsRetail store records
•• CCTVCCTV

Analogue, digitalAnalogue, digital
•• Telephone RecordsTelephone Records

Fixed, MobileFixed, Mobile
•• (Future)  Identity Card usage(Future)  Identity Card usage

Movement TrailsMovement Trails
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Some challenging casesSome challenging cases

Paedophile casesPaedophile cases

Typical evidence:Typical evidence:
•• investigating Officer’s logs investigating Officer’s logs -- IRC, IRC, 

newsgroups etcnewsgroups etc
•• ISP data ISP data -- RADIUS logs etcRADIUS logs etc
•• Credit Card transactions Credit Card transactions 
•• On On accused’saccused’s HDDHDD

Offending filesOffending files
Email, Internet cache,  Internet search terms, Email, Internet cache,  Internet search terms, 
Chat, PeerChat, Peer--toto--Peer activityPeer activity
“Bad character”/propensity indications“Bad character”/propensity indications
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Evidence in W0nderlandEvidence in W0nderland

•• Seized computers, Seized computers, 
data mediadata media

•• Substantive filesSubstantive files
picturespictures
textstexts

•• Recovered “undeleted” Recovered “undeleted” 
materialmaterial

•• IRC, FTPIRC, FTP
chat, configuration, logschat, configuration, logs

•• Bestcrypt Bestcrypt encryptionencryption
configuration, logsconfiguration, logs

•• Zip (file compression)Zip (file compression)
configuration, logsconfiguration, logs

To demonstrate To demonstrate 
conspiracy:conspiracy:

•• Content of transactionsContent of transactions
•• Commonality of material Commonality of material 
•• Commonality of modus Commonality of modus 

operandioperandi
•• Form and extent of Form and extent of 

“transactions“transactions””

Operation OreOperation Ore

•• Landslide was an Internet subscription Landslide was an Internet subscription 
fulfilment service for websites offering fulfilment service for websites offering 
obscene and indecent materialobscene and indecent material

•• Investigated by US Postal Service during Investigated by US Postal Service during 
19991999

•• Raided September 1999Raided September 1999
•• Databases of customer transaction Databases of customer transaction 

records found on various Sun Serversrecords found on various Sun Servers
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Operation OreOperation Ore

•• Database contained customer names, Database contained customer names, 
addresses & credit card details addresses & credit card details –– 300,000 300,000 
transaction representing 100,000 individual,  7,200 in UKtransaction representing 100,000 individual,  7,200 in UK

•• Details passed to UK National Crime Details passed to UK National Crime 
Squad; National Criminal Intelligence Squad; National Criminal Intelligence 
Service obtained background on each Service obtained background on each 
suspectsuspect

•• Individual cases handled by UK local Individual cases handled by UK local 
police forcespolice forces

Operation OreOperation Ore

•• Most successful prosecutions Most successful prosecutions 
depended on what was found on depended on what was found on 
suspects’ hardsuspects’ hard--drives etcdrives etc

“making”, “possession”“making”, “possession”
•• Some prosecutions Some prosecutions –– “incitement” “incitement” --

on the basis of the US workon the basis of the US work
7 computers, 11 hard7 computers, 11 hard--disksdisks
“propensity” evidence“propensity” evidence
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Credit Card ScamsCredit Card Scams

Skimmer has memory to 
hold card numbers; is 

linked to PC which 
downloads for later use

Garages, 
restaurants, etc

Perps normally 
caught via pattern-
seeking software

Credit Card FactoriesCredit Card Factories

Found on computer:Found on computer:
•• Credit card numbersCredit card numbers
•• Downloading softwareDownloading software
•• Designs for cardsDesigns for cards
•• Specialist cardSpecialist card--printing softwareprinting software
Found on premises:Found on premises:
•• Card printersCard printers
•• Card embossersCard embossers
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Credit Card ScamsCredit Card Scams

•• 4408 0412 3456 78904408 0412 3456 7890
•• 4 40804 123456789 04 40804 123456789 0

MMI
Issuer

Customer
Check

Warez Warez ConspiracyConspiracy

•• LargeLarge--scale software piracy scale software piracy –– Operation Operation 
Buccaneer in the US,  Operation Blossom in the UKBuccaneer in the US,  Operation Blossom in the UK

•• ““DrinkorDieDrinkorDie””
•• Several TB of disks seized during Several TB of disks seized during 

investigation of linked investigation of linked warez warez groupsgroups
•• UK case lasted several monthsUK case lasted several months
•• Significant problems of managing and Significant problems of managing and 

analysing large quantities of dataanalysing large quantities of data
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Op BlossomOp Blossom

•• Essentially a US investigation,, with UK Essentially a US investigation,, with UK 
local aspectslocal aspects

•• Problems of proving a “conspiracy”Problems of proving a “conspiracy”
•• 33rdrd party disclosureparty disclosure
•• Disclosure from overseas agenciesDisclosure from overseas agencies
•• US witnesses had made plea bargainsUS witnesses had made plea bargains
•• Suspicion of Suspicion of agentagent provocateur provocateur activityactivity
•• Problems of multiple defence teamsProblems of multiple defence teams
•• =£11 m in costs (??)=£11 m in costs (??)

Software Piracy in generalSoftware Piracy in general

•• Cracked filesCracked files
•• NFO “boast” filesNFO “boast” files
•• Serials listsSerials lists
•• (Rarely) specialist analysis software(Rarely) specialist analysis software
•• EmailsEmails
•• Chat LogsChat Logs
•• FTP and webFTP and web--servers, etcservers, etc
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Computer Forensics & Terrorism Computer Forensics & Terrorism 
CasesCases

•• Terrorism prosecutions present very little Terrorism prosecutions present very little 
difficulty if an attack has taken place difficulty if an attack has taken place ––
provided you can find the perpetratorsprovided you can find the perpetrators

•• But most actual terrorism trials depend on But most actual terrorism trials depend on 
proving proving intentionsintentions

To inciteTo incite
To conspireTo conspire
To prepareTo prepare

•• Typical defences are:Typical defences are:
I am sympathetic but hadn’t formed an I am sympathetic but hadn’t formed an 
intention;  I knew the others but ….intention;  I knew the others but ….

Computer Forensics & Terrorism Computer Forensics & Terrorism 
CasesCases

•• Interception Evidence inadmissible, Interception Evidence inadmissible, 
Bugging and surveillance evidence risky Bugging and surveillance evidence risky 
and expensiveand expensive

•• You can show intent (and propensity) by You can show intent (and propensity) by 
reference to:reference to:

Files found on diskFiles found on disk
•• Terrorism manualsTerrorism manuals
•• “Intelligence”“Intelligence”
•• Circuit diagramsCircuit diagrams

Web searchesWeb searches
EmailsEmails
Chat etcChat etc
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Computer Forensics & Terrorism Computer Forensics & Terrorism 
CasesCases

•• Crevice:Crevice:
Instructed after trial startInstructed after trial start
Precise prosecution evidence unclear until Precise prosecution evidence unclear until 
very latevery late
LSC/VHCC proceduresLSC/VHCC procedures
How far can defence teams coHow far can defence teams co--operate?operate?
What happens when counsel thinks defendant What happens when counsel thinks defendant 
isn’t being candid isn’t being candid –– and worries what a and worries what a 
computer investigation might find?computer investigation might find?

Emerging ProblemsEmerging Problems
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Emerging ProblemsEmerging Problems

•• Ever larger quantities requiring Ever larger quantities requiring 
analysisanalysis

Current platforms inadequate in terms of Current platforms inadequate in terms of 
computer resourcescomputer resources
Can we select?Can we select?

•• “Live” examinations“Live” examinations
How do we execute?How do we execute?
Are they reliable?Are they reliable?
How does other side test?How does other side test?

Emerging ProblemsEmerging Problems

•• EncryptionEncryption
VISTA, etcVISTA, etc
Trusted Computing techniquesTrusted Computing techniques
Consequences of DRMConsequences of DRM
Will computers of the future be encrypted by Will computers of the future be encrypted by 
default?default?

•• IPIP--protecting legislation makes reverse protecting legislation makes reverse 
engineering more difficultengineering more difficult

May have impact on forensic analysis softwareMay have impact on forensic analysis software
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Emerging ProblemsEmerging Problems

Large Case ManagementLarge Case Management
•• 60 plus “critical” computers not uncommon60 plus “critical” computers not uncommon
•• Police and LE have permanent teams, defence do Police and LE have permanent teams, defence do 

notnot
•• Not feasible for everything to be printed outNot feasible for everything to be printed out
•• Popular “forensic” software too complex for Popular “forensic” software too complex for 

untrained to useuntrained to use
•• But case may rely on forensic artefactsBut case may rely on forensic artefacts
•• Disclosure rules difficult to interpret for computer Disclosure rules difficult to interpret for computer 

hardhard--disksdisks
•• Should be discussed fully at Case Management Should be discussed fully at Case Management 

hearingshearings

Forensic ComputingForensic Computing

Forensic Computing / Computer Forensics Forensic Computing / Computer Forensics 
has developed outside the main traditions has developed outside the main traditions 
of “Forensic Science”of “Forensic Science”

Speed of change makes “peer reviewed” Speed of change makes “peer reviewed” 
testing of methods difficulttesting of methods difficult

•• do we ignore new modes of crime because do we ignore new modes of crime because 
we haven’t tested our forensic tools?we haven’t tested our forensic tools?

•• do we expose juries to lengthy technical do we expose juries to lengthy technical 
disputes between experts?disputes between experts?
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Forensic ComputingForensic Computing

Constant novelty:Constant novelty:
•• Forensic computing tracks all changes in Forensic computing tracks all changes in 

technology technology –– and social structures and and social structures and 
conventionsconventions

•• Insufficient time for usual cycle of peerInsufficient time for usual cycle of peer--
reviewed publication of new and tested reviewed publication of new and tested 
forensic techniques and discoveriesforensic techniques and discoveries

•• The greater the novelty, the greater the The greater the novelty, the greater the 
need for testabilityneed for testability

Rate of Change ..Rate of Change ..
MsDos 3: 1984
MsDos 5: 1991
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Rate of Change ..Rate of Change ..
Windows 3.1: 1992

Windows 95:  1995

Rate of Change ..Rate of Change ..
Windows 98: 1998
Windows ME: 2000

Windows XP: 2001
Windows XP SP2: 2004
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Rate of Change ..Rate of Change ..

Windows Vista: 2007

Windows VistaWindows Vista

•• Changed folder locationsChanged folder locations
•• New file and disk backNew file and disk back--up facilities up facilities (disk (disk 

imaging plus “shadow copy”)imaging plus “shadow copy”)

•• New means of recording date and time New means of recording date and time 
stampsstamps

•• InIn--built file indexingbuilt file indexing
•• Drive encryptionDrive encryption
•• Email storage wholly changedEmail storage wholly changed
•• Increased use of metadata or tagsIncreased use of metadata or tags
•• Changed thumbnails database, etc etcChanged thumbnails database, etc etc
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Rates of Change: Social Rates of Change: Social 
Structures Structures 

•• Bulletin BoardsBulletin Boards
•• EmailEmail
•• NewsgroupsNewsgroups
•• Mail List ServersMail List Servers
•• Internet Relay Chat Internet Relay Chat -- IRCIRC

•• Commercial Online Communities Commercial Online Communities –– CompuServe, AOL, CompuServe, AOL, 
Yahoo GroupsYahoo Groups

•• Commercial ChatCommercial Chat
•• PeerPeer--toto--Peer Peer –– 3 + generations3 + generations

•• BlogsBlogs
•• Modern Online Communities Modern Online Communities –– MySpaceMySpace, , BeboBebo, etc, etc

For each of these are 
specialist items of 

software;  and forensic 
artefacts from which 

inferences can be drawn

Rates of Change: Types of ERates of Change: Types of E--
commercecommerce

•• WebWeb--sites + phone callsites + phone call
•• WebWeb--sites + email purchasesites + email purchase
•• WebWeb--sites  + use of 3sites  + use of 3rdrd party credit party credit 

validationvalidation
•• WebWeb--sites + immediate fulfilment via credit sites + immediate fulfilment via credit 

cardcard
•• InternetInternet--only payment schemes only payment schemes –– PayPal PayPal etcetc

•• WebWeb--sites that track their customers and sites that track their customers and 
offer recommendationsoffer recommendations

•• WebWeb--based auction servicesbased auction services
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Instructing Forensic Computing Instructing Forensic Computing 
ExpertsExperts

Instructing Forensic Computing ExpertsInstructing Forensic Computing Experts

•• What role?  What role?  
ProsecutionProsecution
•• Decision may already have been made by Decision may already have been made by 

LE investigatorsLE investigators
–– Imaging,  Evidence CaptureImaging,  Evidence Capture
–– AnalysisAnalysis
–– InvestigationsInvestigations

•• Evidence productionEvidence production
•• Background explanations and opinionBackground explanations and opinion

DefenceDefence
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Instructing Forensic Computing ExpertsInstructing Forensic Computing Experts

DefenceDefence
•• What role? What role? 

•• Due diligenceDue diligence
•• Explanations to Defence TeamExplanations to Defence Team
•• Investigation to support defendant’s claimsInvestigation to support defendant’s claims
•• ExpertExpert--toto--Expert MeetingsExpert Meetings
•• Provision of inProvision of in--person testimonyperson testimony

•• What expertise?What expertise?
•• HardHard--disks / data recoverydisks / data recovery
•• HardHard--disks / computer and internet usagedisks / computer and internet usage
•• Internet activityInternet activity
•• Big / specialist commercial applicationsBig / specialist commercial applications
•• Socio/cultural/commercial explanationsSocio/cultural/commercial explanations

•• Tech SupportTech Support

Instructing Forensic Computing ExpertsInstructing Forensic Computing Experts

DefenceDefence
•• Tech SupportTech Support

Facilities for counselFacilities for counsel
Will counsel need to use forensic software;  Will counsel need to use forensic software;  
should material be extracted to DVD etc?should material be extracted to DVD etc?
Case Management hearings / coCase Management hearings / co--operation with operation with 
Prosecution on technical mattersProsecution on technical matters
Facilities for courtFacilities for court

•• Verification of Pros technical presentation exhibitsVerification of Pros technical presentation exhibits
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Instructing Forensic Computing ExpertsInstructing Forensic Computing Experts

•• DefenceDefence
Shortage of skilled practitionersShortage of skilled practitioners
Remember the best experts are constantly Remember the best experts are constantly 
having to make “availability” promiseshaving to make “availability” promises
Start early!Start early!
LSCLSC
Shared Experts in Conspiracy casesShared Experts in Conspiracy cases
Staged InstructionsStaged Instructions
Case Management RequirementsCase Management Requirements
Meetings between ExpertsMeetings between Experts
When the client may be lying to counsel … do When the client may be lying to counsel … do 
you want an expert examination? you want an expert examination? 

When the client may be lying to When the client may be lying to 
counsel … do you want an expert counsel … do you want an expert 

examination?examination?
•• Careful instruction of expert…Careful instruction of expert…
•• Range of places an expert will look, Range of places an expert will look, 

techniques used,  difficult to forecasttechniques used,  difficult to forecast
•• Don’t try to secondDon’t try to second--guess what an expert guess what an expert 

may find / be restricted from findingmay find / be restricted from finding
•• Staged instructions run the risk that you Staged instructions run the risk that you 

run out of time / fundingrun out of time / funding
•• Warn the defendant of the risks!Warn the defendant of the risks!
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Certification of ExpertsCertification of Experts

•• What is the role for certification of experts?What is the role for certification of experts?
Who certifies?Who certifies?
Against what criteria?Against what criteria?
Excellence Excellence vsvs competencecompetence
obsolescence?obsolescence?

•• PracticalitiesPracticalities
Complexity and rigourComplexity and rigour
Who assesses?Who assesses?
Cost to applicant / payment to assessor / scheme needs Cost to applicant / payment to assessor / scheme needs 
to be selfto be self--fundedfunded

•• CRFP assesses “current competence”CRFP assesses “current competence”

Digital Footprints:
Emerging Issues in Computer Forensics

Peter Sommer
peter@pmsommer.com
p.m.sommer@lse.ac.uk

Digital Footprints:Digital Footprints:
Emerging Issues in Computer ForensicsEmerging Issues in Computer Forensics

Peter SommerPeter Sommer
ppetereter@pmsommer.com@pmsommer.com
p.m.p.m.sommersommer@@lselse.ac..ac.ukuk


