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Digital Evidence ExpertiseDigital Evidence Expertise

•• Computer Forensics has been a Computer Forensics has been a 
discipline since the late 1980sdiscipline since the late 1980s

•• How do you select and assess How do you select and assess 
potential experts?potential experts?
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OverviewOverview

•• What sort of expert do you need?What sort of expert do you need?
•• Confusion of Qualifications,  Confusion of Qualifications,  

Registration Schemes,  Degrees and Registration Schemes,  Degrees and 
CoursesCourses

•• What sort of qualifications?What sort of qualifications?
•• Trends in EducationTrends in Education
•• Registration / Assessment SchemesRegistration / Assessment Schemes
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The problem:The problem:
•• The tests used to grant qualifications The tests used to grant qualifications 

and certifications of various kind and certifications of various kind 
may not be closely related to the may not be closely related to the 
tests you need to apply to assess tests you need to apply to assess 
whether somewhether some--one will fulfil your one will fulfil your 
specific forensic needsspecific forensic needs
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How to Select an ExpertHow to Select an Expert

•• What do want an expert for?What do want an expert for?
•• How do you assess from the marketHow do you assess from the market--

place?place?

You don’t necessarily always need “the You don’t necessarily always need “the 
best” best” –– you want someone appropriate you want someone appropriate 

to your needsto your needs
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What do want an expert for?What do want an expert for?

•• To carry out out, or assist in, an To carry out out, or assist in, an 
investigationinvestigation

Locate digital evidenceLocate digital evidence
Preserve evidencePreserve evidence
Conduct a forensic examinationConduct a forensic examination
Produce exhibits which are admissibleProduce exhibits which are admissible
Execute a civil search order / warrantExecute a civil search order / warrant
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What do want an expert for?What do want an expert for?

•• To provide litigation supportTo provide litigation support
Manage digital material so that lawyers Manage digital material so that lawyers 
can handlecan handle
Prepare exhibitsPrepare exhibits
Manage disclosureManage disclosure
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What do want an expert for?What do want an expert for?

•• To provide expert testimonyTo provide expert testimony
Knowledge of legal proceduresKnowledge of legal procedures
Knowledge of role of expert witnessKnowledge of role of expert witness
CV which supports claimed “expertise”CV which supports claimed “expertise”
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What do want an expert for?What do want an expert for?

•• (Defence) To advise on expert (Defence) To advise on expert 
evidence tendered by othersevidence tendered by others

Manage technical evidence so that Manage technical evidence so that 
lawyers can managelawyers can manage
Verify and test exhibitsVerify and test exhibits
Manage disclosure / criticise Manage disclosure / criticise 
inadequacy of disclosureinadequacy of disclosure
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What do want an expert for?What do want an expert for?

To design, or evaluate a Forensic To design, or evaluate a Forensic 
Readiness ProgramReadiness Program

So that the organisation can, on So that the organisation can, on 
demand,  produce reliable evidence in a demand,  produce reliable evidence in a 
costcost--effective and timely mannereffective and timely manner
To minimise panicTo minimise panic
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What do want an expert for?What do want an expert for?

•• (Judge) To ascertain the (Judge) To ascertain the 
qualifications of a witness offering qualifications of a witness offering 
opinion and background evidenceopinion and background evidence

To ensure that the court (and a lay jury) To ensure that the court (and a lay jury) 
is assisted but not overis assisted but not over--influencedinfluenced
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Scope of ExpertiseScope of Expertise

•• Technical EnvironmentsTechnical Environments
PCs   PCs   Macs, LinuxMacs, Linux

Minis, MainframesMinis, Mainframes
Small Business Systems Small Business Systems -- LANsLANs
Internet,  Internet browsers, WebInternet,  Internet browsers, Web--
serversservers
EmailsEmails
Email serversEmail servers
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Scope of ExpertiseScope of Expertise

•• Technical EnvironmentsTechnical Environments
EE--CommerceCommerce
PeerPeer--toto--Peer File Sharing ServicesPeer File Sharing Services
Social NetworkingSocial Networking
Instant Messaging, Chat Rooms etcInstant Messaging, Chat Rooms etc
Particular commercial environmentsParticular commercial environments

•• Banking, Travel, Manufacture, Retail etc etcBanking, Travel, Manufacture, Retail etc etc
PDAsPDAs, , CellphonesCellphones,,
Particular hardwareParticular hardware

•• Terminals,  Swipe cards, RFID,  weighing and Terminals,  Swipe cards, RFID,  weighing and 
counting machines,  burglar alarms etc etccounting machines,  burglar alarms etc etc
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Scope of ExpertiseScope of Expertise

•• SkillsSkills
Evidence Identification and Evidence Identification and 
PreservationPreservation
Data RecoveryData Recovery
(Instant Response)(Instant Response)
Evidence AnalysisEvidence Analysis
Systems AnalysisSystems Analysis
•• Relating computers and Relating computers and 

telecommunications to business processestelecommunications to business processes
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Scope of ExpertiseScope of Expertise

•• SkillsSkills
InvestigationsInvestigations
•• How creative / How much of a selfHow creative / How much of a self--starter / starter / 

How far to stray from instructions?How far to stray from instructions?
Good interGood inter--personal relationspersonal relations
LawyerLawyer-- and Layand Lay--orientated orientated 
explanationsexplanations
Report writingReport writing
Oral testimony (the witness box)Oral testimony (the witness box)
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Finding Your ExpertFinding Your Expert
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Expert Witness DirectoriesExpert Witness Directories

•• Widely distributed to lawyersWidely distributed to lawyers
•• Who runs?Who runs?

Law SocietyLaw Society
Specialist entity/societySpecialist entity/society
Legal PublisherLegal Publisher
Directory PublisherDirectory Publisher

•• What acceptance criteria?What acceptance criteria?
•• What vetting procedures?What vetting procedures?
•• How frequent the renewal process?How frequent the renewal process?
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QualificationsQualifications

•• A few years ago…  no qualifications A few years ago…  no qualifications 
or certification schemesor certification schemes

•• Now…  a huge and confusing Now…  a huge and confusing 
proliferationproliferation

•• Still very difficult for those who wish Still very difficult for those who wish 
to assess expertise….to assess expertise….
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QualificationsQualifications

•• University degreesUniversity degrees
•• Membership of professional bodiesMembership of professional bodies
•• Other postOther post--nominalsnominals
•• Training Schemes Training Schemes -- commercialcommercial
•• Certification SchemesCertification Schemes
•• Registration / Assessment SchemesRegistration / Assessment Schemes
•• Directories of ExpertsDirectories of Experts
•• (Recommendations)(Recommendations)
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PostPost--nominalsnominals

•• CISACISA

•• CISSPCISSP

•• CFCECFCE and Certified and Certified 
Electronic Evidence Electronic Evidence 
Collection Specialist Collection Specialist 
Certification (CEECS)Certification (CEECS)

•• Certified Information Certified Information 
Systems Auditor (ISACA Systems Auditor (ISACA --
Information Systems Audit Information Systems Audit 
and Control Association) and Control Association) 

•• Certified Information Certified Information 
Systems Security Systems Security 
Professional Professional -- ISCISC22

•• Certified Forensic Certified Forensic 
Computer Examiner Computer Examiner ––
IACIS (International IACIS (International 
Association of Computer Association of Computer 
Investigative Specialists) Investigative Specialists) ––
2 weeks + correspondence 2 weeks + correspondence 
course)course)



© Peter Sommer, 2008

PostPost--nominalsnominals

•• CFCCFC

•• CCECCE

•• CIFICIFI

•• CEECEE

•• Certified Forensic Certified Forensic 
Consultant Consultant –– American American 
College of Forensic College of Forensic 
ExaminersExaminers

•• Certified Computer Certified Computer 
Examiner Examiner –– International International 
Society of Forensic Society of Forensic 
Computer ExaminersComputer Examiners

•• Certified Information Certified Information 
Forensics Investigator Forensics Investigator --
International Information International Information 
Systems Forensics Systems Forensics 
AssociationAssociation

•• Certified Computer Certified Computer 
Examiner (commercial)Examiner (commercial)
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PostPost--nominalsnominals

•• EnCEEnCE

•• ACEACE
•• CFIP / CFIACFIP / CFIA

•• GCFAGCFA

•• EnCase EnCase Certified Examiner Certified Examiner ––
64 days + written & practical 64 days + written & practical 
examexam

•• Access Data Certified Access Data Certified 
ExaminerExaminer

•• Certified Forensic Certified Forensic 
Investigation Professional Investigation Professional –– 2 2 
days from 7Safe. CFIP+:  days from 7Safe. CFIP+:  
university assesseduniversity assessed

•• Global Information Assurance Global Information Assurance 
Conference Certified Conference Certified 
Forensics Analyst Forensics Analyst 
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PostPost--nominals nominals ––
Professional BodiesProfessional Bodies

These have charters, codes of ethics, These have charters, codes of ethics, 
vetted membership etcvetted membership etc

But none specific to digital evidence.. But none specific to digital evidence.. 
•• MBCS / FBCS:  British Computer MBCS / FBCS:  British Computer 

SocietySociety
•• AAFS:  American Academy of AAFS:  American Academy of 

Forensic SciencesForensic Sciences



© Peter Sommer, 2008

PostPost--nominals nominals ––
University University DegressDegress

•• BSc (BSc (HonsHons))
•• MScMSc
•• PhDPhD
•• DPhilDPhil
•• MA (0xon)MA (0xon)
•• PGCertPGCert

But in what But in what 
subjects, on what subjects, on what 

syllabus, and syllabus, and 
how long ago?how long ago?
How “good” is How “good” is 
the university?the university?



© Peter Sommer, 2008

University DegreesUniversity Degrees

•• Measure student at time of courseMeasure student at time of course
•• Measure according to academic criteriaMeasure according to academic criteria

Notions of generally expected and accepted Notions of generally expected and accepted 
standardsstandards

•• What award? What award? 
Undergraduate, Master’s,  Doctoral, Diploma,  Undergraduate, Master’s,  Doctoral, Diploma,  
Certificate, Post Graduate CertificateCertificate, Post Graduate Certificate

•• What course?What course?
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University DegreesUniversity Degrees

What course?What course?
•• Syllabus?Syllabus?

RelevanceRelevance
Teaching qualityTeaching quality
Up to dateUp to date

•• Practical experience for students / Practical experience for students / 
facilitiesfacilities

•• Course Teachers and their experienceCourse Teachers and their experience
How many are active practitioners?How many are active practitioners?

•• University courses and “bums on seats”University courses and “bums on seats”
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Registration / Assessment Registration / Assessment 
SchemesSchemes

•• Aim is to assess against published Aim is to assess against published 
criteriacriteria

•• Usually an evaluation of relevant Usually an evaluation of relevant 
qualificationsqualifications

•• CaseCase--workwork
•• Codes of EthicsCodes of Ethics
•• There are no courses directly linkedThere are no courses directly linked
•• UK CRFP and US DFCBUK CRFP and US DFCB
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Registration / Assessment Registration / Assessment 
SchemesSchemes

•• Who sponsors?Who sponsors?
•• Who assesses?Who assesses?
•• What is being assessed?What is being assessed?

CompetenceCompetence
ExcellenceExcellence
Specific areas or general abilitiesSpecific areas or general abilities

•• What precise criteria?What precise criteria?
•• Currency of assessed competenceCurrency of assessed competence
•• Frequency of reFrequency of re--assessmentassessment
•• Who assesses the assessors?Who assesses the assessors?
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Registration / Assessment Registration / Assessment 
Schemes:  DangersSchemes:  Dangers

•• Groups of friends who validate each Groups of friends who validate each 
otherother

•• More limited in scope than is first More limited in scope than is first 
apparentapparent

•• Registration is for life, but the Registration is for life, but the 
subject area keeps changingsubject area keeps changing
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UK Scheme:  CRFPUK Scheme:  CRFP

•• Council for the Registration of Council for the Registration of 
Forensic PractitionersForensic Practitioners

•• 1999:  set up by UK Home Office after 1999:  set up by UK Home Office after 
a number of concerns about the a number of concerns about the 
reliability of forensic science reliability of forensic science 
expertiseexpertise

•• Emphasis on crime and family/child Emphasis on crime and family/child 
issuesissues
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CRFP Computer SpecialityCRFP Computer Speciality

Three GradesThree Grades
•• Data CaptureData Capture

Correct preservation / imaging of data mediaCorrect preservation / imaging of data media
•• Data ExaminationData Examination

Examination of data media to find files, Examination of data media to find files, 
fragments etc, but without commentfragments etc, but without comment

•• Data EvaluationData Evaluation
Analysis and interpretation of discovered files, Analysis and interpretation of discovered files, 
fragments etc; offering opinionsfragments etc; offering opinions
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CRFP Computer SpecialityCRFP Computer Speciality

Application ProcessApplication Process
•• Qualifications, Memberships, Qualifications, Memberships, 

evidence of Trainingevidence of Training
•• RefereesReferees
•• Agreement to Code of PracticeAgreement to Code of Practice
•• Log of Recent CaseLog of Recent Case--workwork
•• Assessor selects from caseAssessor selects from case--work work 

and asks for full file (and asks for full file (anonymisedanonymised))
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CRFP Computer SpecialityCRFP Computer Speciality

Application ProcessApplication Process
•• Assessor applies criteria against caseAssessor applies criteria against case--

work,  asks for clarifications, makes work,  asks for clarifications, makes 
recommendationrecommendation

•• Reviewed by Lead AssessorReviewed by Lead Assessor
•• Some assessment separately scrutinised Some assessment separately scrutinised 

for processfor process
•• Registered!Registered!
•• Renewal after 3 yearsRenewal after 3 years
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CRFP Computer SpecialityCRFP Computer Speciality

Assessment Criteria (Data Examination) Assessment Criteria (Data Examination) 
•• Understanding the nature of the case, their role within it and tUnderstanding the nature of the case, their role within it and the he 

requirements of the examination, selecting the proper resources,requirements of the examination, selecting the proper resources,
identifying the correct items for examination and getting prioriidentifying the correct items for examination and getting priorities ties 

rightright..
•• Ensuring there is a forensically sound working environment to Ensuring there is a forensically sound working environment to 

prevent or detect the contamination or loss of potential evidencprevent or detect the contamination or loss of potential evidencee
•• Labelling and handling proceduresLabelling and handling procedures
•• Contemporaneously logging and documenting the handling of Contemporaneously logging and documenting the handling of 

items and the data examination process in a way that can be items and the data examination process in a way that can be 
audited and permits the process to be repeated if appropriateaudited and permits the process to be repeated if appropriate..
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CRFP Computer SpecialityCRFP Computer Speciality

Assessment Criteria (Data Examination) Assessment Criteria (Data Examination) 
•• Determining the data examination strategy, identifying essentialDetermining the data examination strategy, identifying essential

information and selecting appropriate tools and methods for the information and selecting appropriate tools and methods for the 
task. task. 

•• Examining data to identify anomalies and to identify, extract, Examining data to identify anomalies and to identify, extract, 
preserve and exhibit material which is of potential evidential preserve and exhibit material which is of potential evidential 
value.value.

•• Reconsidering the work done in the light of new findings and Reconsidering the work done in the light of new findings and 
information. information. Consulting other specialists and relevant reliable Consulting other specialists and relevant reliable 
sources of information at an appropriate time and in an sources of information at an appropriate time and in an 
appropriate way to assist with the interpretation.appropriate way to assist with the interpretation.

•• Reporting methods, findings and results Reporting methods, findings and results -- orally, electronically orally, electronically 
and in writing and in writing -- clearly and accurately to colleagues, others in the clearly and accurately to colleagues, others in the 
investigation and the court. investigation and the court. 

•• Keeping up to date with technological and other developments in Keeping up to date with technological and other developments in 
the field and taking active steps to maintain competence. the field and taking active steps to maintain competence. 

••
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Assessment Criteria (Data Evaluation)Assessment Criteria (Data Evaluation)

•• Knowing the hypothesis or question to be testedKnowing the hypothesis or question to be tested
•• Establishing that items submitted were suitable for the Establishing that items submitted were suitable for the 

requirements of the caserequirements of the case
•• Confirming that the correct type of examination has been Confirming that the correct type of examination has been 

selectedselected
•• Confirming that the examination was carried out Confirming that the examination was carried out 

competentlycompetently
•• Recording,Recording, summarisingsummarising and collating the results of the and collating the results of the 

examinationexamination
•• Interpreting the results in accordance with established Interpreting the results in accordance with established 

scientific principlesscientific principles
•• Considering alternative hypothesesConsidering alternative hypotheses
•• Preparing a report based on the findingsPreparing a report based on the findings
•• Presenting oral evidence to court and at case conferencesPresenting oral evidence to court and at case conferences
•• Ensuring that all documentation is fit for purposeEnsuring that all documentation is fit for purpose
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CRFP Computer SpecialityCRFP Computer Speciality

Assessment CriteriaAssessment Criteria
•• Assessor must be able to establish evidence for Assessor must be able to establish evidence for 

all of these criteria across a range of casesall of these criteria across a range of cases
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US  DFCBUS  DFCB

•• Digital Forensics Certification Board Digital Forensics Certification Board 
National Institute of Justice hosted by National Institute of Justice hosted by 
University of Central FloridaUniversity of Central Florida
Certification based on “core Certification based on “core 
competencies”competencies”
•• Quality Assurance, Legal and Ethics, Quality Assurance, Legal and Ethics, 

Techniques, Process, ConceptsTechniques, Process, Concepts
•• http://www.http://www.ncfsncfs.org/.org/dfcbdfcb/index.html/index.html

Still very early days Still very early days 
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Problems of Assessment SchemesProblems of Assessment Schemes

•• Assessments have to be detailed to be Assessments have to be detailed to be 
crediblecredible

•• The greater the detail, the greater the The greater the detail, the greater the 
burden on the assessor in terms of skills burden on the assessor in terms of skills 
and time requiredand time required

•• Assessors need to be practitioners Assessors need to be practitioners –– and and 
will be earning quite highlywill be earning quite highly

•• Assessment fees rise correspondinglyAssessment fees rise correspondingly
•• High assessment fees are a deterrentHigh assessment fees are a deterrent
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Problems of Assessment SchemesProblems of Assessment Schemes

•• Should nonShould non--registered “experts” be barred: registered “experts” be barred: 
From working at all?From working at all?
From giving any type of evidence in court?From giving any type of evidence in court?
From giving opinion evidence in court?From giving opinion evidence in court?

•• What happens when a court needs highly What happens when a court needs highly 
specialised advice which the professional specialised advice which the professional 
“digital evidence expert” may not be able “digital evidence expert” may not be able 
to supply?to supply?
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ConclusionsConclusions

•• There will never be a simple, easy There will never be a simple, easy 
way to select a digital evidence way to select a digital evidence 
expertexpert

•• Qualifications,  training, education all Qualifications,  training, education all 
helphelp

•• Assessment schemes help but have Assessment schemes help but have 
limitationslimitations
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ConclusionsConclusions

•• There is no substitute for being clear There is no substitute for being clear 
what you want the expert for, and to what you want the expert for, and to 
dodo

•• Probe your potential expert’s skills Probe your potential expert’s skills 
carefully!carefully!
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