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—“rauds-by_employees and 3@ parties
Contractual disputes

Allegations of failure of duty of care
E-mail and Internet abuse

Breach of confidentiality

Online defamation

Employee / HR disputes

Sexual harassment

Acquisition and storage of child abuse images
Datatheft / Industrial Espionage

Software piracy

Theft of source code




o Unauthorised access by employees
Unauthorised access by 3™ parties — “
Unauthorised data modification — inclji uses ar

Abuse of corporate IT resources for private gain
Use of corporate IT resources as one stage in a

criminal act and where a 3™ party is victimised
Use of corporate IT resources for illegal file-sha
DoS and DdoS attacks

“Phishing” and “Pharming” attempts

Etc etc




Rare, Spectacular Events

o Events that occur everywher
everyone... but still cause panic,

0SS
High Impact / Low Freguenc \

High Frequency / Individually, Mediu
_ow Impact




e What do you do?
e \lhere do you find help?

e How do you assess the I1nves
market?

e |s the person you want aval

e What are you really asking
do?

e [s It going to be enough?




hat are the suspicions?

How likely is it that the client |
mis-interpreted the situation?

What powers do | have?

> | start out with no powers, | need t
acquire them from the client

Now to try and locate evidence ...




- Noew toe try and locate evide Ee
« How does the client’s orgaii

ation work?
> What functions does it perform?
> How do | relate business functions to bits of

hardware, software, computér records?

e Glven the suspicions, what shouldl | go
for?
> Transaction records
> Emails
> Web usage

> Contents of PC, laptop, mobile phone, PDA, |SE
memory sticks, etc




- Are there any restrictions o
> Client authorisation as emplo
> Limits on employer’s powers

¢ Human Rights Act 1998
» Data Protection Act,
e Protection from Harassment Act, 1997

e Regulation of Investigatory POWGIJS Act 2000

Telecommunications (Lawful Business Practice)
(Interception of Communications) Regulationé 2000

> Computer Misuse Act 1990
e as amended




Are there any restrictions o

o Penalties for breach of pow
> Criminal

> Abuse of Process
> Admissibility

> Harassment

> Etc etc




Cs

> Make reliable complete copy
Image”) and analyse

 Obvious, visible records, emali
e« Recovery of deleted date
e Chronologies of activities

> Now standard procedures, products,
> Imaging can be done covertly over ni
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- Main systems
> Fulllimaging likely to be techr
> Imaging Is easier on a systemn

e But then the business is no long

> Partial copying runs risk that
Incomplete picture of events

1iJ;‘aIIy d

1 taken
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Iffic
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r functionin

show

> How far do existing back-up/archiving s

assist?

> How do | limit my examination so as not
compromise the rights of third parties?

e Employees, customers, clients

ult
Ine
g
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L lstems




- Subsidiary systems
> Eg small specialist sub-sy:
> PDAS, laptops, cellphones

sticks, media players etc
> Can we identify?

> May be disputes over ownershiy
expectations of privacy

> Some devices may be technical
difficult to examine




On-going suspicions: “live”
Investigations:

> Keyloggers

> Servlets

> Network monitoring

> CCTV

> Human surveillance

> Background investigations
> Physical searches




.eyloggers

> hardware

comnpletel 3 3 EChronIC device)

Mo software or drivers required

Huge 2MB flash memary disk, organized as a FAT file syskem

Installs as a flash drive for data retrieve (visible o system as additional disk)
Super Fast daka download (up to 100kE/s)

Quick and easy national layout supportk

Compatible with all Low-Speed USE kevboards (including Linux & Mac)




Powered Keylogger 2.2 new

Invisihly records computer usage to the smallest detail.

Autornatically save the logs to USE Flash Drive ™Y

Kevylogger invisibly sends logs via e-mail

5]
o Records absalutely all keystrokes and passwords
5]
5]

Fully supports the Unicode in contrast to many other keyloggers

Powered Kevlogger is a driver-based software keylogger that
secretly captures keystrokes, mouse clicks and passwords, tracks
sent and received emails, monitors Internet activity and logs launched
applications. Powered Keylogger is undetectable by a list of firewalls
and antivirus software, even anti- spywarefanti- kevloggers won't
locate it,

ag Monitor

~ Advanc Advanced Keylogger 2.0 new

Keylogger od
w Records every keystroke to encrypted easy-to-understand

logs.

o Totally inwisible to everyone but yvaou

o Captures passwords and logins (even Winlogon passwords)

o Monitars e-mail clients and Internet activity

Advanced Keylogger records all computer activity and logs all

information so that you can check later what's been done with the =5
computer, vou can also secretly receive logs of user's activity to your




Google
WaHOO!

AL ;0:-

Capture &\
{including us

Get the ex:

Capture &

Read ever

Review ev

See everyt

See every

‘:;) See every

Quickly fin

Completely Lo
Invisible

Stealth Technology

it

=/ /ACCESS GRANTED

Y PASSWORDS

T ACCOUNTS

T USER MAMES

S EVERYTHING TYPED
¥ EVERYTHING THEY DO

The most advanced stealth
technology available ensures that the
Spector Pro keylogger is completely
protected from everyone except those
with authorized access.

Spector Pro does not appear in the
Start Menu, Add/Remowve Programs,
Task Manager, Bunning Processes,
Systern Tray, Registry, ar on the
Desktop —there aren't even any
wisible files.

"Spector Pro does the BEST

joh of hiding"
- PC Magazine

"EVERY word they type, EVERY link
they click, Spectorsoft will be

watching”
- InfoWorld Magazine

With the Spector Pro Keylogger, vou will be able to:

Instant Alerts
See What They Type and
What They View

The Spector Pro keylogoer will
instantly inform you whenewer they
type — or even simply WIEW — any
"alert words" or phrases that you
SpECIfy.

Spector Pro continuously looks for
alert words in EVERYTHING they type,
EVERY web site they wisit, ALL
chats/nstant Messages and in EACH
email sent or received.

EVERY time a keyword is detected,
Spector Pro will immediately email you
a detailed report of WHEN, WHERE
and HOWY the keyaword was used.

Alerts are sent to your office,
home, cell phone or wherever you
want!

"This is one slick piEEE of '[EEHHDIDQ‘_-,-’"
- US Hews & World Report




REMOTE LOCATION

TARGET MODE ]

EHHIHEF!

1
* TARGET NODE

Serviets
> Eg EnCase

> Applied on ’
forensic exe o/ e
&) 2

“sare | maeT oo |

HEADQUARTERS

| ENCASE ENTERPRISE |

Examiner logs into safe for Examiner analyzes/reviews
authentication and autharization forensic or volatile data
from target node
Examiner sends request to target
node to snapshot velatile data @ Analyze further or acquire image
or to preview drive
@ Generate reports
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System Logs
Web Logs

Intrusion Detection Syste
Anti-Virus Logs

ISP Logs
> RADIUS
> Web-Logs

Subject to
DPA/ RIPA
authorisation
and/or
consent!




1007349021, 553 A6 192,168,0,103 TCP_MEM_HITAZ00 6347 GET http:sdfus.al.yimg.c
amsSuz, yimg, comd i uesmbvE, gif graeme NONES- imagersgif

1007349022, 484 4374 132, 168,0,103 TCP_MISS/200 22349 GET http:sdwww,yahoo,com
graeme DIRECTAB4,.58,76.223 textshtml
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ml graeme DIRECT/E4,58,76,227 -

10073490352, 056 T3 192,168,0,102 TCP_HITA200 1365 GET httpi/dfuz.il,yimg,comiu
zyimg,comdisuzpindmaillogin,gif graeme MOMES- image/gif

1007349022, 324 3083 192,168,0,103 TCP_MISSA200 12044 GET http:ddfmail,yahoo,con

+

T e I L N R e D L I b R L e L

lun,nets/images/zp,gif
lun, netdimages 1 inuxpower?, png
lun, net imagesrarrow, phg
lun,net/images/eklektixsm, png
ztatz, lun,netpixtrans,gif
lun, net 20020214/ zecuri ty, php2
lun, nets images/ security, png
(96,03% to 100,008) 0,002 Fri Feb 15 (8:48 2002




Why have plan?
e To reduce costs and panic

e External consultants will have to “learn” th
business

Lawyers will have to identify admissibility and
privilege issues on the spot

Can also be used for other legal situations, eg
Internal disciplinary disputes, routine transaction
disputes, to aid law enforcement

LSE




=ssentially:
»> Based on threat analysis / scenari
development

»> Reqguires identification of potentia
evidence / disclosure regul ément —
plan for their formal production

» Results in a proper Contingency Plan
which Is tested and kept up-to-date




» the main likely threats/ legal challer
your organisation

» What sorts of evidence / disclosure
need If you have to proceed to civil
litigation

» What you will need to do to meet va
and compliance requirements

» how far you may have that material

1ges fé

you ar

or cri

rious r

el
N

egl

alrea(ly

» What you will need to do to secure additional
essential material

iced by

kely to
al

Jlatory




» the management, skills and resou
for your organisation

» turn the results inte an action plan -
need regular revision as the organi:

ICT Infrastructure develops.

ilcations




‘he Good News:

guite a bit of the work may already have
carried out elsewhere in the rgani%ati
eL

Disaster Recovery / Busin
Contingency Plans

S5S




AD{eparatiLn agalnst disals
> Fire
> Flood

> Terrorism

> Denial of access
> Computer failure
> Etc etc




o Jells organisation what to ©

> Emergency Priorities
> [leam that will act / ReporrJ' "

Responsibilities

> Migratec
> Migratec

> Migratec

offices, locatio
people
ICT

)

> PR for customers, clients, investor,
bankers, public-at-large etc




esearch, bDesign

Business Analysis

> to determine priorities (it’s too expensive to
everything instantly)

Relation of business processes to speci
resources, hardware, software, commur
links; availability of back-up

Detailed plan for who does what when
Emergency Response Team
Internally published Plan

Freguent Testing and Revision

rest

fic
1ica




Legal /Regulatory require elnts
Analysis of back-up plans
> Incremental / complete

Specific Data Retention / Destruction
reguirements L
Decisions about mode of disclosu
> Electronic, print-out, extents, etc
Witness to explain systems, materia

produced, testify to reliability and
completeness

re




Information
Assurance
[ 1

Directors and Corporate

Advisors’ Guide to Digitahs*
Investigations and Evidence
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Detection

Reporting

Diagno
Initial

Initial
Management
Actions

Evidence
Collection

Diagnosis -
Mature

Mature
Management
Actions

Business

Recovery
Activity

Legal Activity

Remedial
Activity

_—

(‘,nmpln‘pr Incident I\/Ianagpmpnf

Cife Cycle




Detection H

Reporting

Diagnosis — Initial

Hanagement Actions -
Initial

—
Evidence Collection ‘ -
-

Diagnosis — Mature

Hanagement Actions —

Secondary and Hature ——

Business | Asset
Recovery Activities

)
Remedial Activity —> —— e
——

Civil Legal Activity

Law Enforcement Agency
Activity

Criminal and Regulatory
Proceedings

Time Line >




‘he final ™ prize” from having a FRP:
e Closing the Loop / Learning the Lessons

« Although the FRP is aimed at legal
outcomes, after any event you will
have a detailed explanation of what
went wrong

 Should lead to precise remedial
actions
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