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We have been here before...We have been here before...

JohnJohn DeutchDeutch,  CIA   25/06/96:,  CIA   25/06/96:
“… “… ourour government, business and citizens havegovernment, business and citizens have

beomebeome increasingly dependent on a network of increasingly dependent on a network of 
telecommunications and computertelecommunications and computer--based based 
information systems…information systems…

“… critical backbone for the entire US public and “… critical backbone for the entire US public and 
private sectors….private sectors….

“…  I am concerned that this connectivity and “…  I am concerned that this connectivity and 
dependency makes us vulnerable to information dependency makes us vulnerable to information 
warfare attackswarfare attacks



We have been here before...We have been here before...

“My greatest concern is that hackers,  terrorist“My greatest concern is that hackers,  terrorist
organisationsorganisations, or other nations might use , or other nations might use 
information warfare techniques as part of a coinformation warfare techniques as part of a co--
ordinatedordinated attack to seriously disrupt attack to seriously disrupt 
infrastructures ….infrastructures ….

“Virtually any ‘bad actor’ can acquire the hardware “Virtually any ‘bad actor’ can acquire the hardware 
and software to attack informationand software to attack information--based infrabased infra--
structures…”structures…”

??? Electronic Pearl Harbor ??????? Electronic Pearl Harbor ????



"This is the 
battleground for the 
future," CIA Director 
Leon Panetta,  "The 
next Pearl Harbor
may very well be a 

cyber attack."  
10/02/2011



“Cyberthreat difficult to over-
state” (James Clapper, US 

Director of National 
Intelligence, 10/02/2011)





“Information Warfare”:“Information Warfare”: Possible Possible 
ContextsContexts

New Battlefield TechnologiesNew Battlefield Technologies
•• electronic counterelectronic counter--measures measures -- jamming,jamming,

rfrf dominance, information dominancedominance, information dominance

•• attacks on commandattacks on command--andand--control control 
centres centres -- Gulf War etcGulf War etc

•• smart weapons smart weapons -- Gulf war etcGulf war etc

•• remote control of battlefield remote control of battlefield -- soldiers soldiers 
with sensors,  with sensors,  satcommssatcomms,  VR display control ,  VR display control 
rooms etcrooms etc



“Information Warfare”:“Information Warfare”: Possible Possible 
ContextsContexts

New military “Doctrine”New military “Doctrine”
•• what is “the national interest”?what is “the national interest”?
•• what kind of threats?what kind of threats?
•• what kind of wars / operations?what kind of wars / operations?

symmetric, high intensitysymmetric, high intensity
asymmetric, low intensity asymmetric, low intensity -- peace keeping, peace keeping, 
humanitarian,  coalition activitieshumanitarian,  coalition activities

•• what kind of army? what kind of army? -- people, weapons, skills, people, weapons, skills, 
readiness etcreadiness etc



“Information Warfare”:“Information Warfare”: Possible Possible 
ContextsContexts

Industrial EspionageIndustrial Espionage
•• industryindustry--sponsoredsponsored
•• statestate--sponsoredsponsored

economic intelligenceeconomic intelligence
contract intelligencecontract intelligence

•• computer aidscomputer aids



“Information Warfare”:“Information Warfare”: Possible Possible 
ContextsContexts

Psychological WarfarePsychological Warfare
•• misleading the enemymisleading the enemy
•• direct injection of false informationdirect injection of false information
•• indirect inject via misleading indirect inject via misleading 

background info >> media background info >> media 
manipulationmanipulation

•• countercounter--will / counterwill / counter--forces / forces / 
countercounter--commander commander 



“Information Warfare”:“Information Warfare”: Possible Possible 
ContextsContexts

Logical attacks on systemsLogical attacks on systems
•• breach of confidentiality breach of confidentiality -- hacking etchacking etc

•• denial of service denial of service -- trojanstrojans, viruses etc, viruses etc

•• compromise of service compromise of service -- making making 
computer systems unreliablecomputer systems unreliable

•• viruses and viruses and trojanstrojans as weapons as weapons -- the the 
embedded hardware embedded hardware trojantrojan??



“Information Warfare”:“Information Warfare”: Possible Possible 
ContextsContexts

Physical attacks on systemsPhysical attacks on systems
•• bombsbombs
•• attack on key pointsattack on key points
•• minor but significant attacks minor but significant attacks -- results results 

not immediately obviousnot immediately obvious

•• EMP weaponsEMP weapons



“Information Warfare”:“Information Warfare”: Possible Possible 
ContextsContexts

Still more contexts …Still more contexts …
•• IBW:  IntelligenceIBW:  Intelligence--Based WarfareBased Warfare
•• Economic Information Warfare Economic Information Warfare -- denying denying 

access to technologies, access to technologies, commscomms links, data sourceslinks, data sources

•• Cultural Warfare / Information ImperialismCultural Warfare / Information Imperialism
•• Crypto WarfareCrypto Warfare
•• CyberwarfareCyberwarfare



Criminal Act? Act of War?Ambiguous Law

Psychological

Anonymous Adversaries
No Political Boundaries

No Geographic Boundaries

No Temporal Boundaries

No Spatial Boundaries

Poorly Defined Remedies

Simple Technology

Uncertain Responsibilities

No Quick Fixes

Lots of Targets

Time

Demand

Supply

Information



Extending the Subject …Extending the Subject …

•• “Information Operations”“Information Operations”
•• “Information Power”“Information Power”









•• It is easy to add more and more It is easy to add more and more 
elements to our subjectelements to our subject--matter …matter …

•• But is this at the expense of But is this at the expense of 
understanding the new phenomena?understanding the new phenomena?



The words we use to describe things The words we use to describe things 
influence our thoughts about what influence our thoughts about what 
phenomena we are viewing phenomena we are viewing –– and the and the 
sorts of solutions to any problems sorts of solutions to any problems 
that might existthat might exist

•• CyberWarCyberWar implies the military worldimplies the military world
•• CyberCrimeCyberCrime implies the policeimplies the police
•• CyberSecurityCyberSecurity implies techiesimplies techies
•• Cyber IncidentsCyber Incidents implies implies ????????



Words understood in contextWords understood in context

•• RyleRyle:  Philosophy as cartography; :  Philosophy as cartography; 
mapping words and phrases to generate mapping words and phrases to generate 
implication threadsimplication threads

•• Example in law:  “possession”Example in law:  “possession”
“possession” of narcotics“possession” of narcotics
“possession” of child sexual abuse images“possession” of child sexual abuse images
“possession” of real property “possession” of real property –– land, a land, a 
building, an building, an appartmentappartment



In Cyber War:In Cyber War:
•• What is the test for “war”?What is the test for “war”?
•• How important is the “cyber” element?How important is the “cyber” element?
•• What are the objectives and motives for What are the objectives and motives for 

the conflict?the conflict?
In Cyber Crime:In Cyber Crime:
•• How important is the “cyber” element?How important is the “cyber” element?
•• What are the objectives and motives of the What are the objectives and motives of the 

criminal?criminal?



What is “computer (cyber)  What is “computer (cyber)  
crime”?crime”?

•• Any crime with the word “computer” in itAny crime with the word “computer” in it
•• ComputerComputer--related crime: any crime which related crime: any crime which 

requires a computer for the requires a computer for the 
commissioningcommissioning

•• ComputerComputer--related crime: any crime which related crime: any crime which 
is touched by a computeris touched by a computer

•• QuasiQuasi--crimes, crimes, egeg industrial spying industrial spying 



CyberCrime CyberCrime ConventionConvention
(Treaty of Budapest, 2001)(Treaty of Budapest, 2001)

•• Offences against systemsOffences against systems
Illegal accessIllegal access
Illegal interceptionIllegal interception
Data interferenceData interference
System interferenceSystem interference
Misuse of devices (hacking tools)Misuse of devices (hacking tools)

•• Substantive offencesSubstantive offences
ComputerComputer--related forgeryrelated forgery
ComputerComputer--related fraudrelated fraud
Child pornographyChild pornography
Copyright infringementsCopyright infringements
(Aiding and Abetting, Attempts)(Aiding and Abetting, Attempts)
(Corporate liability)(Corporate liability)



Substantive Law: UKSubstantive Law: UK

Fraud Act, 2006Fraud Act, 2006
Money LaunderingMoney Laundering
•• Proceeds of Crime Act, 2002;  Serious Organised Crime & Police AProceeds of Crime Act, 2002;  Serious Organised Crime & Police Act, 2005ct, 2005
Extortion / BlackmailExtortion / Blackmail
•• S S 21 Theft Act 1968  (unwarranted demand with menaces)21 Theft Act 1968  (unwarranted demand with menaces)

Indecent Images of ChildrenIndecent Images of Children
Protection of Children Act, 1978,  s 160 Criminal Justice Act, 1Protection of Children Act, 1978,  s 160 Criminal Justice Act, 1978 978 

(as amended(as amended))

Extreme PornographyExtreme Pornography
S 63 Criminal Justice & Immigration Act 2008S 63 Criminal Justice & Immigration Act 2008

Intellectual Property PiracyIntellectual Property Piracy
Copyright Designs & Patents Act 1988,  s 107Copyright Designs & Patents Act 1988,  s 107
Trade Marks Act, 1994,  s 92Trade Marks Act, 1994,  s 92
Digital Economy Act, 2010Digital Economy Act, 2010



Substantive Law: UKSubstantive Law: UK

TerrorismTerrorism
•• Terrorism Act, 2000Terrorism Act, 2000

Definitions,  interpretationDefinitions,  interpretation
FundraisingFundraising
Possession of articles connected with etc etcPossession of articles connected with etc etc
Powers:  arrest,  stop & searchPowers:  arrest,  stop & search

•• AntiAnti--Terrorism, Crime & Security Act, 2001Terrorism, Crime & Security Act, 2001
Terrorist cash & property,  disclosure powers,  toxins,  police Terrorist cash & property,  disclosure powers,  toxins,  police powers,  powers,  
retention of communications dataretention of communications data

•• Prevention of Terrorism Act, 2005Prevention of Terrorism Act, 2005
Control orders etcControl orders etc

•• Terrorism Act, 2006Terrorism Act, 2006
Encouragement of terrorism,  publications,  preparation,  trainiEncouragement of terrorism,  publications,  preparation,  trainingng

•• CounterCounter--Terrorism Act, 2008Terrorism Act, 2008
PostPost--charge questioning,  powers over those subject to control charge questioning,  powers over those subject to control 
orders, money laundering, DNA databaseorders, money laundering, DNA database



Substantive Law: UKSubstantive Law: UK

Data Protection offences (DPA, 1998)Data Protection offences (DPA, 1998)
•• S 55 Unlawful obtaining of personal dataS 55 Unlawful obtaining of personal data
•• (s 21:  processing personal information without (s 21:  processing personal information without 

registration)registration)



Substantive Law: UKSubstantive Law: UK

Computer Misuse Act 1990 Computer Misuse Act 1990 (amended (amended 
P&JA 2006)P&JA 2006)

•• S 1:  Unauthorised access S 1:  Unauthorised access (12 months)(12 months)

•• S 2: Unauthorised access with intent to commit a S 2: Unauthorised access with intent to commit a 
further crime further crime (5 years)(5 years)

•• S 3: Unauthorised data modification / with intent S 3: Unauthorised data modification / with intent 
to impair to impair (10 years)(10 years)

•• S  3A: “hacking tools” / making or supplying S  3A: “hacking tools” / making or supplying ( 2 ( 2 
years years –– can also use s 7 Fraud Act 2007)can also use s 7 Fraud Act 2007)



How far is it worth producing a How far is it worth producing a 
taxonomy of cyber criminals?taxonomy of cyber criminals?

•• Hackers Hackers –– recreationalrecreational
•• Hackers Hackers –– “professional”“professional”
•• InsidersInsiders
•• Discontented employees and exDiscontented employees and ex--employeesemployees
•• HacktivistsHacktivists
•• FraudstersFraudsters
•• BlackmailersBlackmailers
•• Copyright thievesCopyright thieves
•• TerroristsTerrorists
•• ????



Roger Grimes (InfoWorld, 02/2011)Roger Grimes (InfoWorld, 02/2011)

“Your guide to the seven types of malicious “Your guide to the seven types of malicious 
hackers”: hackers”: 

•• Cyber criminals Cyber criminals 
•• Spammers and Spammers and adwareadware spreaders spreaders 
•• Advanced persistent threat (APT) agents Advanced persistent threat (APT) agents 
•• Corporate spies Corporate spies 
•• Hactivists Hactivists 
•• Cyber warriors Cyber warriors 
•• Rogue hackersRogue hackers



Let’s compare “Car” Crime...Let’s compare “Car” Crime...

•• parking on single yellow lineparking on single yellow line
•• speeding and other “driving” offencesspeeding and other “driving” offences
•• car as getaway after raidcar as getaway after raid
•• ramraidingramraiding
•• car as murder weaponcar as murder weapon
•• theft of car for resaletheft of car for resale
•• garage repair fraudsgarage repair frauds
•• garage committing tax offencesgarage committing tax offences

>>  Is there such a thing as     >>  Is there such a thing as     
“computer crime”?“computer crime”?



Why categorise?Why categorise?

Do we concentrate on the substantive Do we concentrate on the substantive 
offence or the means by which it has offence or the means by which it has 
been committed?been committed?

•• Implications for law reformImplications for law reform
•• Implications for crime prevention / Implications for crime prevention / 

mitigationmitigation
•• Implications for policingImplications for policing



History of the word “hacker”History of the word “hacker”

•• clever programmer clever programmer 
•• network adventurernetwork adventurer
•• cracker cracker -- attack on security systemsattack on security systems
•• allall--purpose synonym for “computer purpose synonym for “computer 

criminal”criminal”



What is a cyber “incident”?What is a cyber “incident”?

•• Software failureSoftware failure
•• Hardware failureHardware failure
•• Successfully detected Successfully detected malwaremalware
•• Successfully prevented intrusionSuccessfully prevented intrusion
•• Attempted theft of dataAttempted theft of data
•• Denial of Service attackDenial of Service attack
•• Loss of computer hardwareLoss of computer hardware
•• Loss of data (accidental / deliberate)Loss of data (accidental / deliberate)
•• Physical attack on computer systemPhysical attack on computer system



What is a cyber “attack”?What is a cyber “attack”?

•• Successfully detected Successfully detected malwaremalware
•• Successfully prevented intrusionSuccessfully prevented intrusion
•• Attempted theft of dataAttempted theft of data
•• Denial of Service attackDenial of Service attack
•• Theft of computer hardwareTheft of computer hardware
•• Loss of data (accidental / deliberate)Loss of data (accidental / deliberate)
•• Physical attack on computer systemPhysical attack on computer system



How do we calculate losses?How do we calculate losses?
•• Immediate cost of hardware, data mediaImmediate cost of hardware, data media

Replacement or “as new”Replacement or “as new”
•• Cost of reconstructing dataCost of reconstructing data

Clerical, or reClerical, or re--sourcingsourcing
•• Compensation to third partiesCompensation to third parties

On what basis? On what basis? 
•• Loss of revenue / profitsLoss of revenue / profits

How do you prove?How do you prove?
•• Remedial costsRemedial costs

What do you include / exclude?What do you include / exclude?
•• Lost business opportunitiesLost business opportunities



Who is analysing ?Who is analysing ?

Definitions influenced by preDefinitions influenced by pre--occupations of occupations of 
analyseranalyser

•• Access control vendors concentrate on Access control vendors concentrate on 
“hackers”“hackers”

•• AntiAnti--malware malware vendors concentrate on vendors concentrate on malwaremalware
•• Consultants concentrate on business risksConsultants concentrate on business risks

ExtortionExtortion
Insider threatInsider threat
Situations where consultancy analysis may provide remediesSituations where consultancy analysis may provide remedies

•• Owners of copyright material concentrate on Owners of copyright material concentrate on 
piracypiracy

•• Children’s Charities concentrate on threats to Children’s Charities concentrate on threats to 
childrenchildren























Defining Defining CyberWarCyberWar

•• Attacks solely from computers to other Attacks solely from computers to other 
computerscomputers

•• An attack that is equivalent to a An attack that is equivalent to a 
conventional “kinetic” attack conventional “kinetic” attack –– damage damage 
measured in terms of intensity, scope and measured in terms of intensity, scope and 
durationduration

Or anything less you care to put the name Or anything less you care to put the name 
to?to?



Defining Defining CyberWarCyberWar

Legal Implications  Legal Implications  -- “The Law of Armed Conflict”“The Law of Armed Conflict”
•• Retaliation justified by UN Charter Article 51 Retaliation justified by UN Charter Article 51 ––

“Self Defence”“Self Defence”
•• Defence must be:Defence must be:

Militarily necessaryMilitarily necessary
ProportionateProportionate
Avoid collateral damage to innocent third partiesAvoid collateral damage to innocent third parties

Retaliation implies you are sure Retaliation implies you are sure 
you know who is attacking you you know who is attacking you ––

the problem of attributionthe problem of attribution



We have chosen, however, to use the term 
‘cyberwarfare’ in order to focus 
discussion on activities which are 
‘warlike’ but which may or may not be 
‘war’ per se. ‘Warfare’ is a more open-
ended term, more useful in exploring an 
environment that is not only virtual but 
also largely uncharted. However, some of 
the activities described here as cyber 
warfare might well have little to do with 
war at all, as conventionally understood.

CyberWarCyberWarfarefare??



Out of all this definitional and Out of all this definitional and 
statistical confusion ….statistical confusion ….

Is there a route which will help us Is there a route which will help us 
understand the problemsunderstand the problems

And analyse the risks   ???And analyse the risks   ???



CyberWeaponsCyberWeapons
•• Concept focuses on weapons’ capabilities Concept focuses on weapons’ capabilities 

and qualitiesand qualities
•• Recognises there are several different Recognises there are several different 

typestypes
•• Forces analysts to recognise limitations of Forces analysts to recognise limitations of 

cyberweaponscyberweapons as well as advantages as well as advantages ––
What are all the ingredients necessary for What are all the ingredients necessary for 
success?success?

•• Says nothing immediate about reasons for Says nothing immediate about reasons for 
deploymentdeployment

•• Forces analysts to think about aims, Forces analysts to think about aims, 
motives, strategies of motives, strategies of deployersdeployers



CyberWeaponsCyberWeapons

•• Operate in Operate in CyberSpaceCyberSpace
•• Attacks can be mounted from anywhere Attacks can be mounted from anywhere 

on to Interneton to Internet--Connected ComputersConnected Computers
Alternate attacks also possible via physical access, but means Alternate attacks also possible via physical access, but means 
of access has to be devisedof access has to be devised

•• International International –– multimulti--jurisdictionaljurisdictional
•• Anonymising Anonymising is trivial / Attribution is is trivial / Attribution is 

difficultdifficult
•• Basic tools widely available and easy to Basic tools widely available and easy to 

deploydeploy
But simple, wellBut simple, well--known tools are also easily detectedknown tools are also easily detected



CyberWeaponsCyberWeapons

•• Tools require very little resource to deployTools require very little resource to deploy
•• Usually people don't dieUsually people don't die
•• It is difficult to cause direct physical It is difficult to cause direct physical 

damagedamage
•• To be a weapon,  it needs to have the To be a weapon,  it needs to have the 

ability to be controlled and directedability to be controlled and directed
•• There may be consequential lossesThere may be consequential losses



TypesTypes

•• Use of Social Networks / Feeds / Use of Social Networks / Feeds / PsyPsy--OpsOps
•• Internet BlockingInternet Blocking
•• Unauthorised computer accessUnauthorised computer access
•• WebWeb--site takesite take--over / defacementover / defacement
•• Denial of Service / Distributed Denial of ServiceDenial of Service / Distributed Denial of Service
•• BotNetsBotNets
•• Computer wipingComputer wiping
•• Computer takeComputer take--over / remote controlover / remote control
•• Physical compromise of some computer devicesPhysical compromise of some computer devices
•• Attacks on computer / Attacks on computer / comms comms switchesswitches
•• Computer impersonationComputer impersonation



Motivations for DeploymentMotivations for Deployment

•• Recreational hackingRecreational hacking
To gain notorietyTo gain notoriety

•• PropagandaPropaganda
To gain acceptance of a viewTo gain acceptance of a view

•• Web defacementWeb defacement
•• ShortShort--period DDOSperiod DDOS

•• HactivismHactivism::
Another form of civil disobedienceAnother form of civil disobedience

•• Web defacementWeb defacement
•• ShortShort--period DDOSperiod DDOS



Motivations for DeploymentMotivations for Deployment

•• EspionageEspionage
•• As part of a scheme to make moneyAs part of a scheme to make money

Extortion / ProtectionExtortion / Protection
•• Social ControlSocial Control

Internet BlockingInternet Blocking
•• Demonstration of political power / intentDemonstration of political power / intent
•• To disrupt enemy activitiesTo disrupt enemy activities
•• Force multiplier for conventional Force multiplier for conventional 

weaponryweaponry



War MotivesWar Motives

•• Dispute over TerritoryDispute over Territory
•• Access to Essential / Valuable Access to Essential / Valuable 

ResourcesResources
•• EthnicityEthnicity
•• ReligionReligion
•• Remedying of Earlier GrievanceRemedying of Earlier Grievance
•• “Power”“Power”



Steps towards Total WarSteps towards Total War

•• Diplomatic ExchangesDiplomatic Exchanges
•• Demonstrations by Concerned CitizensDemonstrations by Concerned Citizens
•• Summoning of AmbassadorSummoning of Ambassador
•• UN ResolutionUN Resolution
•• Going on Manoeuvres/ExercisesGoing on Manoeuvres/Exercises
•• SanctionsSanctions
•• PsyPsy--OpsOps
•• Brief Interruption of Essential ServicesBrief Interruption of Essential Services
•• Slight Territorial IncursionSlight Territorial Incursion
•• BlockadeBlockade
•• InsurgencyInsurgency
•• Brief Attack and then PauseBrief Attack and then Pause
•• Total WarTotal War



Steps towards Total WarSteps towards Total War
SubSub--State ActorsState Actors

•• Political ActivityPolitical Activity
•• Demonstrations Demonstrations –– legallegal
•• Demonstrations Demonstrations –– civil disobedience but illegalcivil disobedience but illegal
•• Bombs Bombs –– no significant harm intendedno significant harm intended
•• Bombs aimed at significant harm Bombs aimed at significant harm 
•• Assassination of key figuresAssassination of key figures
•• Suicide Bombs:  large scale terrorSuicide Bombs:  large scale terror



CyberWeaponryCyberWeaponry EscalatorEscalator

•• Propaganda websites, Propaganda websites, blogsblogs, feeds, feeds
•• Website defacement,  spamWebsite defacement,  spam
•• PsyPsy--OpsOps
•• Website DDOS Website DDOS –– shortshort--term incapacityterm incapacity
•• Website DDOS Website DDOS –– longer term aimslonger term aims
•• Data destructionData destruction
•• Attacks on CNI, MilitaryAttacks on CNI, Military

LogicalLogical
PhysicalPhysical



The words we use to describe things The words we use to describe things 
influence our thoughts about what influence our thoughts about what 
phenomena we are viewing phenomena we are viewing –– and the and the 
sorts of solutions to any problems sorts of solutions to any problems 
that might existthat might exist



In Cyber War:In Cyber War:
•• What is the test for “war”?What is the test for “war”?
•• How important is the “cyber” element?How important is the “cyber” element?
•• What are the objectives and motives for What are the objectives and motives for 

the conflict?the conflict?
In Cyber Crime:In Cyber Crime:
•• How important is the “cyber” element?How important is the “cyber” element?
•• What are the objectives and motives of the What are the objectives and motives of the 

criminal?criminal?
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